1 ®

inte

Leap ahead”

Logs and Lifeguards: Accelerating
Dynamic Program Monitoring

S. Chen, B. Falsafi, P. B. Gibbons, M. Kozuch, T. C. Mowry,
R. Teodorescu, A. Ailamaki, L. Fix, G. R. Ganger, S. W.
Schlosser

IRP-TR-06-05

Research at Intel

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL®
PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO
ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT
AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS,
INTEL ASSUMES NO LIABILITY WHATSOEVER, AND INTEL DISCLAIMS ANY EXPRESS
OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS
INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR
PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR
OTHER INTELLECTUAL PROPERTY RIGHT. Intel products are not intended for use in
medical, life saving, life sustaining applications.

Intel may make changes to specifications and product descriptions at any time, without notice.

Copyright © Intel Corporation 2006
* Other names and brands may be claimed as the property of others.



Logs and Lifeguards:
Accelerating Dynamic Program Monitoring

Shimin Chen', Babak Falsafi?, Phillip B. Gibbons', Michael Kozuch?,
Todd C. Mowry!2, Radu Teodorescu'*®, Anastassia Ailamaki?,
Limor Fix!, Gregory R. Ganger?, Steven W. Schlosser!

Intel Research Pittsburgh 2Carnegie Mellon University 3UIUC

Abstract

Runtime monitoring tools are invaluable for detecting various types of bugs, in both sequential and
multi-threaded programs. However, running one of these tools slows down the monitored program by
an order of magnitude or more, thereby limiting the tool’s usefulness. Fortunately, the emergence of
chip multiprocessors as a dominant computing platform means that resources are available on-chip to
assist in monitoring tasks. This paper presents an architecture for exploiting such resources in order
to dramatically reduce the overheads for runtime program monitoring. Specifically, we propose adding
hardware support for logging a main program’s trace and delivering it to another (otherwise idle) proces-
sor for inspection. A lifeguard program running on this other processor executes the desired monitoring
task. Simulation results using three diverse lifeguards (for address checking, for security exploit detec-
tion, and for data race detection) demonstrate that our design typically accelerate monitoring tasks by an
order of magnitude. Note that such improvements would not be possible if lifeguards were to execute
a standard emulation loop of repeatedly fetching a log entry and branching to the appropriate handler.
Instead, our design provides a hardware mechanism for lifeguard programs to jump directly to the next
appropriate handler and, for common cases, to deliver handler arguments directly to registers. Our de-
sign also includes a prediction-based compression scheme that reduces the log-related bandwidth and
storage requirements by an order of magnitude, to less than one byte per instruction.

1 Introduction

As the continued scaling of semiconductor technologies has led to phenomenal increases in computational
performance over the past few decades, the corresponding increases in both software and hardware complex-
ity have raised concerns that applications and systems are becoming increasingly error-prone. While it has
always been difficult to write bug-free code, recent data suggests that bug rates are getting worse over time
as software complexity increases [8]. As we move into the era of chip multiprocessors (CMPs), the inherent

challenges in writing multithreaded applications may increase bug rates further. In a networked world, even



obscure bugs that cause no harm under normal conditions can leave a system vulnerable to security attacks.
Finally, there is also a concern that hardware fault rates may increase significantly in the future [2].

The good news is that there are tools—which we call lifeguards—that dynamically monitor an applica-
tion to diagnose and sometimes even fix problems [24, 21, 17, 11]. These tools are complementary to static
program checking tools [7, 12, 10], and have the advantage of observing the actual dynamic state (e.g.,
program inputs, memory aliasing, etc.). The bad news is that lifeguards are slow: often 25-100 times slower
than the original application [21]. Hence they are currently used only during code development; our goal is

to reduce their overhead to the point where they can be run continuously on deployed code.

Why Lifeguards are So Slow. There are three key sources of performance overhead in conventional life-
guard implementations. First, because the lifeguard and the monitored program run on the same core, they
compete for cycles. Second, they also compete for resources such as registers and space in the cache hierar-
chy. Finally, the software must recreate hardware state (instruction pointers, effective addresses, etc.) in the

monitored program.

Our Approach: Using Logsto Drive Lifeguards. To accelerate lifeguard execution, we will run them on
other available cores on a chip multiprocessor. (Scaling projections indicate the ability to incoporate tens of
processors into a single chip by 2015 [2].) To enable the lifeguard to efficiently monitor its corresponding
application, we propose a hardware-supported logging mechanism that enables the lifeguard to specify what
information it needs, and for that information to be shipped to the lifeguard via a log. Hence, this paper
introduces a novel class of lifeguard support, Log-Based Architectures (LBA), that promises to significantly

improve the performance of these applications.

Related Work. Both the Flight Data Recorder [32, 33] and BugNet [19] propose forms of logging for
the sake of enabling off-line reconstruction of events leading up to a program crash. In contrast, since
our goal is to support efficient on-line program monitoring through logging, our log must be delivered in
a ready-to-consume form (as opposed to a form that requires significant off-line reconstruction); hence
our design is quite different from these earlier works. The work that is closest to ours in terms of its
motivation is iWatcher [34], which invokes monitoring code in response to accesses to certain ranges of
memory addresses. The iWatcher paper demonstrates significant performance gains for a single lifeguard
(ADDRCHECK) relative to its implementation in Valgrind [21]. (These performance gains are comparable

to the ones that we report in this paper for ADDRCHECK once you account for sampling rates.) In contrast



to iWatcher, our log-based approach is more general because it enables the monitoring of any instructions
of interest, including those that do not reference memory. For example, the TAINTCHECK and LOCKSET
lifeguards that we explore in this paper cannot be supported by iWatcher, since they require tracking data

flow through registers (not just memory accesses).

Contributions. In this paper, we propose a log-based approach to accelerating dynamic program moni-
toring, and we evaluate this approach using three diverse lifeguards. Our results demonstrate a substantial
(roughly an order of magnitude) performance gain over a commonly-used open-source lifeguard infrastruc-
ture. We also evaluate compression techniques for minimizing the bandwidth and storage requirements of

the log, and observe that this compression appears to work well enough to make logging feasible.

2 Analysisof Existing Lifeguard Over heads

We begin our investigation by studying three typical lifeguards, a software-only approach to lifeguard im-

plementation, and the performance of that approach.

2.1 ExamplelLifeguards. ADDRCHECK, LOCKSET, and TAINTCHECK

We begin by describing three diverse lifeguards that are the focus of our study.

ADDRCHECK [20] is primarily a fine-grained memory address checker, ensuring that every load or store
is to an allocated region of memory. By intercepting memory allocation routines such as malloc() and free(),
ADDRCHECK maintains a logical bitmap with one bit for each byte of the target program’s address space
that indicates whether or not that byte is currently accessible. The bitmap is consulted on load or store
operations, and an error is raised if the corresponding bit(s) are not set. ADDRCHECK uses this mechanism
to also catch accesses to inappropriate regions of the stack. The tool also checks for a number of other
common memory-related errors such as double free()’s and memory leaks.

LOCKSET [24] detects possible data races in multithreaded programs by noting references to shared
memory addresses for which no consistent locking policy exists. During execution, the lifeguard maintains
a data structure for each shared memory address, m, that indicates the set of locks, .S,,,, which have consis-
tently protected accesses to m since its allocation. The lifeguard also maintains a similar structure, S, for
each thread, ¢, indicating the set of locks held by ¢. During execution, when ¢ references m, Sy, is updated

such that S, := S, N.S;. In this way, S,,, always reflects the set of locks that have consistently protected m.
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Figure 1: High-level components of the Valgrind engine.

If S, ever becomes empty, the algorithm has detected that no consistent locking policy protects accesses to
m, and an error is raised (additional details can be found in [24]).

TAINTCHECK [22] was designed to catch overwrite-related security exploits such as those due to buffer
overruns and format string vulnerabilities. During runtime, all unverified input data, such as data from the
network, is treated as suspect, or tainted. TAINTCHECK tracks taint values by maintaining a bitmap (one
taint bit per byte of the original address space) similar to the accessible bitmap of ADDRCHECK. However,
a significant difference between the two lifeguards is that TAINTCHECK must track the propagation of taint
through the data structures of the program. That is, an access to tainted memory is not an error in itself.
Rather, an error is only raised as the result of an inappropriate use of tainted data such as in jump target
addresses, format strings, or system call arguments. Consequently, TAINTCHECK tracks the propagation
of taint values: if a tainted value is loaded from memory, the destination register is marked as tainted, if
the tainted register value is combined with another value (e.g., through an add instruction), the resulting
register value is marked as tainted, and if the resulting register is stored to memory, that location is marked

as tainted. Thus, TAINTCHECK must consult and update the taint bitmap on most instructions.

2.2 Valgrind: A Contemporary Lifeguard Infrastructure

Our case study, Valgrind [20], is a popular, open source tool for dynamic binary analysis and instrumen-
tation, designed for the x86/Linux platform. Individual lifeguards are written as C language plug-ins that
are executed in the context of a Valgrind core engine. Lifeguards export a small collection of functions that
the core engine invokes, the primary one being a function that adds analysis code to a given basic block of
monitored program code. Figure 1 depicts the high-level components of the Valgrind engine. An execut-
ing main program binary is translated on-the-fly into uninstrumented RISC-like “UCode”, one basic block

at a time. The UCode is then passed to the lifeguard function, which instruments the UCode by adding
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Figure 2: Breakdown of Valgrind overheads.

lifeguard-specific analysis code. Valgrind then recompiles the instrumented UCode into new x86 code. This
code is cached in the Valgrind code cache, in order to avoid this translation/instrumentation/recompilation
process when returning to a previously seen basic block. A Valgrind runtime orchestrates and supports the
entire execution, providing a variety of functionality such as saving and restoring main program state.
Typically, the analysis code a lifeguard inserts includes both inlined functionality (for relatively simple
analysis tasks) and invocations to lifeguard-specific call-back functions (for more complicated tasks). Val-
grind also supports a variety of generic call-backs, e.g., for memory events such as malloc() and mmap().

Lifeguards provide the (C or assembly) code for call-back functions, as needed.

2.3 Breakdown of Valgrind Overheads

We found that the Valgrind-based implementations of ADDRCHECK, LOCKSET, and TAINTCHECK , slowed
down these test programs’ execution by a factor of 9.2-38.5, 56.8-85.5, and 13.8-84.8, respectively, when
applied to our set of benchmark applications (described in Table 2, Section 4.1). This is consistent with the
slowdowns reported in [20, 22].

To further understand the sources of these overheads, we studied the normalized instruction counts for
various components of Valgrind, as shown in Figure 2. (We used instruction counts because of the difficulties
in charging execution cycles to tightly overlapped components.) The counts are normalized relative to the
number of instructions executed by the test programs without Valgrind. Shown are the breakdowns for
ADDRCHECK, a relatively light-weight lifeguard, and TAINTCHECK, a relatively heavy-weight lifeguard.

The instruction counts are divided into six categories: init (for initialization), base-trans (for translating x86

'We use optimized versions of the valgrind lifeguards here. More details will be in Section 4.



to and from UCode), base-run (for running the base Valgrind functionality, excluding any lifeguard-specific
code), LG-trans (for inserting Lifeguard instrumentation and translating the inserted UCode), LG-other (for
running the lifeguard-specific code, excluding the next category), and LG-run (for performing the actual
lifeguard functionality). As will become clear when we describe our LBA-based implementations of these
tools, the LG-run category is the “real work” that an LBA lifeguard performs; the LG-other category is other
work Valgrind performs in support of the real work, such as instructions initiating a lifeguard call-back.

As we can see from Figure 2, initialization, translation, and base execution account for a significant
instruction overhead, a factor of 6.0-21.6 for ADDRCHECK and TAINTCHECK. w3m has the largest (nor-
malized) initialization and translation counts primarily because its original program has the smallest in-
struction counts. The total overhead, excluding LG-run, is 9.5-28.8X for ADDRCHECK and 15.0-41.9X
for TAINTCHECK. Thus removing these overheads will significantly improve the lifeguard performance. In
Section 4 we show that LBA removes these overheads from the main core, and moreover, greatly reduces

both the LG-run instruction count and its execution time slowdown.

2.4 Sourcesof Overheadsin Dynamic Binary Instrumentation

The overheads observed in Valgrind are likely to arise in any tool based on dynamic binary instrumentation

that supports a wide variety of lifeguards and executes the lifeguard on the same core as the main program.

This class of approaches, which we call DBI approaches, includes tools such as Pin [17] and DynamoRio [3].
We identify three primary sources of overheads in DBI approaches:

(1) The lifeguard and the main program compete for cycles. Instructions to perform lifeguard analysis and

any other associated tasks (such as translation) are executed on the same core as the main program.

(2) Thelifeguard and main program compete for the memory hierarchy. Because the lifeguard and main pro-

gram switch between their respective functionality potentially every cycle, significant thrashing can result,

reducing the effectiveness of L1 and other local caches. Moreover, the competition for registers requires

that they be frequently saved/restored in order to avoid clobbering.

(3) The DBI software must recreate hardware state. In order to provide lifeguards with a view of important

architectural state, software needs to recreate the main program’s instruction pointer (EIP in x86), effective

addresses (EA), etc., and store them in places where, by convention, the lifeguard can find them.

To illustrate how these sources of overhead arise in DBI approaches, Figure 3 presents a simple case



c=a+b;

(a) Original C statement

mov Oxffffffe8(%ebp),%eax
add Oxffffffec(%ebp),%eax
mov %eax,0xffffffe4(%ebp)

LEAI1L -24(%ebx), %eax
leal OxXFFFFFFE8(%ebx), %eax
CCALLo 0xB113C900(%eax)
pushl %eax
call * 36(%ebp)
popl %eax
LDL (%eax), %ecx
movl (%eax), %oecx
INCEIPo $3
movb $0x5D, 0x44(%ebp)

# Determine addr of first read

# Call read_check()
# Save register

# Restore register
# Do the actual read

# Update the instrumented EIP

# Determine addr of second read

LEAI1L -20(%ebx), %eax

(b) Original x86 assembly code ) .
(c) x86 assembly code instrumented for ADDRCHECK

Figure 3: Illustrating the sources of overheads in dynamic binary instrumentation.

study for a Valgrind-based ADDRCHECK processing a single C statement. The C statement in Figure 3(a)
becomes 3 x86 assembly instructions in Figure 3(b), which become 27 assembly instructions after instru-
mentation (the first few of which are shown in Figure 3(c)). These 27 instructions do not include the
additional instructions for the call-back functions (e.g., read_check()), and we have also not accounted for
any other Valgrind runtime tasks (translation, re-compilation, etc.). Of the 24 extra instructions (27 — 3),
14 are used to capture and restore register state, 7 are used to recreate effective addresses and instruction

pointers, and the remaining 3 are calls to call-back functions.

3 Architectural and System Support for Log-Driven Lifeguards

To reduce the slowdown associated with dynamic program monitoring, we propose a combination of hard-
ware and system software support that will capture a log of the monitored application and use it to drive the
lifeguards more efficiently. Conceptually, the process of connecting a lifeguard to a monitored application
works as follows. First, the lifeguard specifies what application it wishes to monitor and what information
it would like to see among the set of available options (e.g., the data addresses for all load and store instruc-
tions). The operating system then checks whether the lifeguard has permission to access this information
before establishing the connection. If so, then the processor that the application to be monitored is run-
ning on is configured to begin logging the appropriate information for the committed instruction stream and
passing it (in FIFO order) to the given lifeguard. Using an API with an appropriate level of abstraction, the

lifeguard consumes the log to drive the execution of its monitoring task.
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Figure 4: Overview of hardware support for logging.

and store

While software may view the log as a simple queue of information flowing from one processor to an-
other, the actual hardware implementation is more sophisticated, as illustrated in Figure 4. As we see in the
figure, the first step is for hardware on the monitored processor to capture the desired logging information,
which is then compressed (by hardware) before it is stored in the log buffer and transported to the lifeguard.
The compressed log is decompressed by complementary hardware on the lifeguard’s processor and used to
efficiently dispatch the appropriate lifeguard code in response to each log entry. We describe this process in

more detail in the following subsections.

3.1 CapturingthelLog

In general, a log may contain all state changes that are either architectural or microarchitectural due to in-
structions. Without loss of generality, in this paper we focus on architectural state changes. This information
includes the program counter, the instruction opcode, the operand specifiers and the operand values, and ar-
chitectural state not directly visible to the program such as condition codes for all instructions that retire
from the pipeline.

Fortunately, much of the information to be captured in the log is already maintained in modern micro-
processor pipelines. For instance, out-of-order microprocessor cores that use a centralized mechanism for
scheduling, renaming and reordering instructions such as a register update unit (RUU) [28] (e.g., the Intel
Core microarchitecture [16] derived from Pentium Pro [27]) maintain all the necessary information for a log

entry per instruction. 2

*In general, the information corresponding to a program instruction may span multiple entries in the RUU (e.g., due to breaking
instructions into uOps in Intel-based implementations). Nevertheless, the RUU maintains information regarding which uOps belong
to a program instruction to allow for precise interrupts. The log can capture this information to allow for identifying program

instruction boundaries across log entries.



In general, the information needed for the log may not be available in one place in the datapath. For
instance, in scalar pipelines the ALU operand values are available immediately prior to execution and data
memory address and value is available prior to a data cache access. As such, the pipeline latches must
be extended to record and transfer the operand values to be recorded in the log. Similarly, in out-of-order
pipelines with a decoupled reorder buffer, issue and load/store queues and a renamed register file, (e.g.,
Pentium 4) the reorder buffer must be extended to maintain the operand values for instructions (i.e. the

reorder buffer will be organized much like an RUU to allow for log capture).

3.2 Compressing and Decompressing the L og

To reduce the log storage and communication bandwidth requirements, we propose using on-the-fly com-
pression as the log is produced. The compression subsystem design must balance compression rate, speed,
and hardware cost. We considered two main compressor classes. The first class, general purpose compres-
sors such as gzip, bzip2, have been shown [4, 5] to be less time/space efficient when compressing program
traces than the second class, special-purpose trace compressors. In our design, we build on a significant
body of research in the field of trace compression [6, 15, 18]. One particularly interesting design point in

this space, shown to yield good results, is value prediction-based trace compression [4].

3.21 ValuePrediction-Based Trace Compression

As the name implies, this technique uses a set of predictors trained on trace data to forecast likely next values
in the trace. When compressing a trace, the current value is compared to the predicted values. If at least one
of the predictions is correct, an identifier for the correct predictor is recorded in the compressed trace rather
than the predicted value. If none of the predictions is correct, a mispredict identifier is recorded, followed
by the mispredicted value. For decompression, a set of identical predictors is maintained and updated on the
decompresser side.

We study three predictor types that produce good prediction rates in the context of our log data for
reasonable hardware cost. The simplest one is Last Value predictor (LV[n]) [6], which stores the most
recent n values in a FIFO. All n values are provided when a prediction is requested, LV[n] essentially
acting like n independent predictors. LV[n] works best with alternating values or repeating sequences of no

more than n values. We use it for predicting memory addresses.
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Figure 5: Prediction-based log compression engine. Two sets of predictors are used to predict PC and
memory address values. The predicted stream is further compressed with RLE.

The Finite Context Method predictor (FCMx[n]) [25] computes a hash of the x most recently encoun-
tered values which is then stored in a first level table. The hash is used to index the predictor’s second level
table which works just like the LV[n] predictor. The FCM predicts the last n values that were observed to
follow a context of x values. This predictor works best with sequences of repeating values that depend on
some context, making it suitable for predicting program counter values.

Finally, the Differential Finite Context Method (DFCMx[n]) [13] predictor is similar to FCM, except
it predicts (and stores) differences (strides) between consecutive values. To form the final prediction, the
predicted stride is added to the last value seen. DFCM has the advantage that it can predict sequences of

offsets that repeat. We used it for predicting memory addresses in conjunction with the LV predictor.

3.2.2 The Compression/Decompression M echanism

The records in the log can contain a number of different fields (program counter (PC), instruction type,
number of operands, register ids, memory addresses). For now, we assume there is little or no application
data (e.g. register values) being sent through the log. We distinguish two types of fields based on whether
the information they contain can change with respect to a given PC. The instruction type, the number of
operands, the register ids are always static with respect to the program counter. The memory addresses are
generally dynamic with respect to the PC. Figure 5 shows the layout of the compression engine.

For compression we use two sets of predictors, one for PC values and one for memory addresses. Each
predictor set generates a stream of predictor ids. The static information associated with the PC is cached

at the receiver side, in a table that is associated with the PC predictor table. The send and receive tables

10



naturally remain coherent such that when a PC is correctly predicted, the associated static information can
be extracted from the corresponding entry in its table. Therefore the static fields only need to be sent when
the PC is mispredicted.

Further compression is obtained by performing run-length encoding (RLE) on the prediction stream.
In order to simplify decoding at the decompresser side, the PC and memory address streams are combined
into a single stream (prediction stream in Figure 5) which is then compressed using RLE. This means that a

single Run Length entry is sufficient for both the PC and memory address streams.

3.3 Buffering and Transporting the Log

Once the log information has been compressed, it is ready to be shipped to any consuming lifeguards within
the CMP. Because the log is a continuous stream of information flowing from one processor (or hardware
thread) to another, many of the techniques for optimizing stream-style computation are relevant for log-
ging [1, 9, 14, 26]. For example, if the CMP already contains an interconnect that is optimized for streaming
and structures such as a streaming register file [1], these can be used to transport the log.

Alternatively, if the CMP is not already optimized for on-chip streaming, we can also buffer and com-
municate the log through the on-chip cache hierarchy. The idea is for the system to allocate a circular buffer
in memory that will fit within an appropriately small fraction of the largest physically-shared on-chip cache
(the L2 in our experiments). To help manage the flow of log data within the on-chip cache hierarchy, the
system can use memory references with explicit replacement hints [14] to avoid having this circular log
buffer either pollute the L1 caches or else become systematically displaced from the largest on-chip cache.?

A natural concern with transporting the log is whether it consumes too much bandwidth or on-chip
storage. Fortunately, using the compression techniques described earlier in Section 3.2 (and evaluated later
in Section 4.3), the log will generate roughly 0.8 bytes per instruction in the monitored program, which
is roughly half of the bandwidth generated by L1-to-L2 data cache misses for the 16KB data caches used
in our experiments. Hence it appears to be feasible to transport this volume of data within the chip. (The
fact that the log is not transported off-chip is very helpful.) In terms of storage capacity, if we can allocate
128KB of the largest on-chip cache to the circular log buffer, this will capture roughly 160,000 instructions

worth of detailed logging information.

3If the latter issue becomes problematic and cannot be resolved through replacements hints, another possibility might be for the

OS to explicitly pin the log buffer into the cache, if the hardware supports this.
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34 Consumingthe L og

Upon transport and decompression of the log, entries are placed into a log dispatch buffer, and would
be consumed by the lifeguard in the order generated. In the simplest form, the dispatch buffer would be
memory-mapped into the lifeguard’s address space with an interface both to read and to advance log entries.
The lifeguard would run in a driver loop (much as an Active Message [30] communication subsystem would)
reading one entry at a time, looking up a handler table to dispatch code for the corresponding log entry type,
executing the handler, and moving on to the next log entry.

Unfortunately, our lifeguards can be arbitrarily lightweight and therefore such a log dispatching ap-
proach would prohibitively incur high overheads. Because a lifeguard may perform a few ALU operations
per instruction in the monitored program (e.g., when computing register values taints), handler dispatch
overhead (i.e. the overhead of executing the dispatch loop) can directly impact overall performance.

Ideally, the log entries would magically turn into a stream of handler instructions that would flow into the
pipeline. Unfortunately, a system that provides such a stream directly would require replacing the front-end
of the core to eliminate the instruction fetch and sequencing logic.

Instead, we propose two hardware dispatch optimizations that dramatically reduce dispatch overhead
and accelerate lifeguard execution with moderate modifications to the core. We make the observation that
the code within the handler can be fetched and sequenced with the existing front-end mechanisms (i.e. the
branch and fetch units and the instruction cache) and the only modification necessary is when control is
transferred from one handler to another corresponding to subsequent log entries.

The first optimization is a the introduction of a nl ba instruction which lifeguard software uses to signal
the return from log record handlers. The core also has access to a table, indexed by log record type, of
handler entry points, so that upon execution of nl ba, the core transfers control directly to the handler
corresponding to the type of the next log record. As such, the nl ba instruction eliminates the software
decode and control transfer overhead of a driver loop, reduces the control transfer to a single instruction,
and provides a mechanism through which handler dispatch operations may be perfectly predicted assuming
a log queue of more than record. The second optimization reduces the overhead of marshaling the log entry
data by allowing a direct transfer of log data into pipeline registers.

Figure 6 depicts an example log record handler from ADDRCHECK in C pseudo-code with its assembly

code (a), and the corresponding log dispatch hardware mechanisms we propose. The example describes a

12



void adrchk_1d4B (unsigned int addr) {
ABits* abits = ABits_array[addr>>16]; L1l
// movl %eax, %edx I

/l shrl  $16, %eax Branch
// movl  AccessBits_array(,%eax,4), %ecx unit [ Fetch Pipeline
UINT32 off = (addr & Oxffff) >> 3;

// movzwl %dx,%eax PC=adrchk_ld4B
// shrl  $3, %eax Handler table e
if (abits->map[off] == 0) next_lba_record(); w

|—> nlba %eax=B

next record

Register Update Unit

/I cmpb  $0, (%eax,%ecx) movl %eax. %edx
/jne  fast_path_failed ol 1048 B |
//nlba  %eax o | st4B B
slow_path_load_4B(addr); — 2 stB C
//fast_path_failed: I
// movl  %edx, (%esp)
// call slow_path_load_4B
//nlba  %eax Log Decompression Logic

Figure 6: (a) Example log record handler and (b) Dispatch hardware

handler for checking whether a load to a four-byte address is legitimate. The lifeguard maintains a bit per
byte of memory, and a bit value of 0 indicates addressability. In the common case, the data is addressable
and the bit values for the four-byte item and all its nearby neighbors are 0. So the handler first checks to see
if an entire 8-bit mask corresponding to a 8-byte region containing the data is 0. If so, no other checks are
necessary. Otherwise, the handler must peruse the bitmap more carefully, possibly raising an error condition,
by calling into extra handler code (i.e. at “f ast _pat h_f ai | ed”).

The assembly code (Figure 6(a)) corresponding to the handler, assumes that the input address addr is
directly extracted from the log entry and placed in %@ax. The code indicates that, in this example, besides
the raw lifeguard code to check for addressability, all the log dispatch and processing overhead is reduced
to a single nl ba instruction.

Figure 6(b) depicts the anatomy and functionality of the proposed hardware optimizations for a Intel’s
Core architecture [16]. The nl ba instructions are placed in the RUU and behave like control transfer
instructions when executed. These instructions additionally advance the dispatch buffer to allow for subse-
quent log entries to be dispatched.

Because the handler instructions corresponding to a log entry are control-dependent on prior program-
order conditional branches, they may be squashed and restarted, requiring the log entry to remain in the
dispatch buffer until the nl ba instruction corresponding to a subsequent log entry is retired. Moreover,
because multiple handlers can be in flight simultaneously requiring access to the corresponding log entries

from within the pipeline, each RUU entry keeps a back pointer to the corresponding log entry so that multiple
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entries within the dispatch buffer.

Much like other control transfer instructions, nl ba instructions are placed in the BTB in the branch
unit. Upon lookup in the BTB corresponding to an nl ba instruction, however, rather than predict a target
address, the branch unit fetches the log entry type from the head of the log, looks up the handler table for the
starting address of the corresponding handler, and uses this address as the predicted target address to fetch
instructions from. The handler table is a small (e.g., about 256 entries) SRAM-based RAM structure that
is initialized upon starting the lifeguard code, and maintains the starting address for the frequent handlers
(e.g., memory instruction for address checking). Log entries corresponding to the infrequent handlers (e.g.,
system calls) invoke a special “slow path” handler in which the lifeguard software decodes the log record
event type further to determine the appropriate handling for the record.

To allow for filling a handler parameter value directly in hardware upon dispatch, the nl ba instruction
also encodes a destination register corresponding to the architectural register in which a parameters may be
passed—i.e. ¥@ax. Because an nl ba instruction occupies an entry in the RUU, it decodes and renames like
other instructions. Moreover, the rename unit fetches the operand value for %@ax from the corresponding
log entry, therefore the execution of the nl ba instruction can be folded (i.e. its result is available upon
placement in the RUU). Moreover, subsequent reads to %@ax read from the RUU entry corresponding to

the preceding nl ba instruction.

4 Evaluation

In this section, we evaluate the effectiveness of the LBA approach to running lifeguards. Section 4.1 de-
scribes our experimental methodology, lifeguard implementation details, and the benchmarks used in our
study. Then, Section 4.2 presents the experimental results for the three example lifeguards described pre-
viously in Section 2.1. Finally, Section 4.3 evaluates prediction and compression techniques to reduce the

bandwidth requirement for transporting the log.

4.1 Experimental Setup

M ethodology. The performance of log-driven lifeguards is influenced by three main components: (i) the rate
of monitored events (e.g. ADDRCHECK mainly checks load and store operations, while TAINTCHECK also

monitors register-only operations); (ii) the average code path length of lifeguard event handlers (measured in
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Table 1: Simulation platform.

Simulator description Memory parameters
Simulator Virtutech Simics 2.2.14 Private L11 16KB, 64B line, 2-way assoc, 1 cycle
Target OS Fedora Core 2 Private L1D 16KB, 64B line, 2-way assoc, 1 cycle
Processor core In-order scalar Shared L2 512KB, 64B line, 8-way assoc, 10 cycles
Cache simulation | g-cache module in Simics Main Memory | 200-cycle latency

lifeguard instructions per application instruction); and (iii) CPI, which may vary significantly with lifeguard.
For example, the working set of LOCKSET may be substantially larger than that of ADDRCHECK.

To evaluate the benefits of introducing logging support, we measure the performance of several bench-
mark applications running with LBA-supported lifeguards compared to the performance of the same appli-
cations running without lifeguards and running with lifeguards supported by a software-only approach such
as Valgrind. We use the the Simics [29] full-system simulation platform, which ran a standard Fedora Core
2 operating system in our experiments. Both the host and simulated platforms are x86-based. Because we
were primarily concerned with the above three major components of performance, we modeled an single-
CPI in-order core. The cache parameters are shown in Table 1. We report instruction counts, cache miss
statistics, and execution time from Simics output.

We developed a Simics extension module that implements the LBA support (such as nl ba) by recog-
nizing special instructions (pr ef et chnt a in our implementation) issued by the lifeguards. The lifeguards
run as standard Linux processes in the hosted Fedora Core 2 environment. To ensure reproducibility, the
log records are fed from an execution trace of the application under test obtained by applying a Pin [17]
based trace collection tool. The traces include the instruction addresses, register information, memory refer-
ences, and other information such as system calls that would be included in the log on a machine supporting
LBA. As the lifeguard executes, we inject memory references from the application’s trace into the simulated
shared L2 cache to model cache interference between the application and lifeguard.

The same simulation platform and parameters were also used to measure performance for the normal
executions of benchmark applications and running the applications with Valgrind lifeguards.

To quantify the bandwidth requirements of transporting the log, we study various online prediction and

compression techniques on the application execution traces in Section 4.3.

Lifeguard Implementation Details. We measured the event frequency in the application execution traces
and designed the log record handler interface to provide more optimizations to frequent events (such as

memory references, and 4B register accesses) while using generic interface for infrequent events (such as
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OS system calls, memory allocation calls, and pthread calls). For example, memory references are further
distinguished as 1/2/4/8-byte aligned loads/stores, and unaligned accesses. In this way, handler code for
a specific type of memory reference does not need to check the size of a memory reference or whether it
is aligned, thus reducing the code path length. In the same spirit, frequently needed information (such as
memory addresses) for a particular event is directly put into registers before dispatching the event handler.

We ported three lifeguards, namely, ADDRCHECK, TAINTCHECK, and LOCKSET, from Valgrind 2.2.0
to the LBA system. We optimized the handler code for frequent events. A typical optimization is to test for
a filter condition, and only perform more detailed checking if the filter test fails. As illustrated previously in
Figure 6(a) in Section 3.4, for ADDRCHECK, we observe that most memory references are to the middle of
allocated buffers, and therefore we use a fast 8-byte test as a filter for smaller-sized memory references.

LOCKSET maintains a 32-bit state for every 4-byte memory word in the application program. It encodes
the sharing state (exclusive, read shared, or read/write shared) and the lock set pointer of the memory
location. For each memory reference, LOCKSET performs an expensive lock set intersection operation.
However, we observe that the lock set of a memory location typically converges quickly to one of the three
stable states: (i) exclusively owned by one thread; (ii) read-only by all threads without holding locks; or (iii)
read-write protected by a stable lock set. Moreover, the same stable lock set often protects multiple memory
references. Therefore, we maintain two global state templates for the exclusive state and read-only no lock,
and a per-thread state template to remember the most recently seen read-write stable lock set. Then, for a
memory reference, its state information is compared with the three templates as a filtering step.

The most frequent operation of TAINTCHECK is to propogate taints. Since 4B memory references are
the most frequent, we use 2 bits to store the taint for every memory byte in the application program. Thus
the taint of 4-byte word can be retrieved or updated through one-byte load or store instructions.

To make fair comparisons, we applied the above optimizations to the Valgrind lifeguards. We report re-
sults for the original Valgrind lifeguards, optimized Valgrind lifeguards, and the LBA-supported lifeguards.
Benchmarks. The benchmark applications selected for this study are listed in Table 2. The first eight
benchmarks listed are single-threaded applications included in the BugNet [19] study. The remainder are a
multi-threaded benchmark from the SPLASH-2 [31] benchmark suite and a parallel SAT solver [23]. Table 2
also reports the dynamic instruction counts for the benchmark applications. Note that there is roughly one

memory reference for every two instructions in this set of benchmarks.
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Table 2: Summary of benchmarks.

| Benchmark | Version | Description | Instr. (10°) | Loads (10°) [ Stores (10°) |
bc 1.06 | Arbitrary precision calculator 262 70 41
ghostscript 8.12 | Document specification interpreter 310 113 51
gnuplot 3.7.1 | Math function plotter 84 25 19
gunzip 1.2.4 | Data decompressor 116 41 13
gzip 1.2.4 | Data compressor 430 146 83
mcf | CPU2000-1.3 | Transportation problem solver 125 45 11
tidy 050826 | HTML syntax checker 97 43 21
w3m 0.3.2.2 | HTML-to-text renderer 36 12 6
water-nq SPLASH-2 | Molecular force evaluator 151 33 17
zchaff 2002.7.15 | Boolean satisfiability solver 386 131 92

4.2 LBA Performance Results

Figure 7 shows the normalized instruction counts and normalized execution times of ADDRCHECK and
TAINTCHECK for the single-threaded benchmarks. We compare the normal executions of the benchmark
and three implementations of the lifeguards. From Figure 7, we see that Valgrind lifeguards dramatically
increase the instruction counts by a factor of 14.9-43.3 for ADDRCHECK and 36.5-98.3 for TAINTCHECK,
thus slowing down the programs by a factor of 9.2-38.5 for ADDRCHECK and 13.8-84.8 for TAINTCHECK.
In contrast, log-driven lifeguards increase the instruction counts by a moderate factor of 3.4-10.3 for AD-
DRCHECK and 3.6-9.5 for TAINTCHECK. The resulting slowdowns are 1.01-7.5X for ADDRCHECK and
1.6-8.5X for TAINTCHECK. (The best slowdown numbers are for mcf and will be explained below.)

As shown in Figures 7(a) and (b), each Valgrind bar is broken down into six categories, as previously
described in Section 2.3. Basically, LG-run corresponds to the actual lifeguard functionality, while the other
five categories are instruction overhead in translating x86 code to and from UCode, inserting instrumen-
tations, and other supports to run the lifeguard-specific code. As we can see from Figures 7(a) and (b),
these overheads are 9.5-28.8X for ADDRCHECK and 15.0-41.9X for TAINTCHECK. The larger overhead
for TAINTCHECK is mainly because TAINTCHECK does more instrumentation than ADDRCHECK. By
removing these overheads, LBA significantly improves lifeguard performance.

We now focus on the LG-run components and the LBA lifeguard bars in Figures 7(a) and (b). First,
the LG-run components of the optimized Valgrind bars are much shorter than those of the original Valgrind
bars. This shows the effectiveness of the lifeguard code optimizations. Second, as expected, the LBA
ADDRCHECK bars are of similar height to the LG-run components of the optimized Valgrind bars, since

the same lifeguard functionalities are executed. However, the LBA TAINTCHECK bars are much shorter
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Figure 7: LBA performance results for ADDRCHECK and TAINTCHECK. For every benchmark, we com-
pare the normal execution without lifeguards (n) and three implementations of lifeguards: origianl valgrind
lifeguard (v), optimized valgrind lifeguard (0), and LBA lifeguard (I). Number of instructions and cycles are
normalized to those of normal executions.

than the LG-run components. This is because Valgrind introduces a large number of temporary registers
for generating RISC-like UCode, and therefore TAINTCHECK has to propogate taints for the temporary
registers, thus incuring more overhead. Third, the most frequent code path for checking memory references
in ADDRCHECK takes eight instructions. Since there is a memory reference per 1.5-2.3 instructions, the
total number of instructions is increased by a factor of roughly 4-5. Comparing the LBA ADDRCHECK
and TAINTCHECK, we see that the TAINTCHECK bar is supprisingly similar to ADDRCHECK in spite of
the fact that TAINTCHECK is a more heavy-weighted lifeguard. This is mainly due to the following facts.
(i) On average 31% of the instructions do not modify registers or memory locations. These are mostly cnp
instructions, and jump instructions.* (ii) Among the instructions that TAINTCHECK handles, an average

61% are memory references. The code path length of TAINTCHECK and ADDRCHECK are similar for these

*TAINTCHECK monitors only the infrequent indirect jumps to make sure jump target addresses are not tainted. [22]
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Figure 8: L1 misses per instruction for AD-  Figure 9: LBA performance results for LOCKSET.
DRCHECK.

instructions. (iii) The register-only operations can be handled in 2-3 instructions because register taints are
kept in an array and can be accessed much more quickly than memory taints.

Figures 7(c) and (d) show the normalized execution times. ADDRCHECK keeps 1 bit and TAINTCHECK
keeps 2 bits for every application byte. Therefore, they have a much smaller cache footprint. As shown
in Figure 8, the L1 misses per instructions for ADDRCHECK are much lower than both the application and
the Valgrind lifeguards. This results in a better CPI and therefore smaller normalized time than normalized
instruction counts. The mcf benchmark shows an interesting case, which incurs a large number of cache
misses. For mcf, LBA ADDRCHECK is only 1.01X slower than the normal execution. LBA TAINTCHECK
sees a similar effect and is only 1.6X slower. Note that this working set benefit is largely lost for Valgrind
lifeguards because the lifeguard and the application program are competing for the same L1 cache. Over-
all, compared to Valgrind, LBA lifeguards achieve 3.5-10.3X speedups for ADDRCHECK, and 5.3-19.2X
speedups for TAINTCHECK.

In addition to the ADDRCHECK and TAINTCHECK experiments, we also performed LOCKSET experi-
ments. For the water and zchaff benchmarks, the Valgrind lifeguard slows down the application by a factor
of 71.6-85.5 fold, and the optimized Valgrind lifeguard slows down the application by a factor of 56.8—70.2
fold. In contrast, the log-driven lifeguard is 6.9-10.1X slower than the application, thus achieving 5.6-12.4X

speedups compared to Valgrind lifeguards.

4.3 Prediction and Compression Resultsfor Reducing L og Bandwidth

Using the traces described in Section 4.1, we evaluate the performance of our proposed log compression

scheme and quantify the bandwidth and storage requirements associated with managing the log.
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Table 3: Predictors and configurations tested. Table 4: Best performing configuration.

Value Predictor LV, FCM, DFCM Stream | Predictor | History | Context
Table Sizes 2KB, 4KB, 8KB, 16KB PC FCM 4 1
History/Context 1-4/1-3 MEM LV, DFCM 2 1
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Figure 10: (a) Memory address prediction accuracy using a hybrid (DFCM/VP) predictor. Bars x,y,z and w
correspond to total predictor sizes of 2, 4, 8 and 16 KB. (b) Bandwidth required for the compressed log; x
indicates value prediction and y indicates value prediction plus RLE.

To determine a good combination of predictors to use for each of the value streams present in the log,
we evaluated the combinations of predictor sizes, history and context lengths shown in Table 3. Using
TCgen [5] to generate software implementations of the different predictors, we determined that best per-
forming configurations for our traces are those shown in Table 4. To ensure a fair comparison, we always
use the same total size for the group of predictors that we assign to each stream of values, regardless of
configuration. Hence, configurations which use longer contexts have fewer entries in the predictor tables.

Figure 10(a) reports the memory address prediction accuracy obtained for several predictor sizes. Our
goal was 90% accuracy to provide approximately an order of magnitude compression, and we determined
this result to be feasible with a 16KB predictor.

Using the configuration in Table 4, we quantified the bandwidth required for transporting the compressed
log. The pairs of bars in Figure 10(b) show the bandwidth required using value prediction (bars marked with
x) and value prediction with the optional run length encoding (bars y). All pairs except the last, labeled
“Filtered”, show the bandwidth for the full log. The last pair, provided for comparison, shows the reduced
bandwidth required if the register map information is filtered out before the log is transmitted (as would be

acceptable for lifeguards such as ADDRCHECK). The stacked bars illustrate the contribution of mispredicted

20



vs. predicted values in the compressed log. RLE is only applied on the streams of predictor ids and not the
mispredicted data. As a result the contribution of RLE to the overall compression rate is diminished when
the mispredicted data dominates in the compressed log.

With RLE, the log grows at less than one byte per instruction. The average bandwidth requirement is
0.82 bytes/instruction for a unfiltered log and 0.75 bytes/instruction for a filtered log that doesn’t include
register maps. When compared with the uncompressed rates of 17 and 15 bytes/instruction, respectively,
we see that compression significantly reduces the resource demands of logging. This order of magnitude
improvement also yields a bandwidth that is significantly less that the L2 cache bandwidth available on-chip.
The associated cost is 32KB per core for the prediction tables, and an additional 16KB of storage for the

static information maintained on the lifeguard side.

5 Conclusions

A logging mechanism that is integrated into the processor and system architecture may provide the missing
link that would allow lifeguards to recognize correctness problems in complex software systems. Hope-
fully these mechanisms would greatly improve programmer productivity and software reliability, which
will be increasingly important as we move to many-core architectures. Our results demonstrate a roughly
order-of-magnitude speedup in lifeguard performance for a set of three diverse lifeguards compared with
implementations in Valgrind, reducing the slowdown to a factor of 2-5. Our compression techniques re-
duce the size of the average log entry to less than a byte per instruction on average. Overall, the log-based

approach to dynamic program monitoring appears quite promising.
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