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Abstract

Research on congestion control in ad hoc networks
has mostly been limited to enhancing TCP based
mechanisms [1, 2, 3, 4, 5]. Explicit Link Failure No-
tification (ELFN [1, 2]), a solution for ad hoc TCP,
has been shown to outperform TCP in mobile sce-
narios. Studies of TCP+ELFN on static networks
show throughput degradation of about 5% in several
cases over TCP, however, the improvements in dy-
namic cases can be as large as 7 times, as shown in
presented simulations. We further describe and study
various limitations of TCP based approaches in gen-
eral, and TCP+ELFN in particular, for congestion
control on ad hoc networks. Based on our studies
on queue sizes and the progression of TCP sequence
numbers for various scenarios, we observe that for
congestion control in ad hoc networks, hop-by-hop
rate control based mechanisms along with ELFN will
be better suited than TCP based mechanisms.
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1 Introduction

The rapid increase in the number of PDA (Personal
Digital Assistants) devices, palmtops and compact
laptops has made ad hoc networks [6] a promising
technology of the near future. The shared nature
of the channel and mobility of nodes in such net-
works cause heavy contention and large variations
in the available bandwidth. These poor properties
of the channel in ad hoc networks and the increasing
number of multimedia applications, has instigated re-
search on the transport layer.

Several mechanisms, mostly enhancements to TCP,
have been proposed for ad hoc networks [1, 2, 3, 4, 5].
The Explicit Link Failure Notification (ELFN[1, 5])
mechanism has been simulated in conjunction with
the TCP protocol, and shown to outperform TCP in
dynamic scenarios. However, we look at both static
and dynamic scenarios with TCP+ELFN in this pa-
per. TCP based solutions suffer from various limi-
tations in such environments, due to some inherent
properties of TCP as mentioned below.

o TCP creates losses wuntil it starts observing
losses: TCP’s congestion control mechanism is
based on reacting to observed losses and probing
for available bandwidth by progressively increas-
ing the congestion window. This nature of TCP
results in high network buffer utilization which
causes large RTT and therefore, large RTOs for
TCP flows. Large RTOs result in long timeouts,
thus causing reduced TCP throughput.

o TCP takes several RTTs to recover after time-
outs: TCP throughput is affected due to time-
outs which reduce the congestion window size to
1. After this abrupt reduction in sending rate,
it takes several RTTs before the TCP sender
reaches the congestion avoidance phase.

e Route disruptions can cause cwnd worth of data
losses: TCP can have a cuwnd worth of data out-
standing in the network. As link failures are in-
herent in ad hoc networks, the data in the net-
work buffers can be lost due to link failures and
subsequent failures in salvaging packets. Just
using low congestion window values is not suf-
ficient as it may not guarantee efficient channel
utilization. So the congestion control mechanism
should require small network buffers.

These properties limit the performance of TCP
based solutions such as TCP+ELFN. This affect is
analyzed by studying the progression of sequence
numbers and network buffers for various scenarios.
Based on these studies we conclude that hop-by-hop
rate control along with the mechanisms of ELFN, will
perform better than TCP based solutions.

The rest of the paper is organized as follows: Sec-
tion 2 presents the simulation environment used for
all the studies presented in the paper. The ELFN al-
gorithm and simulations on static and dynamic net-
works are presented in Section 3. We analyze the
buffers and study the fairness properties of multiple
flows in static and dynamic networks in Section 4.
Finally, the paper is concluded in Section 5.
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Figure 1: Comparison of a TCP+ELFN and a TCP flow in a dynamic scenario for two different pair of end hosts. The
scenario is 50 nodes in a 1500mx300m area with maximum speed of 20m/s and zero pause time.

2 Simulation Environment

For all our simulation studies, we have used the ns2
[7] simulator and its ad hoc extensions provided by
the Monarch [8] research group at CMU. Like pre-
vious work on ELFN][1, 2, 5], we have also used the
DSR [6] protocol for routing in our simulations.

Our tests are on mobile and static scenarios. The
packet size used is 1460 bytes of data. The channel
bandwidth is 2Mbps and the transmission range of
the nodes is 250m. The random waypoint model [6]
was used for mobility which has two key parameters
namely the maximum speed and the pause time. For
all our mobility experiments we have used a network
of 50 nodes on a 1500m x 300m area with a pause time
of 0 and a maximum speed of 20 m/s. Note that this
particular network is never disconnected and hence,
there is always a route between any pair of nodes.

3 Explicit Link Failure Notifi-
cation (ELFN)

This section first gives an overview of the ELFN
technique, followed by some simulation studies of
TCP+ELFN on static and dynamic networks.

Several researchers [1, 5] have proposed TCP en-
hancements based on freezing the network state at
the TCP source using explicit messages in the event
of route failures. The explicit link failure notification
(ELFN) technique described in [1] is shown to out-
perform TCP for various mobile scenarios. The fol-
lowing mechanisms proposed in [1] were introduced
in the ns2 simulator to implement ELFN:

e Disable response from caches: In DSR, a node
responds to the route request if it is the destina-
tion or if it has a cached route to the destination.
Holland et. al. have shown in [2] that TCP per-
formance is improved by disabling cached routes,

as caching helps in propagation of stale route in-
formation. So we disabled responding to route
requests based on cached routes.

o Freezing the sender state: DSR sends a RERR
(Route Error) message to the sender on a link
failure. Link failures are detected either by the
ARP or the MAC layer upon failure to get a ARP
reply or failure to deliver a packet, respectively.
When the TCP sender receives a route failure
indication (through RERR message), it freezes
its congestion window and timers, and enters the
frozen state.

e Probing in the frozen state: In the frozen state,
the sender probes every 2 seconds by sending a
probe packet, to check the validity of the route.
The unacknowledged packet with the lowest se-
quence number is used as the probe packet.

o Leaving frozen state: On reception of an ACK for
a probe packet (the probe packet and the corre-
sponding ACK are specially marked), the TCP
sender leaves the frozen state, starts running the
timers which were frozen, and resumes normal
operation.

These ELFN mechanisms targeted towards han-
dling route failures, improve the performance of TCP
in dynamic scenarios. For static scenarios, the freez-
ing due to RERR messages may reduce the perfor-
mance, and we investigate this in the next section
where we study the performance of ELFN in dynamic
as well as static scenarios.

3.1 ELFN4+TCP
static networks

To illustrate the advantage of ELFN+TCP over TCP
for mobile cases, we present results of a TCP+ELFN
flow in the 50 node scenario. To contrast with the

in dynamic and



18000

T T T
Node 1 to Node 5 TCP+ELFN —+—

16000

14000 -

12000 -

10000 -

8000 -

Sequence number

6000 -

4000 -

2000

// .

ok . . . . . . . .

0 100 200 300 400 500 600 700 800 900
Time (in sec)

Figure 2: Static network with 1 flow on a 5
hop chain: Comparison of TCP+ELFN and TCP
flows.

performance of TCP, we repeat the test with a TCP
flow, instead of a TCP+ELFN flow and present the
result in Figure 1(a). Figure 1(b) presents the same
experiment repeated for a different set of end hosts.

e Figure 1(a): The TCP+ELFN flow shows a
throughput improvement of 43%. In this case,
the source froze for 119 times in the 900s simu-
lation.

e Figure 1(b): For this source-destination pair, the
TCP+ELFN flow is able to send more than 7
times as much data as the TCP flow. Here, the
source froze 5 times during the 900 seconds.

In both the examples (Figures 1(a) and 1(b)), we
observe that timeouts can lead to stalling of the TCP
flows resulting in low throughput. As mentioned ear-
lier, TCP does not have any mechanism to distinguish
packet losses due to route failures from losses due to
congestion. Link breakages, which are common in
mobile networks, cause the source to cut down its
window size, due to observed packet losses. This leads
to timeouts, and repeated timeouts result in reduced
throughput as shown in the figures. TCP+ELFN
does not allow the congestion window, timer or any
other TCP state to be affected during the search for
a new route. Thus, ELFN tries to mask the effect of
losses due to link failures in mobile scenarios.

TCP+ELFN was designed mainly for dynamic net-
works to alleviate the problem of TCP throughput
degradation due to link failures. Earlier studies
on ELFN [1, 2, 5] do not present performance re-
sults on static networks or with multiple simultane-
ous flows (analyzed in Section 4). The behavior of
TCP+ELFN on ad hoc static networks is very differ-
ent from that on wired networks, due to the following
three main properties specific to the channel charac-
teristics of ad hoc networks. First, the channel is
shared, unlike in wired networks and so the available
bandwidth is greatly reduced compared to the raw
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Figure 3: Static network with 1 flow on a 50 node
network in a 1500mx300m area: Comparison of
TCP+ELFN and TCP flows.

bandwidth; second, packets from the same flow con-
tend with each other; and third, every node gets a
share of the channel based on the fairness properties
of the MAC layer. In the case of static ad hoc net-
works, if the flows create enough channel contention
to cause frequent route error messages, then freez-
ing the network state for the RERR messages could
lead to reduced throughput. To study this effect, we
present here some performance tests of TCP+ELFN
on static networks. The throughput of TCP+ELFN
was seen to suffer due to false link failure detections.
We present two experiments illustrating the same for
two different static networks:

e Chain of 5 nodes: The network is a chain of
5 nodes, each separated by the transmission
range (250 m). A TCP flow was then run be-
tween the chain’s end nodes. We then compared
the throughput results with a TCP+ELFN flow.
The two graphs are shown in Figure 2. In
the 900 seconds run of the simulation, the
TCP+ELFN sender froze the TCP state 374
times. This resulted in 5% lower throughput of
the TCP+ELFN flow compared to a TCP flow.

e 50 nodes in a 1500mx 300m network:

In this static network we picked up a source and
a destination node, and ran a TCP flow between
the two nodes for 900 seconds. We repeated the
same with a TCP+ELFN flow. The two graphs
are shown in Figure 3. The TCP+ELFN sender
froze for 455 times in the 900 seconds run. Thus,
route changes due to contention, again lead to
a throughput of 5% lower for TCP+ELFN in
comparison to TCP.

This shows that in static networks, even a single
flow is capable of creating enough contention to cause
performance degradation due to ELFN’s strategy of
freezing TCP state on reception of a RERR mes-
sages. Note that the observed TCP throughput in
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Figure 4: Routing and normal queues during
a simulation of a 1500x300 meters static net-
work with 50 nodes and 10 flows

both the experiments is roughly 0.2 Mbps, which is
only 10% of the raw capacity. This is a result of vari-
ous mechanisms such as the contention caused among
data packets, the contention caused by ACK packets,
the MAC contention algorithm, and TCP’s saw-tooth
behavior in the congestion avoidance phase.

4 TCP based mechanisms:
Study of Fairness Issues and
Queue Sizes

In this section, we study the behavior of TCP+ELFN
from the user’s perspective and from the network’s
perspective. End-to-end behavior (user’s perspec-
tive) is studied by analyzing the sequence number
progression for multiple flows. Study of network
buffers gives an understanding of the protocol from
the network’s perspective. ~We bring out several
queueing and fairness related issues for multiple flows
in static as well as dynamic networks. Based on
these studies we propose hop-by-hop rate control as
a method for improving performance of TCP.

In the remaining section, we first present a study of
the network buffers, followed by some fairness issues
observed in these simulations, and finally concluding
with a comparison of end-to-end and hop-by-hop rate
control methods. For all simulations presented in this
section, 10 TCP flows were simulated.

4.1 Network Buffers

As discussed in Section 1, the amount of buffering
in the network affects the RTT and RTO estimates,
which in turn affects the period of timeouts and thus,
the net throughput of TCP connections. Study of
network buffers also helps in understanding buffer
overflows, if they are occurring. This can lead to
improved protocol designs or may justify the need
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Figure 5: Routing and normal queues during a
simulation of a 1500x300 meters mobile network
with 50 nodes and 10 flows

for provisioning more buffer space. Here, we study
network buffers for static and dynamic scenarios.

In the ns2 simulator, separate prioritized MAC
queues are maintained for various packet types with
highest to lowest priority queues being routing, real-
time, low-delay, and normal packets. A packet is only
selected from a queue when its higher priority queues
are empty. For our simulations, the real-time queue
was not used. The routing packets (DSR in our case)
are stored in the routing queue, ACK packets are
considered low-delay, and ARP and TCP data pack-
ets are classified as normal packets. The graphs pre-
sented only show the routing and the normal queues,
where the routing queue has higher precedence. The
maximum queue size of all queues is 50.

Figure 4 shows the routing and normal queue sizes
of the intermediate node with highest average normal
queue size for a static network. In this figure, the
queue sizes never exceed the maximum capacity be-
cause the routing packets arrive in short, infrequent
bursts. Note that even for static networks, routing
packets are generated during data transmission as a
result of extensive packet delays (for reasons such as
contention caused by the same flow) causing nodes
to assume link breakages. The static case shows that
the network can handle the traffic level without con-
gestion or packet drops. A similar graph is presented
for the dynamic scenario in Figure 5. Despite the
fact that the graph corresponding to this ad hoc net-
work is always connected, the routing and normal
queues are filled for a considerable period of the sim-
ulation because of congestion and changes in node
connectivity. Note that the number of packets in the
normal queue continues to grow as long as routing
packets are present and are not dequeued until no
routing packets remain. The fact that the static net-
work can handle these 10 flows, indicates that it is
rather the mobility that causes link breakages and
significant routing overhead resulting in congestion.



High mobility of nodes causes frequent route disrup-
tions, resulting in large number of routing packets,
which force the TCP packets to reside in the network
buffers for significant periods of time, causing many
timeouts. Therefore, queue management is more crit-
ical for mobile networks, where data packets can be
significantly delayed or dropped due to changes in
network configuration. To reduce incidence of queue
overflows, congestion control mechanisms with high
efficiency and low buffer utilization are needed. Un-
like TCP, mechanisms based on rate control do not
burst out packets and keep the buffer utilization low.
Such mechanisms need further investigation in the
realm of ad hoc networks for congestion control.

4.2 Fairness Issues

In wireless networks, users frequently receive an un-
fair allocation of system resources due to one node
taking control of the channel or one flow reducing its
congestion window, thus allowing another maintain
a larger window and send more packets. This prob-
lem was investigated for TCP [9] and therefore is also
present even with TCP+ELFN. Figure 7 shows that
in a mobile network with multiple flows the through-
put can be significantly different for competing flows.
This is particularly evident when comparing short
range flows (those requiring only a few hops) to longer
range flows (those requiring a larger number of hops).
The short range flows have fewer timeouts and a
larger congestion window causing them to contend
more aggressively. In Figure 6, the sequence num-
ber progression is shown for the static network. The
figure only shows the two flows receiving the highest
and two receiving the lowest service from the network.
Here we see similarly that there is a great difference in
packet deliveries between short range and long range
flows. In this figure, Flow 1 (requiring one hop) sends
significantly more packets than Flow 4 (requiring five
hops) as a result of short range flows contending more
aggressively, which causes longer range flows to back-
off and further reduce their contention window. In
the static network both flows 3 and 4 require only one
hop between source and destination, however, their
performance is substantially below that of flow 1 be-
cause they reside in an area of the network where a
greater number of nodes are competing for the chan-
nel. Noting that the graph corresponding to Figure 7
is always connected, we see that Flow 1 (requiring
one hop on average) sends considerably more packets
than Flow 4 (requiring four hops on average). Even
if we take into account the fact that multiple flows
are contending, we have observed that both ELFN
and plain TCP result in an unfair network resource
distribution due to the congestion at intermediate
hops. Notice that in the mobile case, flows 2, 3, and
4 maintain the same level for some periods during the

simulation while ELFN freezes the TCP timers and
sends probe packets in search of a valid route. In all
these studies we observe that large bursts from one
flow can cause other flows to assume congestion and
backoff. Mechanisms based on rate control attempt
at avoiding bursts of data, and therefore, would be
more suited for ad hoc environments.

4.3 Rate control methods

There are two choices for rate control, end-to-end
or hop-by-hop rate control. Hop-by-hop rate con-
trol involves each node individually controlling the
outgoing rates of all flows passing through it such
that the outgoing MAC or downstream nodes are not
overwhelmed. End-to-end rate control mechanisms
could be dependent or independent of network feed-
back. However, end-to-end rate control has some dis-
advantages over hop-by-hop rate control, which are
explained below.

e No large buffer buildups: With end-to-end rate
control, when intermediate nodes receive large
bursts of packets from a particular flow, later
packets received from other flows must wait
for all packets from the preceding flow to con-
tend for transmission. Thus, end-to-end mecha-
nisms may lead to large buffer buildups, whereas
hop-by-hop methods never result in large buffer
buildups as the per hop rate control mechanism
prevents the buffers from getting large.

e Fairness among long and short flows: In case
of end-to-end mechanisms, the longer flows re-
duce the sending rate when congestion is ob-
served in any of the links on the path. How-
ever, in case of hop-by-hop rate control, conges-
tion causes only the immediate hop to reduce
the sending rate and only when it persists, is
the effect carried over to the sender. Also, the
RTT for long flows is larger than short flows, and
thus results in slower rate updates for end-to-end
mechanisms based on RTT. Hop-by-hop mecha-
nisms are RTT independent and do not suffer
from unfairness caused due to difference in RTT
between flows.

e More responsive: Hop by hop rate control is
more responsive to changes in connectivity, con-
gestion, or number of contending nodes than
end-to-end methods. End-to-end rate control re-
quires on the order of a few round trip times to
adjust the rate, while hop-by-hop rate control
can adjust the outgoing rate of a particular node
on the order of a single packet transmission time.

o Low buffer requirement on stale routes: Hop-by-
hop transmission can reduce the number of pack-
ets stored at a disconnected node (node whose
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Figure 6: Packet sequence nos. for a simulation
of a 1500mtimes300m meters static network with
50 nodes and 10 flows (only 4 shown)

next hop is broken) in a stale route by requesting
that upstream nodes reduce their sending rate or
stop sending all together immediately after the
breakage is detected.

Hop-by-hop rate control has two main drawbacks.
First, the amount of state that needs to be main-
tained at every node is of the order of the number of
flows passing through the node. Second, the packets
which are not held by the network, in case of hop-by-
hop mechanism, has to be held at the sender. How-
ever, from the perspective of performance, and the
network buffer requirement, the advantages of hop-
by-hop mechanisms outweigh its drawbacks.

5 Conclusions

ELFN [1, 2] is a mechanism for improving the perfor-
mance of TCP on ad hoc networks. It has however
been studied only for dynamic networks and only in
conjunction with TCP. We present results on static as
well as dynamic networks and show that the through-
put in static networks can be around 5% lower than
in the case of TCP and the throughput improve-
ment in case of dynamic networks can be very high
(one of our examples shows about 7 times improve-
ment). We present studies of the network buffers and
the progression of sequence numbers of TCP+ELFN,
to demonstrate limitations of TCP based congestion
control mechanisms for ad hoc networks. These stud-
ies lead us to conclude that hop-by-hop rate control
mechanisms along with ELFN is better suited for ad
hoc networks rather than TCP based mechanisms,
such as TCP+ELFN.
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