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Abstract—In-network caching is a useful technique for re- lost in the network en-route to the destination, and thus has
ducing latency and retransmission overhead of lost packets for to resort to random sampling of packets to cache.
rellat_)le d_ata dellvery_ in wwe!ess networl_<s. However, |n-neM0rk In this paper, we propose a nov&lOR coding based
caching is challenging to implement in memory constrained o L
devices such as RFIDs and sensors, and also in Wireless LANap_er)aCh name&BC to Opt'm'.ze the use of I'm'te_d retrans.-
(WLAN) gateways for large-scale deployments. In this paper Mission buffer space. In addition to raw packets, intermediate
we propose a novel technique for management of in-network nodes can store the XOR of two or more packets in the
caches using XOR coding for optimizing the use of limited puffer. Thus a larger number of packets can be stored in
buffer space in presence of random and burst packet 0Sses. yhq |imited buffer space. Upon discovery of a loss, a packet
We identify two critical parameters, coding degreeand coding PR .
distancefor the coding scheme. As a case-study we implement an be 'recgv'ered if it is stored raw, or !f the other paclfets
our approach over Snoop and evaluate its performance for a W|th Wh|Ch itis enCOded haVe been I’ECEIved by the receiver.
WLAN. Using simulations in ns-2 we observe that when the For example ifP; & P; is stored in the buffer, and iP; is
size of the retransmission buffer on the gateway is less than 16 |gst in the network, butP; is known to have been received
ggoc/ﬁgsr F;:;JO%': |gg\évésthaent<;"$%2pzu(§t%a% rbEu?rs]thﬁ)ns(;%ds by Up 1o ¢orrectly, then the cache can transthijts P; and the receiver

' can compute(P; @ P;) @ P; to extract P;. Decoding of
XORed packets at the receiver requires previously received
packets from the receiver’'s buffer, which is readily available

Wireless networks have been widely deployed in recefur reliable protocols supporting in-order delivery.
years due to their low cost, reduced dependence on infrasFig. 1 shows a simple example of how XBC can be useful.
tructure, and support for emerging mobile and sensing applidde consider a network with three nodes, in which a base
tions. However, due to the high bit-error rates of wireless linksation connects a wired link and a wireless link. Suppose there
and losses induced by interference and mobility, supportiigga TCP flow going through the base station. In a traditional
reliable transmissions over wireless networks remains to peotocol supporting local recovery, like Snoop [2], the base
challenging, especially for networking devices with limitedgtation caches packets received, forwards them to the receiver,
resources. To deal with the high loss rate of wireless networkad retransmits the lost ones upon receiving an ACK indicating
and improve end-to-end throughput, many existing reliabfeacket loss from the receiver. Assume that the wireless link
protocols suppotin-networkpacket recovery [1]-[4]. In these experiences random losses and the packet loss rate is low,
protocols packet caching at the intermediate nodes is usedday less than 10%. Further assume that the base station can
faster and low-overhead recovery (compared to recovery frdarward 4 packets during the round trip time between it and
source) of lost packets. As a special case, hop-by-hop recovéiry receiver. Then to ensure 100% local recovery, the base
at MAC layer is widely adopted by wireless networks [Shtation needs a buffer that can cache 4 packets. On the other
[6]. However, in-network caching is challenging in memoryhand, the base station can cache the XOR of every two raw
constrained devices such as RFIDs or sensors, and alsgaditkets. Since the chance that two packets in same coding pair
devices that are handling a large number of flows such as lost is low, half of the buffer space can be saved while the
WLAN gateways for large installations. chance of local recovery is still very high.

A retransmission buffer with limited size restricts the perfor- We identify two pivotal parameters in the design of XBC:
mance of reliable protocols in two ways. First, the number @bding-degre@ndcoding-distanceCoding-degree is the num-
concurrent flows that can be supported by either the sendeiber of packets coded together. The higher the coding-degree,
intermediate nodes is limited. Second, intermediate nodes ¢ha less memory the buffer requires; or equivalently, the more
only cache a subset of the forwarded packets, thus reducthg number of cached packets. However, the chance that an
the benefit of in-network caching. Limitations on buffer sizXOR-ed packet will get successfully decoded also reduces
force the caching node to make decisions on which packetswith increasing degree. Thus, the optimum coding-degree is a
cache and which not to. However, an intermediate node cfmction of the packet loss probability. In networks with burst
not predict which of the packets that it is forwarding will bdosses, coding packets with contiguous sequence numbers

I. INTRODUCTION



link layer to higher layers through link layer automatic repeat
P4 request(ARQ) or forward error correction(FEC).

Link-Layer Recovery: A link-layer protocol supporting local
recovery may simply perform retransmissions without the
knowledge of transport layer so that it can be used by different
O] rawpaapPacket [ ack  Receiver high layer protocols, as in the case of 802.11 MAC [6]; or it
B XORed Data Packet can smartly use that knowledge to achieve better throughput,
as in the case of Snoop [10]. Extensions of Snoop to multi-
Ei% 1. Ahsimple ex%mple OfdhOV\{]XSR coding optinr":izes the reHar;Jsmissidmop wireless networks have also been suggested [1], [3]. The
uffer on the intermediate node (the base station in this case). The base statj ; i
caches XOR _coded packets to s(ave buffer while ensuring higgh chancg of I;%'%ﬁeflts .Of .thes.e protocols Over. pure hop-by-hop Imk-layer
recovery. For instance, assume that padket P2, and P4 have been received [€transmissions include (1) the ability to perform recovery over
and packetP3 is lost at the receiver, then the receiver only need to cachiaultiple hops so that loss due to queue overflow or mobility
P4. P3 can be recovered by transmission/e8 & P4 from the base-station. may be handled, which is not possible in hop-by-hop retrans-
mission protocols; (2) the ability to make use of additional
information from routing or transport layers to further improve
formance by mechanisms such as bypassing an unreachable
ghbor and suppressing duplicate ACKs for packets lost due

Sender

is not a good choice as more than one of these pack
can be lost simultaneously, resulting in decoding failure. Do
deal with burst losses, XBC allows non contiguous packetlg bit errors

to be coded together, where the gap between the sequence

number of packets that can be coded together is called thd" Dﬁc [ﬁ]’ earc;h ir?.ter:mediate node cach(te)s one TCP Zeg'
coding distance. The optimum coding distance depends r&;\an.t that ?]S the hlg esht seq#?nﬁei nun; er sein an hnot
the characteristics of the burst loss, such as the average b[ﬁgF'VEd byF N neXt op (through link layer feedback), so that
length and the average inter-burst separation. segments with higher sequence numbers are cached on nodes

As a case-study, we show how XBC can be integrated Wiﬁlloser to the receiver. ACKs are used for both acknowledging

the Snoop protocol [2]. We choose Snoop as the baseliheW data and requesting local recovery. Round-trip time esti-

because it is well known and ready for use for both simulatiofidation 1S therefore needed to distinguish between these two

and experiments. Note that XBC can be easily implementgases' Different from DTC where only the receiver generates

as a plug-in to any other reliable protocol that supports ilr]r_ansport-layer ACKs, InPCM [1] allows mtermedl_ate node_s

network recovery through retransmission buffers. to cache both data packets and ACKs, and an intermediate
The remainder of this paper is organized as follows. I%Od? may det_ect losses and send AC.:KS to its previous hop.

the next section, we summarize the related work on reliatﬁ’ sides reducing end-to-end retransmissions, these approaches

transmissions on wireless networks and other applications 7O help balance the energy consumption among nodes,

XOR coding. In section Ill, we present the design of XBC anWhiCh is especially important for sensor networks. However,
’ §II the above approaches either focus on improving end-to-

analyze its benefit for networks with random or burst losse q ; duci . d
Section 1V describes the implementation of XBC on Snhoo periormance or reducing energy co.ns.umptlon, and none
frthem study the impact of retransmission buffer on the

and Section V evaluates the performance of Snoop with X . ) S
without XBC. Finally in section VI, we conclude our Wc’rkachlevable benefit of in-network recovery, which is the focus

and give pointers for future research. of this paper.
FEC-based protocols [12] [13] achieve reliability by adding

Il. RELATED WORK redundancy to the packets transmitted. Such mechanisms could
Reliable transmissions over wireless networks have beld@ used at the sender or the intermediate nodes. Because
widely studied. Many of these protocols support in-networR0 acknowledgements are needed, FEC-based protocols are
recovery, and require a recovery buffer to be set up at sofffer-free and incur low latency. However, the optimal FEC
or all of the intermediate nodes in an end-to-end connectidi®ding highly depends on the error nature of networks and
where our approach has potential to optimize the buffer usa§a&n not be easily achieved for wireless networks due to the
Equivalently, our approach can be used to make use of t@predicable channel quality [14].

limited buffer to enhance performance of in-network recover}/r.1 network recovery in broadcast protocols: The idea of

Transport Layer Recovery: To support reliable communica-local recovery is not restricted to unicast, but also common in
tion over wireless networks, both end-to-end approaches [fgliable broadcast and multicast procotols [4], [15], [16]. PSFQ
[9] and in-network enhancements [2], [10], [11] have bees a reliable broadcast protocol that uses hop-by-hop recovery
explored. In the end-to-end approaches the receiver determiimegvhich each node caches packets received so far, forwards
the cause of failure and notifies the TCP sender through gacket in-sequence, and requests lost ones from its neighbors
plicit end-to-end feedback. For non-congestion related lossisa faster rate than that for forwarding. Sprinkler [15] is also a
the sender does not invoke congestion control. On the othieliable broadcast protocol that uses the nodes on a connected
hand, the idea of in-network solutions is to provide a reliabdominating set for distribution of data and recovery of lost



packets. ReMHoc [16] is a NACK-based reliable multicagequence numbers of each component of the coded packet
protocol for mobile ad-hoc wireless networks, in which everig recorded in its packet header (see Section IV-B for the
multicast group member is responsible for in-network packihplementation details).

recovery. To support in-order delivery, the receiving side of most

. : he el id eliable protocols maintain a buffer for the out-of-order pack-
Network Coding: As a simple way to put the elegant idea o ts. XBC makes use of this buffer and requires a small

network coding [17] into practice, XOR coding has attraCtegdditional memory to cache a few old packets which may

attention in the networking f.ield, and has bgen used to improp{gve been delivered to the application layer to assist decoding
the throughput of both unicast and muItllcast'over wireless.o section IV). Assume the receiver receives an XOR-ed
networks _[18], [19]. In both cases, the idea is to pe_rfor acketP(s;) = Pi(s1) @ Pa(s2) ® ... ® P;(s;), wheres; is
XOR coding at the crossing point nodes of a multi-ho e sequence number @, and the sequence number of the

wireless network, assisted by overhearing, and inference MNecoded packet is the same as that of the lost component,

local feedback, to reduce the number of packet transmissiop\;ﬁich is P, (1 < j < i) in this case. The receiver searches
i (1<j< .

Although XOR coding is usually less optimal than the generﬂ;r each coded component in its local buffer. If all of them

"T‘eaf (_:odes [20] in terms .Of red_ucmg unnecessary transnygy P; is missing the receiver can retrieve the missing one by
sions, it has several benefits. It is much easier to 'mplemeE'&mputingP ®P, B P,®..P; @ Piyy...® P,
Y i1 B Py

incurs lower encoding and decoding cost, has lower buffer
requirement, and introduces lower delay due to coding. B1 Basic Coding Model

this paper, XOR coding is used in a very different way and Assume the buffer on an intermediate node can cache
with a different optimization target from previous works. Firstat most i packets. We define window siz& to be the

coding is used by the intermediate nodes that have loggl,in,m possible number of packets forwarded by this node
retransmission buffers, but are not necessarily crossing poiit nacked by the receiver, which can be calculated from
nodes. Second, XOR coding is applied to packets receivgfh prT petween this node and the receiver and the network

at different times instead of different flows as in the case g \qwidth. IfA’7 = 1. then there is no chance to perform XOR
COPE [18] or CODEB [19]. Third, the raw packets used fo(’foding. Therefore we only consider the case when 2.

decoding_ are received earlier but npt overheard from other-l-0 see the benefit of XBC, consider a simple case where
nodes. Finally, the purpose of XBC is not to locally reduc

- F % = 1, and coding degree is fixed at two, that is, at most two
nhumber 9f t.ransm|SS|o.n.s, but to reduce number of end'to'eﬁgckets will be coded together. We further assume that the
retransmissions by efficient use of buffers. packet loss rate on the path from this node to the receiver is
I1l. XOR-BASED CODED BUFFER DESIGN AND ANALYS|s Tixed tpp, v_vhile the backward path from the receiver to th@s
node is reliable (therefore ACKs will not be lost), and this
node only performs one retransmission for every lost packet.
XBC sits upon a reliable protocol supporting in-network’he node can either cacheof the N packets or the XOR
recovery and performs packet encoding at the intermediateding of any randomly selectetl of the N packets in the
nodes with local buffers and packet decoding at the receiverhfffer. In other words, we assume that a window of packets are
a reliable communication flow. Consider one of such intermeeceived and processed at the same time. We will calculate the
diate nodes and the end-receiver in the following discussiolocal recovery probability; for the above two cases, which is
For each packetP received, the intermediate node firstlefined as the probability of recovering any packet forwarded
searches in its local buffer for the packet that should l®y this node that is lost enroute to the destination.
combined withP according to the coding strategies discussed If no coding is performed, then each lost packet can only be
below. Assume there is such a packet, which can be eithrecovered if it is in the local buffer. Thereforg,,.,, = 1/N.
raw or XOR-ed packetP, & P, @ ... @ F;. The node then On the other hand, assume pack@t and P; are coded
replaces the packet witlv ® P, @ P, @ ... ® P;. If such a together. Then for any packe®, if it is lost in the first
packet is not present and the buffer has available space, ttsmission, then it can be recovered only if it is eitReor
node simply cache#’ in its buffer. Otherwise, the node mayP; and not both of them are lost. Therefore, it is easy to see
either replace an old packet in the buffer with or simply that g, = (1 — p) x 2/N.
not cacheP, depending on which policy is preferred. Then Compareq, .., with g,,.. It is easy to see that,,. > ¢raw
the node forwards® to the receiver. iff p < 0.5. Since packet loss rate in wireless networks is
If P is lost, the intermediate node will be notified byusually less than 0.5 when the intermediate node is not far
either intercepting and analyzing the acknowledgments frogmvay from the receiver, this simple coding scheme ensures
the receiver to the sender or through a timeout [2], whidhat more lost packets can be recovered locally, which saves
is provided by the in-network recovery protocol. When thiaetwork bandwidth and reduces transmission delay.
happens, the node will search the buffer for either the lost ) ]
packet or the XOR-ed packet that contains the lost one, afd Dealing with Random Losses
retransmit it if such a packet exists. The sequence number ofn this section, we discuss a direct extension of the simple
the retransmitted packet is the same as the lost one and ¢hee discussed above. First, we consider a general buffer size

A. Overview
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Packet loss probability

networks, we assume that, as a first step, the two state Markov
Fig. 2. Normalized packet recovery probabilities under random lossesChain Gilbert-Elliot (GE) model [21] used in Seda [22] and
Syndrome [9] for single link can be extended to a multi-hop
path. Similar to Seda, when the path between the intermediate
K > 1. Second, to get more benefit from XOR coding, wRode and the receiver is in the good state, there is no packet
consider a general coding degrée> 2. We are interested |oss; when the path is in the bad state, it suffers from a specific
in local recovery probability at an intermediate node in thigit-error-rate (BER). The error model is therefore defined by
general setting. In other words, for any contigudUipackets 5 set of transition probabilities and the BER of the bad state.
that are forwarded by this node and suffer from loss probabilityquivalently, the interleaving good and bad states can also be
p, we are interested in the probabilities of recovering atharacterized by the mean and standard deviation of the error
arbitrary lost packet under two cases: {f)of the NV packets clyster size and inter-cluster size, where the size is defined as
are randomly selected and cached in the buffer;{2x d of  the number of bits transmitted in each state [22].
the N packets are randomly selected, everyf them are then  Based on the above error model, it is clear that coding
encoded together (the actual coding schema is not importaaekets with contiguous sequence numbers together is not a
here) and cached in the buffer. Following a similar argumegbod choice since more than one of these packets may be lost
as above, it is not hard to see that in this general case, when the path is in the bad state, and therefore none of them

min(K, N) can be decoded. To deal with this problem, XBC introduces
Graw = TN M) the concept of coding distance(see section I) and allows the
min(K x d,N) d1 packets separated by a fixed number of packets to be coded
e = —— v x(1-p) () together.
To simplify discussion, we only consider the case thak With coding degree and coding distance taken into account,

d < N. To see the benefit of XBC for different loss rates antfi€ 9eneral coding schema of XBC is as follows. For coding
code degrees, we platy./graw = d x (1 — p)?=1 in Fig. 2. degre_ed and coding distancé, each coded packet has the
We can see that the higher the coding degree, the higher tpewing format: P = Py @ Py © ... © Py y(a—1)x1, Wheres
benefit of using XBC, but the region where XBC is useful i§10d @x1) € [0..I—1], ands, s+, etc., are sequence numbers
narrower. Also for very high loss rates, using XBC can degra@é the packets being coded. In the current implementation of
the performance, as the probability of decoding becomes IS{#BC @ packetP; can not be arbitrarily encoded with;

due to increased chance of multiple losses within a cod8f Fs+.- The benefit of the fixed coding format is that both
packet. encoding and decoding can be simplified, while losing the

In the above discussion, we implicitly assumed that trfPility to code some groups of packets that have the proper
packets coded together are picked up randomly. However,SfParation of sequence numbers. Table | gives the snapshots of
practice, random coding can only be carried out whéris @ Sender buffer with the capacity of 8 packets, with specified
known and may lead to inefficient use of local buffer whefPding degreel and coding distance _

K and N are both small. Therefore, XBC performs coding on 1) XBC for Unbounded Sender BuffeTo see the impact
sequence numbers that are pre-determined. Furthermore, ingh&0ding distance in real setting, we first assume that the
case of random losses, XBC always codes contiguous packd#g Of sender buffer is unbounded, and calculate the recovery
together. However, this simplified and restrictive implementQ-rObab'““es of lost packets for the five loss models derived
tion loses optimality in comparison to ideal cases shown iR Seda based on real experiments (see table II).

Fig. 2. In our calculation, a sequence of bits is first generated for
] ] each loss model, and then each bit is marked as either error or
D. Dealing with Burst Losses error free according to the loss model used. Each sequence is

In this section, we discuss the extension of the basic coditigen divided into 25-byte blocks and 4-block frames (default
model for networks with burst losses. Since it is still notalues used by Seda), and a block is marked as error if there



TABLE Il

LossMODELS [22] packet loss. Letpy, = a and py,; = b, where py, is the

transition probability from good state to bad state, apgdis

Loss | Mean Error | Mean inter- | e, | Overall the probability from bad state to good state. Thgn=1—-a
Model | Cluster Size| -cluster Size BER andpy, = 1 — b. Let p be the packet loss probability in the
(bits) (bits) bad state. Third, similar to the random loss case, a window of

L 250 1000 040 | 0.080 packets is received and processed at the same time.
2 100 1000 0.40 | 0.036 : . .
3 386 3534 043 0045 Notice that under the above coding scheme, for a given
Z 120 3534 036 0013 packet, the sequence number of the packets it is encoded with
5 386 9690 0.40 | 0.015 are fixed. If P is lost, thenP can only be recovered if the

coded packet thaP belongs to is buffered, and exceptall
other packets thaP is coded with are received. Therefore, we

ool } have
min(K, N)
0.8 raw = —_— 3
q N )
i ) min(K x d, N
06 } zbc = % X Q (4)

whereQ is the probability that all the other packets ttiaare
encoded are received given thatis lost. Equation (3) holds

Recovery probability
o
o

o4r 2 Loss Model 1 7
ol K boaesad| | because,..., is independent of the type of losses. Whks 2,
- £+ Loss Model 4 . . . . . .

> Loss Model 5 Q is the probability thatP;,; is received given thab, is lost,

or equivalently the probability tha®;_; is received given that
P; is lost. Since the two state loss model is symmetric in
L : L - L L . | time, we only consider the former case. Sinégeis lost, the
Coding distance current state must be the bagj statel since there is no Iosls in the
Fig. 3. Packet recovery probabilities under burst losses for unbounded bu;geq()d state. Th_erefor@ = Pog + Pyy _X (1 N p), Wherepbg
is the probability that the system will be in good state after
[ steps given that it is in bad state now. Thistep transition
glgobabilities of the Markov chain [23] can be easily obtained:

is bit error(s) in the corresponding frame header or the blo

itself. For all cases, coding is performed on blocks, and coding o  b=bx(1-a- b)! 5
degree is fixed at 2. For each block with error, if the block Pog = a+b ®)
which it should be coded with is error free, then it can be o a+bx(1—a—b)

recovered; otherwise both of them will be lost. We calculate Dy = atb (6)

the average chance of recovery for each block with error, heref f dina d 2
which can be viewed as the ideal case of the above defineJ erefore, for coding degree <,

recovery probabilityg,,. when there is no delay for ACKs
b—bx(1—a—Db)

and the assumptions made in the last section hold (no loss Q =

for ACKs, retransmitting once, etc.). Fig. 3 shows the results a+b

when coding distance is 1, 2, 4 and 8 respectively. We can a+bx(l—a—b) x(1—p) @
see that for all these loss models, a coding distance of 4 can a+b

achieve much higher recovery probability than distance 2, even  @ube/Graw = 2Q ifd=2andK xd < N. (8)

i tlhel buffer is 'Qf'n'ti' How?v(;a_r, the re;slul_trshfor d|stange 8har§ Given mean error cluster siz€, and mean inter-cluster size
a little worse than those of distance 4. The reason is t qt]\yfg in terms of packets, we have= 1/N, andb = 1/Nj,. Fig.
degree is too high, it is possible that two blocks belonglng

. ! I0tS g.bc/qraw UNder different coding distances and loss
to tW.O adjacent error cIl_Jsters are coded_ tqgether, which babilities in the bad state. Compared with random losses,
the similar effect as coding two blocks within the same err

e benefit of coding is lower in the case of burst losses.

cluster.
2) XBC for bounded sender buffeGiven a buffer of size E- Beyond XOR Coding
K, in this section we compute the recovery probabiljty.. In this section, we discuss the possibility of using a gen-

for coding distancé. To simplify the discussion, we make theeral linear code instead of XOR coding to optimize buffer
following assumptions. First, we assume tiéatis a multiple usage. Specially, we consider the case of Reed-Solomon code
of d x [ and K is a multiple ofl, so that every packet within (RScode) and use it in a similar way shown in [19]. Given

a window will be cached if one of them does and the buffevindow sizeN and buffer sizes, the RScode is applied to the
can be fully used under the coding scheme discussed abaVeraw packets to gek” coded packets, which are cached in the
Second, the two state loss model is applied in the pacheiffer. The code used is represented by a N Vandermonde
level instead of bit level, and in the good state there is moatrix © in finite field Fys (byte level coding). LeP be the set
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Fig. 4. Normalized packet recovery probabilities under burst losses (coding degree = 2)

of raw packets within a window, then thi€ packets buffered opposite direction. It caches data packets before forwarding
are simplyQ = © x P. them and selectively forwards ACKs to wired end. The snoop

The benefit of RScode is that it can achieve 100% reliabiliggent differentiates between loss due to congestion and link
in the ideal case. If any/ (M < K) packets within a window error, and retransmits the packets that are lost due to link error
are lost, and the receiver caches aNy— K successfully after two duplicate ACKs are received.
received packets in the same window, then all these lost packTo support TCP connections initiated at the wireless end,
ets can be recovered once thecoded packets are receivedtwo solutions were proposed. The Snoop agent may either
which can be shown as following. L& be the N — K raw send NACKs to the wireless node [2] or set the Explicit Loss
packets cached by the receiver, a@da? such a matrix that Notification (ELN) bit [7] on the header of ACKs from the

AN R .. wired end for packet losses due to link errors. The wireless
R = AxP. Then we havé = ( (C] ) % ( Q ) - This is node then retransmits the lost packets immediately without
. waiting for three duplicate ACKs or a timeout.
feasible becaus has full rank. L . -
(C] In ns-2 Snoop is implemented as a new link layer sitting

However, RScode has some limitations in practice. Firgietween a routing agent and MAC layer on the base station. An
both encoding and decoding overheads are high, especiafigtance of Snoop agent is created for every TCP flow going
when N and K are large. Second, while encoding operatiothrough the base station. For TCP flows initiated at the wired
can be done incrementally by updating every buffered packsid, a local buffer that can cache at most 100 data packets by
upon receiving a new packet, a packet can only be decod@sfault is set up. When a new packet is received and the buffer
after all the K' coded packets are received. Therefore, delay full, two simple caching strategies are supported: LRU or
due to coding can be high. Furthermore, partial decoding i®n-LRU. If LRU (Least Recently Used) is applied, then the
not possible. If more thai packets are lost, all the packetsldest packet in the buffer is dropped to create space for the
in the buffer are useless. new one. On the other hand, if non-LRU is used and the buffer
is full, then the new packet will be forwarded without caching.

V. IMPLEMENTATION OF XBC OVER SNOOP In addition, for TCP traffic from the wireless node, ELN-based
We have implemented XBC over the Snoop protocol [2] iBnoop is implemented.

ns-2simulator [24]. We first give a brief description of Sndpp
and its implementation ins-2followed by the implementation B. XBC over Snoop

details of XBC. Although in the original design of Snoop, the buffer require-
A. Snoop Overview ment at _the base station is not evaluated, simulations sho_vv that
I . the achievable throughout is affected by the buffer assigned
Snoop was initially designed for T.CP flows over hg fo Snoop (see Fig. 5). When only the last hop of an end-
erogeneous networks composed.of wired and erele.ss' .“nt »end connection is a wireless link as in the scenario that
connecting users to the base-stations. For TCP flows initiater original Snoop was designed for, our measurement shows
at the wired end, the Snoop agent on the base station interc?ﬁ) {

) L a buffer with capacity of 10 packets is needed to ensure
the data packets from wired end and the ACKs going in ﬂ?ﬁgh throughput of a single TCP flow. However, the idea of in-

1This subsection can be skipped without lack of continuity by readeF},Etwork recov_ery can be eas_ily extended to mglti-hop wireless
familiar with Snoop. networks, which leads to higher buffer requirement due to



increased delay. As a result, to support a large number iofplemented ims-2 XBC can still get benefit from SACKSs,
TCP flows at the same time, the memory requirement at tivich is orthogonal to how Snoop uses SACKs. When a
base station will be huge. SACK is received, XBC checks whether the packets needed for

We use Shoop as the baseline to demonstrate the benefil@oding the lost one have also been lost. If that is the case, the
XBC, and only consider the case where data traffic is fro®ACK is forwarded to the sender and the corresponding coded
the wired-end to the wireless-end. We modified the Sno@acket is deleted from the buffer. However, SACKs can not
code at the base station to support XOR encoding, and tt@mpletely eliminate unnecessary retransmissions as Snhoop
TCP code at the wireless-end to support decoding. To simpléyso uses timeout triggered retransmission. After a timeout at
the implementation and limit the changes to the Snoop codke Snoop agent, there is no information to determine whether
the data type of buffer slot is not modified. irs-2 the data the packet to be retransmitted can be decoded or not.
type is the classPackef which contains pointers to header 2) Overhead analysisXBC incurs the overhead of coding
information and data. Without coding, different buffer slotand requirement of extra memory. Due to the simplicity of
refer to different packet data. When two or more packets aX®©R coding, both the encoding and decoding operations
encoded together, each of their Packet structures still occupaes very efficient, which has been demonstrated by several
one buffer slot. However, the data pointers of all these Packwetctical works on XOR coding [18] [19] [25]. In addition,
structures refer to the same coded data. In other words, X@f extra packet header inserted into every coded packet is
coding is performed on packet data, not on packet headersgnorable. Every coded packet is intended for recovering one

To support XOR coding, a new packet header thge_ror lost packet whose sequence number has been included in
is introduced and appended to every XOR-ed packet, whichtle transport layer packet header. Therefore, the extra header
simply a bit map specifying which packet sequence numbarsly needs to specify which components have been combined
are combined in the packet. Sinkér_zor is part of the header together. Furthermore, since deterministic coding scheme is
information, it can be accessed through the Packet structureed, the receiver can easily figure out which packets are
When two or more Packets in different buffer slots refer teupposed to be coded with the lost one. As a result, there is
the same XOR-ed packet, théidr_rors are also same. Inonly a two byte bitmap in the header, which is much smaller
addition, the receiver can examine thér_ror of a received than a normal TCP data packet.

XOR-ed packet to assist in decoding. While the goal of XBC is to optimize the buffer usage

At the base station, when a new data packet is received day intermediate nodes so that more concurrent flows can be
the Snoop agent and there is no slot in the buffer for the packatpported, XBC itself consumes some extra memory. First, it
various strategies can be used to replace an old packet. If LRkpands the code size on the base station. However, although
is enabled, then the oldest packet in the buffer and all tBC has not been implemented on real platforms at this stage,
packets XOR-ed with it are dropped so that one or more buffee predict that the code size can be very small because it is
slots are emptied and one of them can be used by the newit upon an existing protocol supporting local recovery and
packet. At the receiver, TCP receiver buffer caches the out-ofaly adds a few modifications for buffer management. Second,
order raw packets received so far. However, some more bufés discussed above, XBC requires a buffer on every receiver
space is needed because to decode an XOR-ed packet, sfimndecoding. We claim that such buffers are usually available
old packets received in-order may be needed. Given codiog the nodes for caching out-of-order packets, and the extra
degreed and coding distancg to ensure decoding whenevembuffer needed beyond this is limited as discussed above.
possible, the extra buffer needed at the receiver equdl$-to
1) x L.

1) Cumulative ACKs vs. SACKsn Snoop, acknowledg- A- Simulation Setup
ments that identify the packet losses due to link error will usu- In order to evaluate the benefit of XBC, we conducted sim-
ally be suppressed by the Snoop agent if the packet has baktiions onns-2 As stated above, XBC is implemented above
cached before to avoid unnecessarily invoking the congestitbie Snoop protocol with small modifications. Therefore, we
control mechanism at the sender. However, when XOR-codifigst evaluated the existing Snoop implementatiom$a2 with
is applied, lost packets may not be locally recoverable eveounded buffer and demonstrated that buffer size does have
if they are buffered. For instance, two or more raw packetsipact on achievable TCP throughput. Then we compared
that are coded together into a single packet can be lost on the performance of Snoop with XBC and that without XBC
wireless link. So the Snoop agent will recover the lost packeisder random losses and burst losses, respectively. Besides
for up to three times before giving up. artificially introduced losses according to specific loss models,

In order to reduce the overhead of transmitting un-decodale also simulated the case where losses due to collision also
packets, Selective acknowledgments (SACKs) can be usegists in the network.

It was shown in [10] that Snoop with SACKs can achieve We simulated two scenarios: a simple three-node network
better performance than pure Snoop when burst losses oogtiere a wired link and a wireless link connected by a base
because SACKs provide more information than cumulativeation, and a grid network with 9 such wired-cum-wireless
ACKs, which can be used by the Snoop agent to make smpairs. For each pair, FTP traffic from the wired end to
decisions about recovery. While this kind of optimization is ndhe wireless end is applied and throughput measured at the

V. EVALUATION



wireless end is the performance metric used. The data rateCofSnoop with XBC: Single Base Station
wired and wireless links are 10Mbps and 2Mbps respectively,l) Random Lossesln this section, XBC over Snoop is

gnd the delay of the .Wired link is 50 ms, 'same "’?S those us&%luated under different random loss rates. Due to the limited
in [10]. All the experiments run FTP traffic for either 1000s;

) ace, Fig. 6 only plots the results of three representative cases.
(3-node network) or 500s (grid network) because loss mOd?PFom the figure, we make the following observations.

require a relatively long time to approach stability and thSbs,ervation 1:With decreasing loss rate, XBC can achieve

bege&ﬂt Of. XBC.rellesc,: on the IO§S mc_)(i]e:j used. Such aﬁlprb%nefit over a wider range of buffer sizes. Coding degree larger
and data intensive TCP connection with downstream traffic an 2 can only be helpful when loss rate is relatively low. This

very common in practice, e.g. a wireless LAN user downloa consistent with our analysis in Section III.

a file of several megabytes through an FTP or P2P client. Observation 2:When buffer capacity is less than 10 packets,
Losses are introduced usings-2 error model, and only the average throughput improvement by using XBC is about
applied to the downstream traffic from base station to th&o, under various loss rates, and can be as high as 30% for
wireless end. Wired link is reliable and so does the upstreagyy |oss rates. However, when buffer capacity is higher than 16

burst losses, and the loss rates used are commonly seelyifjose to the window size.

reality. For random losses, the loss rates evaluated are from Yrherefore, XBC is most useful when loss rate is not very
error every 16Kb to 1 error every 4096Kb, which correspond Mgh and the available memory is limited, either due to
40% of packet loss to 0.2% of packet loss, where TCP packgkource constraints or due to multiple concurrent TCP flows
size is 1040 bytes. For burst losses, there is no packet l0s§ing through the same base station. These graphs also show
good state and the loss rates in bad state are from 1 error eMg&t the optimum coding degree depends on the loss rates.
1Kb to 1 error every 1024Kb. In addition, mean inter-cluster ) gyrst LossesFig. 7 plots the results of XBC over Snoop
size is 20 packets and error cluster size is 4 packets. The cgsgier different burst losses. Same loss rates and cluster sizes
where N, = 20 and N, = 2 was also simulated. The resultsys the first experiment are used. According to Fig. 7, XBC
are similar and omitted in this paper. can achieve 10%-20% higher throughput on average, when

SACKs are enabled in all the following simulations. Weyuffer capacity is less than 16 packets. We observe that the
also did simulations with SACK disabled, and found that withenefit of XBC increases when loss rate decreases, which is
SACKs enabled, higher throughout can be achieved in all thgnilar to the random loss case. In addition, coding distance
cases simulated. Furthermore, MAC layer retransmission 29s better than distance 4 when buffer is small. The reason is
disabled so that we can accurately study the performance ungieit higher distance can actually decrease the chance of coding
different loss rates. All nodes are static in our simulationgshen the buffer is small, because to make use of the buffer
Losses due to mobility are unpredictable and challengirgace optimally, buffer size should be a multiple of the coding
to model. Loss modeling for mobile scenarios and adaptigéstance.
optimization of the coding strategy is part of future work.

D. Snoop with XBC: Multiple Base Stations

To further evaluate XBC, ax 3 grid network with 9 wired-
B. The Buffer Requirement of Snoop cum-wireless pairs is used. The grid is deployed if@)m x
1000m 2D area, with400m between every 2 base stations.

Intuitively, the capacity of the retransmission buffer on &ach wireless node )m away from the corresponding base
base station should be proportional to the congestion wind@#ation. Since400m is less than the default carrier sensing
size of the TCP flow going through the base station. Howevéange (50m) and a single channel is used for all the pairs,
the impact of constraints on available buffer has never been ail base stations experience collisions. The rate of collision is
vestigated before. In this section, we evaluate the performaridghest for the base station at the center of the grid. For all
of a single TCP flow going through a Snoop agent equipp#ae base stations and wireless nodes, the transmission range is
with a limited retransmission buffer. The three-node topologdh0m, and the size of interface queue is 50 packets.
is studied for random and burst losses. Fig. 8 plots the average throughput for the 9 TCP flows.

From Fig. 5, it is easy to see that higher throughput can gmilar random loss rgte_s as before are used. The result_s for
achieved using a larger buffer in most cases. Only when |gadrst losses shoyvs _S|m|Iar trent_:ls and are therefore om|t_ted
rate is very high or very low, buffer size has little impact oflU€ to space limitation. From Fig. 8, we observe that while
the throughput. In addition, a buffer larger than 16 packets #3¢ throughput is lower compared with the case of single
not very helpful in most cases. The reason is that the averé{j@e station due to collisions, XBC can still achieve 5%-20%
congestion window size is about 20 in this scenario, and tHBProvement.
window sizeN for the link between the base station and the
receiver is even smaller. An even larger buffer may actually
diminish throughput. Therefore, the default buffer sizeg?2 In this paper, we proposed an XOR coding based approach
(100 packets) is not optimal in this scenario. to optimize the retransmission buffers on intermediate nodes

VI. CONCLUSIONS ANDFUTURE WORK
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that support in-network recovery. XBC’s performance is an#lie loss probability is fixed, in practice these may vary with
lyzed with respect to two parameters, the coding degree ande. Besides losses due to the wireless medium, packets can
coding distance, for random as well as burst losses. It is thiea lost due to collision and mobility. Closely modeling the
evaluated by using Snoop as the base-line. Simulations sHoases is critical for high performance of XBC. In addition,
that TCP throughput can be improved up to 20% in all thier wireless losses, the loss probability is not fixed in reality
scenarios considered. due to the time-varying nature of channels. In the evaluation
As part of future work, we plan to address a few kegection we have observed that the optimum coding degree
challenges that can further improve the applicability of XB@nd coding distance are dependent on the loss characteristics.
to real environments. First, while in this paper we assume thEus, dynamic adaptation of these parameters is required for
the packet loss in wireless networks can be well modeled a@@timum performance of XBC. Second, the overhead of XBC
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Fig. 8. Average throughput in a grid network with 9 TCP flows over 9 wired-cum-wireless pairs under random losses

in terms of coding operations and extra memory used has to[bg V. Anantharaman, S. Park, K. Sundaresan, and R. Sivakumar, “TCP
carefully evaluated in real environment. We plan to implement
XBC on a resource limited platform while optimizing the code
size.
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