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Abstract. Information-sharing is a key aspect of distributed applications such asdatabaseservers,web
servers, etc. Information-sharing also assistsservicessuch as caching, recon�guration, etc. In the past,
information-sharing has been implemented using ad-hoc messagingproto cols which often incur high
overheadsand are not very scalable.This paper presents a new design for a scalableand a low-overhead
Distributed Data Sharing Substrate (DDSS). DDSS is designed to perform e�cien t data management
and supports various coherencemodels by leveraging the features of modern interconnects. It is imple-
mented over the OpenFabrics interface and hence is portable across multiple interconnects including
iWARP-capable networks in LAN/W AN environments. Experimental evaluations with networks lik e
In�niBand and iWARP-capable Ammasso through data-center services show an order of magnitude
performance improvement and the load resilient nature of the substrate. Application-lev el evaluations
with Distributed STORM using DataCutter achievescloseto 19% performance improvement over tra-
ditional implementation, while evaluations with check-pointing application suggestthat DDSS is highly
scalable.

1 In tro duction
Distributed applications in the �elds of nuclear research, biomedical informatics, satellite weather image
analysis etc., are increasingly getting deployed in cluster environments due to their high computing de-
mands. Advances in technology have facilitated the storing and sharing of the large datasets that these
applications generate,typically through a web interface forming web data-centers [1{4]. A web data-center
environment (illustrated in Figure 1) comprisesof multiple tiers; the �rst tier consistsof front-end servers
such as the proxy serversthat provide web, messagingand serviceslike caching and load balancing to clients;
the middle tier comprisesof application servers that handle transaction processingand implement business
logic, while the back-end tier consistsof databaseservers that hold a persistent state of the databasesand
other data repositories. In addition to hosting thesedistributed applications, current data-centers also need

Fig. 1. Web data-centers
e�cien t and scalablesupport for intelligent serviceslike dynamic caching of documents, resourcemanage-
ment, load-balancing, etc. Apart from communication and synchronization, these applications and services



exchangesomekey information at multiple sites (e.g, versioningand timestamps of cached copies,coherency
and consistencyinformation, current system load). However, for the sake of availabilit y, high-performance
and low-latency, programmersusead-hoc messagingprotocols for maintaining this sharedinformation. Un-
fortunately, as mentioned in [5], the code devoted to these protocols accounts for a signi�can t fraction
of overall application size and complexity. As system sizesincrease,this fraction is likely to increaseand
causesigni�can t overheads.Further, the performanceof theseprotocols can degradein the presenceof load
imbalances.

On the other hand, SystemArea Network (SAN) technology has beenmaking rapid progressduring the
recent years.SAN interconnectssuch asIn�niBand (IBA) [6] and 10-Gigabit Ethernet (10GigE) [7] havebeen
intro ducedand are currently gaining momentum for designinghigh-end computing systemsand data-centers.
Besideshigh performance, these modern interconnects provide a range of novel features and their support
in hardware, e.g., Remote Direct Memory Access(RDMA), Remote Atomic Operations, O�oaded Protocol
support and several others. Recently OpenFabrics [8] has been proposed as the standard interface that
allows for a generic implementation to be portable over several modern interconnectssuch as IBA, 10-GigE
including iWARP-capable [9] networks such as Ammasso[10] both in LAN and WAN environments.

In this paper, wedesignand developa low-overheaddistributed data sharingsubstrate (DDSS) that allows
e�cien t sharing of data among independently deployed servers in data-centers by leveraging the features of
the SAN interconnects.DDSS is designedto perform e�cien t data and memory management and supports a
variety of coherencemodelsby leveragingthe featuresof modern interconnectslike one-sidedcommunication
and atomic operations. Speci�cally , DDSS o�ers several coherencymodels ranging from null coherencyto
strict coherencymodel. In addition, the substrate providesbasic featuresfor locking mechanismsby utilizing
the atomic operations, several data management and data distribution techniques, etc.

Experimental evaluations with IBA and iWARP-capable Ammassonetworks through micro-benchmarks
and data-center servicessuch as recon�guration and active caching not only show an order of magnitude
performance improvement over traditional implementations but also show the load resilient nature of the
substrate. Application-lev el evaluations with Distributed STORM using DataCutter achieves closeto 19%
performanceimprovement over traditional implementation, while evaluations with check-pointing application
suggest that DDSS is scalable and has a low overhead. The proposed substrate is implemented over the
OpenFabrics standard interface and henceis portable acrossmultiple modern interconnects.

The rest of the paper is organizedas follows. Section2 provides a brief background on the capabilities of
modern interconnects.The basicrequirements of several applications and servicesare mentioned in Section3
and the design goals are mentioned in Section 4. The design and implementation of DDSS is discussedin
Section 5. Section 6 presents the experimental results. Related work is given in Section 7 and Section 8
presents our conclusionsand future work.
2 Background
This section describes the two salient features of modern interconnects: (i) Remote Direct Memory Access
(RDMA) and (ii) Atomic Operations, that are used in designingDDSS.

2.1 Remote Direct Memory Access
Modern interconnectssuch as In�niBand (IBA), 10-Gigabit Ethernet, etc., provide two types of communi-
cation semantics: channel semantics (send/receive communication model) and memory semantics (one-sided
communication model). In channel semantics, every send request has a corresponding receive request at
the remote end. On the other hand, memory semantics follows a one-sidedcommunication model. Here,
Remote Direct Memory Access(RDMA) operations are used, which allow the initiating node to directly
accessthe memory of the remote-node without the involvement of the remote-sideCPU. RDMA operations
are allowed only on pinned memory locations thus securing the remote node from accessingany arbitrary
memory location. There are two kinds of RDMA operations: RDMA Write and RDMA Read. In an RDMA
write operation, the initiator directly writes data into the remote node's memory, while in an RDMA Read
operation, the initiator readsdata from the remote node's memory.

2.2 A tomic Op erations over IBA
In addition to RDMA, the reliable communication classesover IBA optionally include atomic operations [11]
which can be performed directly on remote memory without the involvement of the remote CPU. Atomic



operations are posted as descriptors similar to any other type of communication. However, the operation
is completely handled by the network adapter. The atomic operations supported are Fetch-and-Add and
Compare-and-Swap, both on 64-bit data. The Fetch-and-Add operation performs an atomic addition at the
remote end, while the Compare-and-Swap compares two 64-bit values and swaps the remote value with
the data provided if the comparison succeeds.OpenFabrics [8] interface has been proposed recently as a
standard for several modern interconnects. We propose to use this interface for implementing DDSS to
ensureportabilit y acrossdi�eren t interconnects.
3 Constrain ts of Data-Cen ter Applications
This section describes the necessarycharacteristics and features to be provided by the DDSS both in the
context of applications as well as servicesthat are deployed in data-centers.

3.1 Requiremen ts of Data-Cen ter Applications
Existing data-center applications such asApache, PHP server, MySQL, DB2, etc., implement their own data
management mechanisms for state sharing and synchronization. Applications like databasescommunicate
and synchronize frequently with other databaseserversto satisfy the coherencyand consistencyrequirements
of the data being managed.Web servers implement complex load-balancing mechanisms basedon current
system load, request patterns, etc. To provide fault-tolerance, check-pointing applications that save the
program state at regular intervals are also extensively used. Many of these mechanisms are performed at
multiple sites in a cooperative fashion. Clearly, all the applications mentioned above can be greatly bene�ted
by an e�cien t run-time substrate that can support their di�eren t needse�cien tly . Sincecommunication and
synchronization are an inherent part of these applications, support for basic operations to read, write and
synchronize are critical requirements from the DDSS. Further, as the nodes in a data-center environment
may experience
uctuating CPU load conditions depending on the tra�c pattern of the incoming requests,
the DDSS needsto be resilient and robust to changing system loads.

3.2 Requiremen ts of Higher-lev el Data-Cen ter Services
Higher-level data-center servicesare intelligent servicesthat are critical for the e�cien t functioning of data-
centers. Servicessuch as active caching [12] and cooperative caching [13,14] deal with e�cien t and load-
resilient caching techniquesfor both static and dynamic content, while the active resourceadaptation service
dealswith scalablemanagement of various systemresources.Other servicessuch as resourcemonitoring ac-
tiv ely monitors the resourceusageand helpsother higher-level servicesin identifying the bottleneck resources
and alleviating such bottlenecks as they occur. Such servicesrequire sharing of somestate information. For
example, caching servicesrequire the need for maintaining versions of cached copies of data and locking
mechanismsfor supporting cache coherencyand consistency. Other servicessuch as active resourceadapta-
tion require the needfor advancedlocking mechanism in order to move nodesserving onewebsite to another
in a transparent manner and needssimple mechanisms for data sharing. Resourcemonitoring services,on
the other hand, require e�cien t, low overheadaccessto the load information on the nodes.The DDSS has
to be designedin a manner that meetsall of the above requirements.
4 Design Goals of DDSS
To e�ectiv ely manage information-sharing in a data-center environment, the DDSS must understand in
totalit y, the properties and the needsof data-center applications and servicesand must cater to thesein an
e�cien t manner.

Caching dynamic content at various tiers of a multi-tier data-center is a well known method to reducethe
computation and communication overheads.Sincethe cached data is stored at multiple sites, there is a need
to maintain cache coherencyand consistency. Current data-centers support methods like Adaptiv e TTL [15],
invalidation schemes[16] and also strong cache coherenceschemes[12] for online transactions. Broadly, to
accommodate the diversecoherencyrequirements of data-center applications and services,DDSS supports
a range of coherencymodels.

The six basic coherencymodels [17] to be supported are: 1) Strict Coherence,which obtains the most
recent version and excludesconcurrent writes and reads. Database transactions require strict coherenceto
support atomicit y. 2) W rite Coherence,which obtains the most recent version and excludes concurrent
writes. Resourcemonitoring services[18] need such a coherencemodel so that the server can update the



system load and other load-balancerscan read this system information concurrently . 3) Read Coherenceis
similar to write coherenceexcept that it excludesconcurrent readers.Servicessuch as recon�guration [19]
are usually performed at many nodesand such servicesconstantly monitor the systemload information and
dynamically move applications to serve other websitesin order to maximize the resourceutilization. Though
all nodes perform the samefunction, such servicescan bene�t from a read coherencemodel to avoid two
load balancerslooking at the sameload information and performing a recon�guration. 4) N ull Coherence,
which acceptsthe current cached version. Proxy servers that perform caching on data that doesnot change
in time usually require such a coherencemodel. 5) Delta coherenceguaranteesthat the data is no more than
x versionsstale. This model is particularly useful if a writer has currently locked the shared segment and
there are several readerswaiting to the read the shared segment. 6) T emporal Coherenceguarantees that
the data is no more than t time units stale. This is similar to the adaptive TTL model mentioned previously.

Secondly, to meet the consistencyneedsof data-center applications, the DDSS should support versioning
of cached data and ensure that requests from applications at multiple sites view the data in a consistent
manner. Thirdly , servicessuch as resourcemonitoring require the state information to be maintained locally
due to the fact that the data is updated frequently . On the other hand, servicessuch ascaching and resource
adaptation can be cpu-intensive and hencerequire the data to be maintained at remote nodes distributed
over the cluster.

Apart from the above, DDSS should also meet the following needs. Due to the presenceof multiple
threads on each of theseapplications at each node in the data-center environment, the DDSS should support
the access,update and deletion of the shared data by all threads in a transparent manner. Servicessuch
as resourceadaptation and monitoring are characterized by frequent reading of the system load on various
nodes in the data-center. In order to e�cien tly support reading of this distributed state information, the
DDSS must provide asynchronous interfacesfor reading and writing of shared information and provide the
relevant wait operations for detecting the completionsof such events. Further, asmentioned in Section3, the
DDSSmust be designedto be robust and resilient to load imbalancesand should haveminimal overheadsand
provide high performanceaccessto data. Finally, the DDSS must provide an interface that clearly de�nes
the mechanism to allocate, read, write and synchronize the data being managedin order for such services
and applications to utilize the DDSS e�cien tly .

5 Prop osed DDSS Framew ork and Implemen tation Issues

This section describes the proposedframework and its implementation details. Speci�cally , we present the
mechanismsthrough which we achieve our designgoals in an e�cien t manner.
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Fig. 2. DDSS using the proposedFramework (a) Non Coherent Distributed Data Sharing Mechanism (b)
Coherent Distributed Data Sharing Mechanism

The basic idea of DDSS is to allow e�cien t sharing of information across the cluster by creating a
logical shared memory region. It supports two basic operations, get operation to read the shared data
segment and put operation to write onto the shareddata segment. Figure 2a shows a simple distributed data
sharing scenariowith several processes(proxy servers) writing and several application serversreading certain



information from the shared environment simultaneously. Figure 2b shows a mechanism where coherency
becomesa requirement. In this �gure, we have a set of master and slave servers accessingdi�eren t portions
of the shareddata. All master processeswaits for the lock to be acquired for updating sincethe shareddata
is currently being read by multiple slave servers.

In order to e�cien tly implement distributed data sharing, several components needto be built. Figure 3
shows the various components of DDSS that help in satisfying the needsof the current and next generation
data-center applications. Broadly, in the �gure, all the colored boxesare the components which exist today.
The white boxes are the oneswhich need to be designedto e�cien tly support next-generation data-center
applications. In this paper, we concentrate on the boxes with the dashed lines by providing either complete
or partial solutions. In this section, we describe how thesecomponents take advantage of advancednetworks
in providing e�cien t services.
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5.1 IPC Managemen t
In order o support multiple user processesor threads in a systemto accessthe DDSS, we optionally provide
a run-time daemon to handle the requests from multiple processes.We use shared memory channels and
semaphoresfor communication and synchronization purposesbetweenthe userprocessand the daemon.The
daemon establishesconnections with other data sharing daemonsand forms the distributed data sharing
framework. Any service which is multi-threaded or the presenceof multiple servicesneed to utilize this
component for e�cien t communication.

5.2 Connection Managemen t
Connection management takes care of establishing connectionsto all the nodes participating in either ac-
cessingor sharing its addressspacewith other nodes in the system. It also allows for new connectionsto
be establishedand existing connectionsto be terminated. All the nodes in the system are assignedspeci�c
ranks and applications interested in communicating with other nodescan either explicitly mention the node
name or the rank.

5.3 Memory Managemen t and Data Access
Similar to other data sharing mechanisms, memory management is an important issue for maintaining
distributed data sharing. In our implementation, each node allocatesa large pool of memory to be shared
with DDSS.We perform the allocation and freeoperations inside this distributed pool of memory region.One



way to implement the memory allocation in DDSS is to inform all the nodesabout an allocation. However,
as we mentioned earlier, since we focus on providing a low-overhead DDSS, informing all the nodes may
lead to large latencies for memory allocation. Another approach to achieve this is to assign one node for
each allocation (similar to home-node basedapproach but the node can maintain only the metadata and the
actual data can be present elsewhere).This approach reducesthe allocation latency. The nodesare chosen
in a round-robin fashion for every allocation so that the burden of maintaining the meta-data information
is well distributed. The nodes also maintain a list of free blocks available within the pool memory. During
a release ss() operation for releasing the free block, we inform the designated remote node. In the next
allocation, the remote node searchesthrough the free block list and informs the free block which can �t the
allocation unit. While searching for the free block, for high-performance,we get the �rst �t free block which
can accommodate the allocation unit and send it to requesting node. For the releasess() operation, we can
also use the advanced IBV WR RDMA WRITE WITH IMM feature set o�ered by modern interconnects.
This designallows for better progressas this event generatesan interrupt at the remote node and the event
is immediately handled. We plan to implement this feature asa part of future work. To gain accessto DDSS,
end-applications needto create an allocation unit and useget(), put() operations for reading and writing to
the data sharing segment. High-speed networks provide one-sidedremote memory operations (lik e RDMA
read and RDMA write) that allow accessto remote memory without interrupting the remote node. In our
design,we usetheseoperations to perform the read and write. All the applications and servicesmentioned
in Figure 3 will needthis interface in order access/update the shareddata.

5.4 Data Placemen t Techniques
Though DDSS hides the placement of shared data segments, it also exposesspeci�c interfaces to the ap-
plication to explicitly mention the location of the shared data segment (e.g. local or remote node). For the
remote node case,the interface alsoallows the application to choosea particular node. As mentioned earlier,
resourcemonitoring servicescan utilize this component to provide �ne-grained services.In our implementa-
tion, every time a data segment is allocated, the next data segment is automatically allocated on a di�eren t
node. This designallows the shareddata segments to get well-distributed amongthe nodesin the systemand
accordingly help in distributing the load in accessingthe shareddata segments for data-center environments.
This is particularly useful in reducing the contention at the NIC in the casewhere all the shared segment
residesin one single node and several nodesneedsaccessdi�eren t data segment residing on the samenode.
In addition, distributed sharedsegments also help in improving the performancefor applications which use
asynchronous operations on multiple segments distributed over the network.

5.5 Basic Lo cking Mec hanisms
Basic locking mechanismsare provided using the atomic operations o�ered by modern interconnects. In our
implementation of DDSS, every allocation unit is associated with a 64-bit integer which serves as a lock
for acquiring accessto the shared data. As mentioned earlier, modern interconnects such as IBA provide
one-sidedatomic operations which can be used for implementing basic locking mechanisms. In our imple-
mentation, we perform atomic compare and swap operations to check for the lock status and in acquiring
the locks. If the locks are implicit basedon the coherencemodel, then the interface automatically unlocks
the sharedsegment after successfulcompletion of get() and put() operations. Several servicessuch ascaching
and recon�guration can utilize this component for providing e�cien t and scalableservices.In our imple-
mentation, each shareddata segment has an associated lock. Though we maintain the lock for each shared
segment, the design allows for maintaining these locks separately. Similar to the distributed data sharing
mechanism, the locks can also be distributed which can help in reducing the contention at the NIC if too
many processestry to acquire di�eren t locks on the samenode.

5.6 Coherency and Consistency Main tenance
As mentioned earlier, we support six di�eren t coherencemodels. We implement thesecoherencemodels by
utilizing the one-sidedRDMA and atomic operationsof advancednetworks. However, for networks which lack
atomic operations, we can easilybuild software-basedsolutions using the send/receivecommunication model.
In the caseof Null coherencemodel, since there is no explicit requirement of any locks, applications can
directly read and write on the shared data segment. For strict, read, write coherencemodels, we maintain



locks and get() and put() operations internally acquire locks to DDSS before accessingor modifying the
shareddata. The locks are acquired and releasedonly when the application doesnot currently hold the lock
for a particular sharedsegment. In the caseof version-basedcoherencemodel, we maintain a 64-bit integer
and use IBV WR ATOMIC FETCH AND ADD operation to update the version for every put() operation.
For get() operation, we perform the actual data transfer only if the current version doesnot match with the
version maintained at the remote end. In delta coherencemodel, we split the shared segment into memory
hierarchies and support up to x versions. Accordingly, applications can ask for up to x previous versions
of the data using the get() and put() interface. Basic consistencyis achieved through maintaining versions
of the shared segment and applications can get a consistent view of the shared data segment by reading
the most recently updated version. We plan to provide several consistencymodels as a part of future work.
Proxy servers,applications servers and servicessuch as dynamic content caching and recon�guration utilize
this component extensively.

5.7 DDSS In terface

Table 1 shows the current interface that is available to the end-userapplications or services.The interface
essentially supports six main operations for gaining accessto DDSS: allocate ss(), get(), put(), releasess(),
acquire lock ss(), release lock ss() operations. The allocate ss() operation allows the application to allocate
a chunk of memory in the sharedstate. This function returns a unique sharedstate key which can be shared
amongother nodesin the systemfor accessingthe shareddata. get() and put() operations allow applications
to read and write data to the shared state and releasess() operation allows the shared state framework
to reuse the memory chunk for future allocations. acquire lock ss() and release lock ss() operations allow
end-userapplication to gain exclusive accessto the data to support user-de�ned coherencyand consistency
requirements.

Table 1. DDSS Interface
DDSS Operation Description
int allocate ss(nbytes, type, identi�er) allocate a memory block of sizenbytes in the sharedstate
int releasess(key) free the shareddata segment
int get(key, data, nbytes, ...) read nbytes of memory from the sharedstate and place it in data
int put(k ey, data, nbytes, ...) write nbytes of memory to the sharedstate from data
int acquire lock ss(key) lock the shareddata segment
int releaselock ss(key) unlock the shareddata segment

In addition, we also support asynchronous operations such as async get(), async put(), wait ss() and
additional locking operations such as try lock() operation to support a wide rangeof applications to usesuch
features.

DDSS is built as a library which can be easily integrated into distributed applications such as check-
pointing, DataCutter [20], data-center applications such as web servers, databaseservers. For applications
such as datacutter, several data sharing components can be replaceddirectly using the DDSS. Further, for
easysharing of keys, i.e., the key to an allocated data segment, DDSS allows special identi�ers to be speci-
�ed while creating the data sharing segment. Distributed applications can create the data sharing segment
using this identi�er and DDSS will make sure that only the �rst application createsthe actual data segment
and the remaining applications will simply get a handle to this data segment. For applications such as web
serversand databaseservers,DDSS can be integrated asa dynamic module and all other modulescan make
useof the interface appropriately. In addition, DDSS can also be usedto replacetraditional communication
such as TCP/IP . In our earlier work, cooperative caching [14], we have demonstrated the capabilities of
high-performance networks for data-centers with respect to utilizing the remote memory in a cluster and
support caching of varying �le sizes.DDSS can also be utilized in such environments. However, for vary
large �le sizeswhich cannot �t in a cluster memory, applications will needto rely on the �le systemto store
and retrieve the data. Another aspect of DDSS that is currently not supported is fault-tolerance. This is
especially required for applications such as databases.If the application can explicitly inform the DDSS for
taking frequent snapshotsor checkpoints, this can be easily implemented asa part of DDSS.We are planning
on working on this as a part of future work.



6 Exp erimen tal Results

In this section,we evaluate DDSS with a set of microbenchmarks to understand the performance,scalability
and associated overheads.Later, we analyze the applicabilit y of DDSS with servicessuch as recon�gura-
tion and active caching. Also, we analyze the performanceand scalability of DDSS with applications such
as Distributed STORM and check-pointing. We evaluate our DDSS framework on two interconnects IBA
and Ammasso using the OpenFabrics implementation. The iWARP implementation of OpenFabrics over
Ammasso was available only at the kernel space.We wrote a wrapper for user applications which in turn
calls the kernel module to �re appropriate iWARP functions. Our experimental testbed consists of a 12
node cluster with dual Intel Xeon 3.4 GHz CPU-basedEM64T systems.Each node is equipped with 1 GB
of DDR400 memory. The nodes were connected with MT25128 Mellanox HCAs (SDK v1.8.0) connected
through a In�niScale MT43132 24-port completely non-blocking switch. For Ammassoexperiments we use
two node dual Intel Xeon 3.0 GHz processorswith a 512kB L2 cache and a 533MHz front side bus and 512
MB of main memory.

6.1 Microb enchmark

In this section, we present the basic performanceof DDSS. We also report the overheadand scalability of
using DDSS.

Measuring Access Latency The latency test is conductedin a ping-pong fashionand the latency is derived
from round-trip time. For the measuring the latency of put() operation, we run the test performing several
put() operations on the samesharedsegment and averageit over the number of iterations. Figure 4a shows
the latenciesof di�eren t coherencemodelsachieved by using the put() operation of DDSSusing OpenFabrics
over IBA through a daemonprocess.We observe that the 1-byte latency achieved by null and read coherence
model is only 20� s and 23� s. We observed that the overheadof communicating with the daemonprocessis
close to 10-12� s which explains the large latencies we seewith null and read coherencemodels. For write
and strict coherencymodel, the latencies are 54.3� s and 54.8� s respectively. This is due to the fact both
write and strict coherencymodelsuseatomic operations to acquire the lock beforeupdating the shareddata
segment. Version-basedand delta coherencemodelsreport a latency of 37� s and 41� s respectively, sincethey
both needto update the version status maintained at the remote node. Also, as the messagesize increases,
we observe that the latency increasesfor all coherencemodels.

We seesimilar trends for get() operation as shown in Figure 4b. However, we observe that the latency of
Version-basedcoherencemodel does not changewith varying messagesizes.The reasonbeing, the current
version maintained at the site requesting for the get() operation matches the version maintained at the
remote end throughout the benchmark run. We seesimilar trends in the performance of latencies using
OpenFabrics over Ammasso.Due to spaceconstraints, we have included theseresults in [21].
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Measuring Substrate Ov erhead One of the critical issuesto addresson supporting DDSS is to minimize
the overheadof the middle-ware layer for applications. Table 2 reports the overheadof the middle-ware layer
for di�eren t scenarios.We measurethe overheadfor di�eren t con�gurations (i) Direct schemeallows appli-
cation to directly communicate with underlying network through DDSS library , (ii) Thread-basedscheme
allows application to communicate through a daemon processfor accessingDDSS and (iii) Thread-based
asynchronous scheme is sameas thread-basedscheme except that applications use asynchronous calls. We
seethat the overhead is less than a microsecondthrough the direct scheme. If the run-time system needs
to support multiple threads, we observe that the overhead jumps to 10� s using the thread-basedscheme.
The reasonbeing the overheadof round-trip communication betweenthe application thread and the DDSS
daemonconsumescloseto 10� s. If the application usesasynchronousoperations (thread-basedasynchronous
scheme), this overheadcan be signi�can tly reduced for large messagetransfers. However, in the worst case
scenario,for small messagesizesand scheduling of asynchronousoperations followed by a wait operation can
lead to an overheadof 12� s. The averagesynchronization time observed in all the schemesis around 20� .

Table 2. Overhead of DDSS

DDSS-Model Proto col Overhead Synchronization Time Total Overhead
Direct 0.35 20 20.35
Threading Support 10 20 30
Threading + Asynchronous Operations 12 20 32

Substrate Scalabilit y with Access Con ten tion In order to test the scalability of DDSS, we designed
several experiments accessingthe shared data segments with increasing number of clients. In the �rst ex-
periment as shown in Figure 5a, every client accessesdi�eren t portions of the shared data segment on the
samenode. The graphs clearly indicate that DDSS using OpenFabrics over IBA is highly scalablefor such
scenariosand increasing number of clients does not seemto a�ect the performance. The primary reason
being DDSS is basedon one-sidedoperations on the sharedsegment and the remote CPU is not disturb ed.

However, if multiple clients accessthe same shared data segment residing on a particular node, we
observe someamount of performance degradation basedon the contention-level as shown in Figure 5b. In
this experiment, every client performs several get() operation or a put() operation basedon a contention
percentage. If the contention percentage is 10% and if total number of operations including both get() and
put() is 1000,then the total number of put() operation performedwould be 100.We report the performanceof
various coherencemodels for this experiment. Due to the requirement of acquiring the locks beforeaccessing
the shared data segment for strict and write coherencemodel, we expect the get() and put() operations to
have a longer waiting time in acquiring the locks. As shown in the �gure, we observe that for relatively lesser
contention-levels of up to 40%, the performance of get() and put() operations do not seemto be a�ected.
However, for contention-levels more than 40%, the performanceof clients degradessigni�can tly in the case
of strict and write coherencemodel mainly due to the waiting time for acquiring the lock.
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We have alsomeasuredthe performanceof asynchronousoperations using OpenFabrics on both IBA and
Ammasso. As expected, large messageasynchronous transfers signi�can tly reducesthe overheadof DDSS.
Due to spaceconstraints, we have included theseresults in [21].

6.2 Data-Cen ter Service Evaluation
In this section, we evaluate our DDSS with data-center servicesin terms of performance, scalability and
loaded conditions in a data-center environment.

Dynamic Recon�guration In our previous work [22,19] we have shown the strong potential of using the
advancedfeaturesof high-speednetworks in designingrecon�guration techniques.In this section,we usethis
technique to illustrate the overheadof using DDSS for such a service in comparison with implementations
using native protocols. We modi�ed our code base to use the DDSS and compared it with the previous
implementation. Also, we emulate the loadedconditions of a real data-center scenarioby �ring client requests
to the respective servers. Recon�guration servicedynamically movesthe nodesinside the data-center based
on server load and the website that is currently being served. If the load on the servers are signi�can t
and 
uctuating, we expect the number of recon�guration (moving nodes from one web-site to another) to
increase.

As shown in Figure 6a, we seethat the averagerecon�guration time is only 133� s for increasing loaded
servers. The x-axes indicates the number of servers that are currently heavily loaded. The y-axes shows
the recon�guration time using the native protocol (white bar) and using DDSS (white bar + black bar).
The DDSS overhead (black bar) is only around 3� s for varying load on the servers. Also, as the number
of loaded servers increase,we seeno change in the recon�guration time. This indicates that the service is
highly resilient to the loadedconditions in the data-center environment. Further, we observe that the number
of recon�gurations increaselinearly as the number of loaded servers increasefrom 5% to 40%. Increasing
the loaded servers further doesnot seemto a�ect the recon�guration time and when this reaches80%, the
number of recon�guration decreasesmainly due to insu�cien t number of free servers for performing the
recon�guration. Also, for increasing number of recon�gurations, several servers get locked and unlocked to
perform e�cien t recon�guration. The �gure clearly shows that the contention for acquiring locks on loaded
servers does not a�ect the total recon�guration time showing the scalable nature of this service. In this
experiment, sincewe have only oneprocessper node performing the recon�guration, we usethe direct model
for integrating with the DDSS.
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Strong Cache Coherence In our previous work [12], we have shown the strong potential of using the
features of modern interconnects such as IBA in alleviating the issuesof providing strong cache coherence
with traditional implementations. In this section,we show the load resilient nature of the one-sidedfeature in
providing such a serviceusing DDSSover Ammasso.OpenFabrics implementation over Ammassois iWARP-
compliant and hencethe communication can also go over WAN. As shown in Figure 6b, we observe that as



we increasethe number of server compute threads, the time taken to check for the version number increases
exponentially for a two-sided communication protocol such as TCP/IP . However, since DDSS is basedon
one-sidedoperations (RDMA over iWARP in this case),we observe that the time taken for version check
remains constant for increasingnumber of compute threads.

6.3 Application-lev el Evaluation
In this section, we evaluate the performance of DDSS with applications such as check-pointing and Dis-
tributed STORM with DataCutter.

STORM with DataCutter STORM [20] is a middle-ware servicelayer developed by the Department of
Biomedical Informatics at The Ohio State University. It is designedto support SQL-like select querieson
datasetsprimarily to select the data of interest and transfer the data from storagenodesto compute nodes
for processingin a cluster computing environment. It is implemented using DataCutter [23] which is designed
to enable exploration and analysis of scienti�c datasets. In distributed environments, it is also common to
have several STORM applications running which can act on sameor di�eren t datasetsserving the queriesof
di�eren t clients. Due to the fact that the samedataset is processedby multiple STORM nodesand multiple
compute nodes,DDSS can help in sharing this dataset in a cluster environment so that multiple nodescan
get direct accessto this shareddata.
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Fig. 7. Application PerformanceusingOpenFabricsover IBA (a) Distributed STORM application (b) Check-
pointing

In our experiment, we modi�ed the STORM application code to useDDSS in maintaining the dataset so
that all nodeshave direct accessto the shared information. We vary the dataset size in terms of number of
recordsand show the performanceof STORM with and without DDSS. Due to the fact that larger datasets
showed inconsistent values, we perform the experiments on small datasets and we completely 
ush the �le
systemcache in order to show the bene�ts of maintaining this dataset on other nodesmemory. As shown in
Figure 7a, we observe that the performanceof STORM is improved by around 19% for 1K, 10K and 100K
record dataset sizesusing DDSS in comparisonwith the traditional implementation.

Check-p oin ting We usea check-pointing benchmark to show the scalability and the performanceof using
DDSS. In this experiment, every processattempts to checkpoint a particular application at random time
intervals. Also, every processsimulates the application restart, by attempting to take a consistent check-point
and informing all other processesto revert back to the consistent check-point at other random intervals. In
this experiment, we show the scalability of this application with increasingnumber of processes.In Figure 7b,
we observe that the averagetime taken for check-pointing is only around 150� s for increasing number of
processes.Sincethis value remainsconstant around this rangefor increasingnumber of clients and increasing
number of application restarts, we can conclude that the application scaleswell using DDSS. Also, we see
that the averageapplication restart time to reach a consistent checkpoint increaseswith the increasein the
number of clients. This is expected as each processneedsto get the current checkpoint version from all
other processesin order to decidethe most recent consistent checkpoint. Further, we noticed that the DDSS
overheadfor checkpointing in comparisonwith native implementation is only around 2.5� s.



In summary, we notice that DDSS enhancesserviceslike recon�guration and active caching, applications
such as distributed STORM and check-pointing by improving both performance and scalability with very
low overhead.
7 Related Work
There has beenseveral distributed data sharing models proposedin the past for a variety of environments.
The most important feature that distinguishesDDSS from previous work is the abilit y to take advantage of
several featuresof high-performancenetworks, its applicabilit y and portabilit y with several high-performance
networks, its exploitation of relaxed coherenceprotocols and its minimal overhead. Further, our work is
mainly targeted for real data-center environment on very large scaleclusters.

Several run-time data sharing models such as InterWeave [24,25], Khazana [26], InterAct [27] o�er many
bene�ts to applications in terms of relaxed coherencyand consistencyprotocols. Friedman [28] and Amza
et. al [29] have shown ways of combining consistencymodels. Khazana [26] also proposesthe useof several
consistencymodels. InterWeave [24,25] allows various coherencemodelsallowing usersto de�ne application-
speci�c coherencemodels. Many of thesemodels are implemented basedon traditional two-sidedcommuni-
cation model targeting the WAN environment addressingissuessuch as heterogeneity, endianness,etc. Such
two-sided communication protocols have been shown to have signi�can t overheadsin a real cluster-based
data-center environment under heavy loaded conditions. Also, none of distributed data sharing models take
advantage of high-performancenetworks for communication, synchronization and supporting e�cien t lock-
ing mechanisms.Though many of the featuresof high-performancenetworks are applicable only in a cluster
environment, with the advent of advancedprotocols such as iWARP included in the OpenFabrics standard,
DDSScan alsowork well in WAN environments and can still bene�t applications using the advancedfeatures
o�ered by modern networks.
8 Conclusion and Future Work
In this paper, we proposed and evaluated a low-overhead distributed data sharing substrate for cluster-
baseddata-center environment targeting the applications and servicesthat are traditionally hosted in these
environments. Traditional implementations of data sharingusingad-hoc messagingprotocolsoften incur high
overheadsand are not very scalable.The proposedsubstrate is designedto minimize overheadsand provide
high performance by leveraging the features of modern interconnects like one-sided communication and
atomic operations. The substrate performs e�cien t data and memory management and supports a variety
of coherencemodels. The substrate is implemented over the OpenFabrics standard interface and hence is
portable acrossmultiple modern interconnects including iWARP-capable networks both in LAN and WAN
environments. Experimental evaluations with IBA and iWARP-capable Ammassonetworks through micro-
benchmarks and data-center servicessuch as recon�guration and active caching not only show an order of
magnitude performanceimprovement over traditional implementations but alsoshow the load resilient nature
of the substrate. Application-lev el evaluations with Distributed STORM using DataCutter achieves close
to 19% performance improvement over traditional implementation, while evaluations with check-pointing
application suggestthat DDSS is scalableand has a low overhead.

We plan to enhancethe distributed data sharing substrate by supporting advanced locking mechanisms
and study the performancebene�ts in a wide range of servicesand applications such as meta-data manage-
ment and accessand storageof BTree data structure in databaseservers, advancedcaching techniques and
several others.
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