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Abstract

A large numberof clusters are being usedin all dif-
ferentorganizationssuch asuniversities,laboratories,etc.
Theseclustersare, however, usuallyindependentfromeach
other even in the sameorganizationor building. To pro-
vide a single image of such clusters to users and utilize
themin an integratedmanner, cluster-of-clusters hasbeen
suggested.However, sinceresearch groupsusuallydo not
havethe actual backbonenetworksfor cluster-of-clusters,
which can be recon�gured with respectto delay, packet
loss,etc. as needed,it is not feasibleto carry out practi-
cal research over realistic environments.Accordingly, the
demandfor an ef�cient way to emulatethe backbonenet-
works for cluster-of-clusters is overreaching. In this pa-
per, wesuggesta novel designfor emulatingthebackbone
networksof cluster-of-clusters.TheemulatornamedNemC
cansupportthe�ne-grainednetworkdelayresolutionmin-
imizingtheadditionaloverheads.Theexperimentalresults
showthat NemCcanemulatethelow delayandhigh band-
widthbackbonenetworksmoreaccuratelythanexistingem-
ulatorssuch asNISTNetandNetEm.Wealsopresenta case
studyshowingthe performanceof MPI applicationsover
cluster-of-clustersenvironmentusingNemC.

Keywords: Network Emulator, Cluster-of-Clusters,
High-SpeedBackboneNetworks,andMPI

1. Intr oduction

Clustersystemsarebecomingmorepopularfor a wide
rangeof applicationsowing to their cost-effectiveness.A
largenumberof suchclustersarebeingusedin all different
organizationssuchasuniversities,laboratories,etc. These
clustersare,however, usuallyindependentfrom eachother
evenin thesameorganization,i.e.,applications(e.g.,scien-
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ti�c parallelapplications)canrun only on a singlecluster
andcannotutilize theidle resourcesof otherclusters.Thus
it is highly desiredthattheclustersin thesameorganization
provide a singleimageto usersandareutilized in an inte-
gratedmanner. To caterto suchneeds,researchershavesug-
gestedCluster-of-Clusters[2, 17], which aimsto construct
a clustercombiningfew or many clusterswith high-speed
backbonenetworks.Thoughthis term canbe alsoreferred
asGrid, in this paper, we considerit asa clusterof clus-
tersthat is geographicallydistributedin a small area (i.e.,
the samecampusor building), which is more tightly cou-
pledsystemthanGrid. Thiscomputingenvironmentwill be
bene�cial to theorganizationsthatwantto fully utilize their
clustersproviding a singleimagewithout exposingthesys-
temto theout side.

The cluster-of-clustersenvironment posesseveral re-
searchchallengesincludingperformance,compatibility, se-
curity, authentication,etc.However, beforeaddressingsuch
researchchallenges,one of the foremostcritical issuesis
how to constructthe experimentalenvironmentof cluster-
of-clusters.Sinceresearchgroupsusuallydo not have the
actualbackbonenetworksfor cluster-of-clusters,whichcan
be recon�guredwith respectto delay, packet loss,etc. as
needed,it is hard to carry out practical researchover re-
alistic environments.Accordingly, the demandfor an ef�-
cientway to emulatethebackbonenetworksfor cluster-of-
clustersis overreaching.Approachesinvolving simulations
andmodelingarewidely accepted[7, 3, 5]; however, these
approacheshave the limitations that they cannotrun actual
software (i.e., applications,middleware,and systemsoft-
ware).On theotherhand,if we canemulateonly theback-
bonenetworksrunningactualclusters,it will provide very
closeenvironmentsto thereal-world systemsbut alsogive
�e xibility to changethesystemparameters,suchasnetwork
delay, packet loss,etc.For theemulation,aworkstationcan
be con�gured asa routerwith multiple Network Interface
Cards(NICs), of which eachis connectedto a cluster. By
runninga network emulationsoftware that generatesarti-
�cial network delay, packet loss,etc. on the workstation-
basedrouter we can emulatethe backbonenetworks for
cluster-of-clusterswhile running actualsoftware over the



clustersin a transparentmanner.
Thoughthereareseveralexisting network emulators[6,

11, 14, 15], they arefocusingonlargescaleWideAreaNet-
works (WANs) suchasInternet.However, therearemany
prominentlydifferent characteristicsbetweensuchWANs
andthe backbonenetworks for cluster-of-clusters.For ex-
ample,the backbonenetworks usuallyhave a muchlower
delaythantypicalWAN environmentsthoughthebackbone
networkshaveahigherdelaythantheintra-clusterLAN en-
vironments.The emulatorsthat canemulatea millisecond
network delayresolutionmaynotbeenoughto emulatethe
high-speedbackbonenetworks.In addition,thebandwidth
provided by the backbonenetworks for cluster-of-clusters
is higherthantheWAN case.Hencetheemulatorshouldbe
ableto emulatehigherbandwidthnetworks.

In this paper, we suggesta novel designfor emulating
thebackbonenetworksof cluster-of-clusters.Theemulator
namedNemC(Network Emulatorfor Cluster-of-Clusters)
cansupportthe �ne-grainednetwork delayresolutionmin-
imizing the additionaloverheads.We designa new packet
schedulingmechanismthat performson-demandschedul-
ing, which is independenton any systemtimers.Also we
minimize the additional overheadby designingit at the
kernel-level to emulatehigh bandwidthnetworks. In addi-
tion to the network delayemulation,currentimplementa-
tion of NemCcanemulatepacket lossesandout-of-order
packets.To thebestof our knowledge,no researchhasfo-
cusedon thenetwork emulationfor cluster-of-clusterenvi-
ronmentsandNemCis the�rst emulatorto addressthis.

The experimentalresultsshow that NemCcanemulate
thelow delayandhighbandwidthbackbonenetworksmore
accuratelythanexistingemulatorssuchasNISTNet[6] and
NetEm [11]. We also presentthe performanceevaluation
resultsof MPI [9] applicationssuchasNAS [1] andGro-
macs[4] over cluster-of-clustersenvironmentusingNemC
asacasestudy.

Restof thispaperis organizedasfollows:Section2 sug-
gestsanew network emulatorfor cluster-of-clustersandde-
tails its design.Theexperimentalevaluationof theemulator
andexampleof its usearepresentedin Section3. The re-
latedwork is discussedin Section4. Finally, thispapercon-
cludesin Section5.

2. Designand Implementation of NemC

In this section,we detail the designand implementa-
tion of our network emulatorfor cluster-of-clustersnamed
NemC. NemC is implementedusing the netfilter
hooksprovided by Linux, which can be dynamically in-
sertedto thekernel'schainof packetprocessing.A run-time
loadablekernelmodulewhich runson Linux-basedrouters
is usedto perform all operations.Its designdoesnot re-
quire any kernel modi�cations. The current implementa-
tion caninsertnetwork delaywith �ne-grainedresolution,
packetdrops,andout-of-orderpackets.

Figure1 shows the overall designof NemC.As shown
in the�gure, NemCconsistsof four components:(i) NemC
net�lter, (ii) NemC schedulingdemon,(iii) NemC kernel
moduleand(iv) NemCuserapplications.The NemCnet-
�lter interceptsthe packets arrived at the router nodeaf-
ter theIP routingdecision.Basedon theparameterssetby
theuserapplications,theNemCnet�lter candroppackets,
generateout-of-orderpackets,or introducenetwork delays.
Theseparameterscanbecontrolledatrun-timeby usingthe
NemCuserapplications.TheNemCschedulingdaemonis a
user-level process,which requeststhenet�lter to searchthe
packetsthathasbeensuf�ciently delayedandreinjectthem
into thenetwork. Thekernelmoduletakescareof insertion
of the net�lter in the initialization phasebut alsoprovides
accessto the internaldatastructuresandparametersof the
NemCnet�lter to the schedulingdaemonandthe userap-
plications.
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Figure 1. Overall Design of NemC

2.1. Packet Scheduling for Fine­Grained Delay
Resolution

Thebackbonenetworks for cluster-of-clustershave low
network delay comparedto generalWANs suchas Inter-
net. To emulatesuch networks, the emulator is required
to support�ne-graineddelayresolution.The delayresolu-
tion of a network emulatoris mainly decidedby the trig-
gering mechanismof packet scheduling.The packets de-
layed more than the given time, net delay, at the router
nodearereinjectedinto thenetwork by thepacketschedul-
ing routine.Themostwidely usedmechanismto triggerthe
packetschedulingis to invoketheschedulingroutinefor ev-
ery timer interrupt.Thismechanismis simpleto designand
implement;however, sinceit dependson the systemtimer
resolution,it may not be able to support�ne-grained de-
lay resolution.For example,if the network emulatoruses
Linux timer thenit cansupportonly 10ms(with kernelver-
sion2.4)or 1ms(with kernelversion2.6)delayresolution,
which is too coarse-grainedto emulatethe backbonenet-
works for cluster-of-clusters.On theotherhand,if thenet-
work emulatordirectlyusesahardwaretimer in thesystem,



theinterruptcanbegeneratedvery high frequency andcan
delaytheactualpacketprocessing.

To overcometheselimitationsof thetimer basedmech-
anism,wesuggesttheon-demandpacketschedulingmech-
anism. In this mechanism,the packet schedulingroutine
is triggeredby either incomingpacket or schedulingdae-
mon.Thatis, whenever thereis a new packet arrivedat the
routernode,it triggersthepacketschedulingroutine,while
theuser-level schedulingdemoncontinuallytriesto invoke
thepacket schedulingroutineif thereareno packetswait-
ing to be processedin the protocolstacksand the system
is idle. It is to be notedthat theuser-level schedulingdae-
monhaslowerpriority thanthekernel-levelpacketprocess-
ing context. Thus,if packetsarrive at the routernodein a
burstymannertheschedulingroutinewill be invokedvery
frequentlyby thosepackets.On the otherhand,if packets
arriveintermittentlythentheuser-level daemonwill contin-
uouslytriggerthepacketscheduling.In thismanner, wecan
triggertheschedulingroutineasmuchaspossible(i.e., in a
�ne-grainedmode)without any effect on theactualpacket
processingof theprotocolstacks.In this mechanism,since
both newly arrived packetsand the user-level daemonin-
voke theschedulingroutine,which accessesthesamedata
structuresin theNemCnet�lter, weguaranteethatonly one
can accessthe data structuresat a time by locking. We
usethe time stampin the sk buff datastructureof the
Linux kernel to calculatethe total time durationspentby
thepacket in therouternode.

2.2. Low Overhead Emulation for High Band­
width Support

Another important characteristicof the backbonenet-
worksfor cluster-of-clustersis high bandwidth.To emulate
thehigh bandwidthnetworks,we needto addresstwo criti-
cal issues:i) delaycascadingandii) emulationoverhead.

If an emulatorholds a packet for a given time to add
a delaywithout yielding the CPU resource,this delaywill
be cascadedto the next packetsthat have beenalreadyar-
rivedat therouternode.For example,if anemulatoris im-
plementedasa high priority kernel-level processandpolls
thetimeroccupying theCPUresource,thedelaycanbecas-
cadedonsubsequentpackets.To avoid thisdelaycascading
problem,we placethepacketsthatneedto bedelayedinto
a queueandimmediatelyreturnthecontext to theoriginal
routine.The packetsqueuedare re-injectedby the packet
schedulingmechanismdescribedin Section2.1.

On the otherhand,higheremulationoverheadscanre-
duce the effective bandwidthbetweenthe clustersin the
experimentalsystems,which is a undesiredside effect.
Broadly, theemulatorcanbeimplementedat theuser-level
or the kernel-level. The user-level emulationrequirestwo
datacopiesbetweenuserandkernelbuffersfor eachpacket.
This copy operationis a well-known bottleneckof packet
processing.Hence,our network emulatoris designedat the
kernel-level to preventany additionaldatacopy.

2.3. PacketDrop and Out­of­Order PacketGener­
ation

Since the backbonenetworks for cluster-of-clusters
can use store-and-forward networks there can be packet
drops becauseof network congestion.To emulatesuch
case, we generatepacket drops based on the packet
dropratevalue,drop rate, givenby a NemCuserapplica-
tion.NemCchoosesapacketrandomlyfor everydrop rate
packets and simply drops this packet freeing all the re-
sourcesoccupiedby this packet.

Out-of-orderpacketscanoccurin cluster-of-clustersdue
to multi-pathandadaptive routing. To emulatesuchcase,
wegenerateout-of-orderpacketsusingagivenout-of-order
packet generationrate, ooo rate, and a delay for out-of-
orderpackets,ooodelay. Thesevaluesaresetby a NemC
userapplication.It is guaranteedthatthevalueof ooo delay
is always larger than that of net delay. NemC choosesa
packetrandomlyfor everyooo rate packetsanddelaysthis
packet as much as ooodelay. Sincethis packet hasbeen
delayedmorethanotherpacketsit becomesanout-of-order
packetif thepacketintervalbetweenthispacketandthenext
is smallerthanooodelay.

3. Experimental Evaluation of NemC

In this section,we describeour experimentalmethod-
ology. In Section3.1, we compareour network emulator,
NemC,with popularexisting network emulatorsandeval-
uatesthe bene�ts of NemC.In Section3.2, we outline the
overall usageof NemCanddemonstratethe main usesof
NemC.For all ourexperimentsweusedtwo clusterswhose
descriptionsareasfollows:

Cluster A: A clustersystemconsistingof 4 nodesbuilt
aroundSuperMicroSUPERP4DL6 motherboardswhich
include64-bit 133 MHz PCI-X interfaces.Eachnodehas
two Intel Xeon 2.4 GHz processorsand512 MB of main
memory. We usedtheRedHat9.0Linux distribution.

Cluster B: A cluster system consisting of 4 nodes
built around SuperMicro SUPER X5DL8-GG moth-
erboardswhich include 64-bit 133 MHz PCI-X inter-
faces.Each node has two Intel Xeon 3.0 GHz proces-
sorsand512MB of mainmemory. WeusedtheRedHat9.0
Linux distribution.

Thenodesareconnectedwith AmmassoGigabitEther-
netinterfacecards.Thesoftware(SDK) versionusedis 1.2-
ga2.Theseclusternodesareinternallyconnectedwith Net-
gearGS524TGigabitSwitches.As shown in Figure1 these
switchesareconnectedeachotherthroughtheworkstation-
basedrouter that is similar in con�guration to ClusterB
nodes'. This router node runs emulatorsto emulatethe
backbonenetworks.
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Figure 3. TCP Flow Anal ysis for (a) NemC and (b) NISTNet

3.1. Micr obenchmarks

In this section,we compareNemCwith existing emula-
torssuchasNISTNet[6] andNetEm[11]. We measurethe
latency andthebandwidthwith nttcp (version1.47)vary-
ing theemulatednetwork delay. Sincethe focusof thepa-
per is the �ne-grainednetwork delayemulation,we do not
includetheexperimentalresultsfor packetdropandout-of-
orderpacketcases.

Figure 2(a) shows the 512B messagelatency between
two nodesin different clusters,ClustersA and B, while
emulatingthe network delay using NemC,NISTNet, and
NetEm.Wevary thenetwork delayfrom 0� s to 1600� s.As
we canseein the �gure, NetEmshows almostconstantla-
tency regardlessof theexpectednetwork delay. Also this la-
tency is muchhigherthanthegivendelay. It is becausethe
packet schedulingof NetEmusesthe Linux systemtimer,
which hasmillisecondstimer resolution.Hence,it cannot
generatethe�ne-grainednetwork delay. Ontheotherhand,
NemCandNISTNetgeneratethenetwork delayvery close
to thegivendelayvalue.

To closelylook at NemCandNISTNet,we measurethe
512B messagelatency againwith �ner network delayval-
ues.Figure2(b) presentsthe results.We canobserve that
NISTNet shows interestinglythe almostsamelatency for
100� s and150� s delayvalues.We canobserve the same
trendwith 200� s,250� s,and300� s delayvalues.It is due
to thefactthatNISTNetusestheMC146818real-timeclock

for thepacketschedulingof which thetick resolutionis ap-
proximately122� s. Therefore,it cannotsupport�ner net-
work delay resolutionthan 122� s. On the other hand,as
we canseein the �gure, NemCis emulatingthegivende-
lay valuesvery accurately. The reasonwhy we seearound
200� s latency with 100� s network delayis becauseof the
default latency betweentwo nodes,whichis roughly100� s.

Table 1. Comparisons with Real Network La­
tenc y

Message Real EmulationError
Size Network (%)

(Bytes) (� s) NemC NISTNet NetEm
512 336.6 6.8 22.3 1088.4

16384 2206.5 3.3 30.3 225.4

In orderto seehow muchNemCcanemulateaccurately
the real network, we measurethe latency of a real intra-
building network andcompareit with theemulationresults.
Table1 shows the512Band16KB messagelatency of the
realnetwork andtheemulationerrorsof eachemulator. As
wecanseeNemCshowsvery few errorscomparedto other
emulators.

We alsomeasurethe512Bmessagebandwidthbetween
two nodesin different clusters.Similar to the latency re-
sults,wehaveobservedthatNetEmshowsalmostthesame
bandwidth no matter what delay value has been given.
Since NetEm addstoo much delay for small delay val-



uesthe bandwidthis alsovery low. More importantly, we
have observed that NemC can achieve higher bandwidth
(up to 37%) than NISTNet for small network delay val-
ues.To compareNemCandNISTNet in detail,we execute
tcpdump ontherouternode,in which theemulatoris run-
ning,andobserve thebehavior of eachemulatorwhile per-
forming the bandwidthtest.For this experiment,we have
setthenetworkdelayinto 250� s.Themessagesizeis 512B.
Figures3(a)and(b) presenta snapshotfor the �rst 2msof
NemCandNISTNet, respectively. The graphsshow when
eachpacket hasbeenarrived at the routernode(indicated
with emptycirclesin the�gures) andwhenit hasleft (plot-
tedwith �lled rectanglesin the�gures). With these�gures,
we canclearlyseehow long thepacketshave beendelayed
in the routernodeby the emulator. As we canobserve in
the �gure, NemC emulates250� s network delayvery ac-
curatelywhile NISTNet addsmorethan350� s, which ac-
countsfor 40%error. Thisexplainswhy weseebetterband-
width with NemCthanNISTNet.

3.2. CaseStudy: MPI Applications over Cluster­
of­Clusters

In thissection,weevaluateandanalyzetheperformance
of MPI applicationsover cluster-of-clustersusingour net-
work emulator, NemC.We choosethe following applica-
tionsasa representativesetfor evaluation:(i) NAS version
2.3 (ClassB) - EP, IS and MG and (ii) Gromacsversion
3.3 - d.villin. We have usedthe MPI library, MPICH Ver-
sion1.2.7p1[10].

Eachevaluationis divided into two parts:(i) Execution
on a singlecluster(representedby 4x1 in the graphs)and
(ii) executiononacluster-of-clusterswith varyingemulated
network delay (representedby the correspondingnetwork
delayin the graphs).Eachsingleclustercontains4 nodes.
Thecluster-of-clustersexperimentsutilize thenodesof both
theclusters.

Figure4(a) shows the performanceof EP, IS, andMG.
The single cluster execution of EP takes 82.5s.Further,
we noticethat theexecutiontimesof EPover a cluster-of-
clustersdonotdependlargelyonthenetwork delay. Perfor-
manceandexecutiontimeof applicationslikeEPcanhence
be improved immenselyby utilizing the nodesof cluster-
of-clusters.In addition,sincethenetwork delaydoesnotaf-
fecttheexecutiontimeof EPexecutedoncluster-of-clusters
signi�cantly, this applicationcanbene�t evenfrom cluster-
of-clustersformedby widely separatedclusterswith high
network delay. In the �gure, we alsoobserve that the net-
work delayshows a fair impacton the executiontimesof
IS andMG. The executiontimesof theseapplicationsex-
ecutedon singleclusters(50.3sand24.4srespectively) are
higher than the their executiontimeswith well-connected
cluster-of-clusters(about30.0sand 16.4srespectively for
network delayof 100� s).Thisshowsthattheseapplications
canperformup to 40%and33%fasterusingthecluster-of-
clusterssetup.Further, we noticethat the bene�t of using

cluster-of-clustersdiminisheswith increasingnetwork de-
lay. Hencetheseapplicationscanbene�t from runningon
multipleclustersfor network delaysup to someextent.

Performanceof Gromacs- d.villin shown in Figure4(b)
shows that the singleclusterexecutionof this application
performssigni�cantly betterthanits executionon cluster-
of-clusters(with all delays).It is to be noted that the y-
axisof thisgraphis Simulations/Day. Sincethisapplication
is highly communicationintensive, the executionon more
numberof nodesspreadover the high delaynetworks in-
creaseits communicationoverheadsheavily. Henceappli-
cationslike thesecanrarelybene�t from cluster-of-clusters
systems.

In aggregate,we have demonstratedthat our network
emulatorNemCcanaccuratelyanswerthefollowing ques-
tions:(i) Canagivenapplicationexecutefasteronacluster-
of-clusters?(ii) What is the maximumnetwork delay that
cansustainthisbene�t?and(iii) Whatis themeasureof the
extentof bene�t possible?The capabilityof NemCto em-
ulate�ne-graineddelayenablesus to evaluateandpredict
thesetrendsaccurately.

4. RelatedWork

Therehasbeena signi�cant researchon network em-
ulation. NISTNet [6] andNetEm[11] are the widely em-
ployednetwork emulatorsrunningonLinux systems.How-
ever, theseemulatorsarefocusingon how to emulategen-
eral WANs. Hence�ne-grained network delay resolution
was not an important factor to theseemulatorsas shown
in Section3.1. On the other hand, NemC has beende-
signedcarefullyto dealwith low delayandhighbandwidth
network characteristicsof cluster-of-clusters.For FreeBSD
basedsystems,Dummynet[14] and ModelNet [15] have
beensuggested.Again, theseemulatorstarget large scale
WANs ratherthancluster-of-clustersenvironment.

Therearealsowell designedGrid emulators.For exam-
ple,MicroGrid [13] providesavirtual Grid environmentfor
Grid applications.Netbed[16] providesintegratedaccessto
simulated,emulated,andwide-areanetwork testbeds.These
emulatorsare bene�cial to develop and evaluateapplica-
tionsover largescaleGrid environments.

We also have introduceda simple delay generatorfor
network emulationin oneof our previous works to evalu-
ateRDMA over IP [12]. This emulator, however, doesnot
considerall thedesignissuesdiscussedin thispaperandhas
only limited features.

5. Conclusionsand Future Work

In this paper, we suggesta novel designfor emulating
the backbonenetworks of cluster-of-clusters.The emula-
tor namedNemCcansupportthe �ne-grainednetwork de-
lay resolutionminimizing the additionaloverheads.To re-
�ect the low delay and high bandwidthcharacteristicsof
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thebackbonenetworks,we designanew packetscheduling
mechanismthat performson-demandscheduling.In addi-
tion to thenetwork delayemulation,currentNemCimple-
mentationcanemulatepacket lossesandout-of-orderpack-
ets.

The experimentalresultsclearly show that NemC can
emulatethe low delayandhigh bandwidthbackbonenet-
works more accuratelythan existing emulatorssuch as
NISTNet and NetEm. We also presentthe performance
evaluation resultsof MPI applicationssuch as NAS and
Gromacsover cluster-of-clustersenvironmentusingNemC
asacasestudy. Onthewhole,wedemonstratetheability of
NemCto accuratelyevaluatethepossiblebene�ts (or lack
thereof)for applicationsexecutingover cluster-of-clusters
environmentswith varyingnetwork characteristics.

As futurework,weplanto addmorefeaturessuchassta-
tistical generationof delay. In addition,we intendto eval-
uateNemCwith 10 GigabitEthernet[8] andits scalability.
Wetry to seehow muchthemulti-processorsystemcanim-
provethescalabilityandwhethertheLinux kernelneedsto
beoptimizedfurther for betterscalability. We planto eval-
uatetheapplicationsovera largersystemsize.We alsolike
to extendour targetemulationsystemto evenGrid environ-
ment.
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