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Abstract

A large numberof clustes are being usedin all dif-
ferentorganizationssud as univessities, laboratories, etc.
Theseclustes are, however, usuallyindependentromead
other evenin the sameorganizationor building. To pro-
vide a single image of sud clustes to uses and utilize
themin an integrated manney clusterof-clustes hasbeen
suggested.However, sincereseach groupsusually do not
havethe actual badkbonenetworksfor clusterof-clustes,
which can be recon gured with respectto delay padet
loss, etc. as neededjt is not feasibleto carry out practi-
cal reseach over realistic ervironments Accodingly, the
demandfor an efcient way to emulatethe badkbonenet-
works for clusterof-clustes is overreading. In this pa-
per, we suggesta novel designfor emulatingthe badkbone
networksof clusterof-clustes. TheemulatornamedNemC
cansupportthe ne-grainednetworkdelayresolutionmin-
imizing the additional overheadsTheexperimentalresults
showthat NemCcanemulatethelow delayandhigh band-
width badkbonenetworksmnore accuratelythanexistingem-
ulatorssuc asNISTNetandNetEmWe alsopresenta case
study showingthe performanceof MPI applicationsover
clusterof-clustes ervironmentusingNemcC.

Keywords: Network Emulator Clusterof-Clustes,
High-SpeedBadboneNetworksand MPI

1. Intr oduction

Clustersystemsare becomingmore popularfor a wide
rangeof applicationsowing to their cost-efectivenessA
large numberof suchclustersarebeingusedin all different
organizationssuchas universities,laboratoriesgtc. These
clustersare,however, usuallyindependenfrom eachother
evenin thesameorganizationj.e.,applicationge.g.,scien-
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ti ¢ parallelapplications)canrun only on a single cluster
andcannotutilize theidle resource®f otherclusters.Thus

it is highly desiredthatthe clusterdan the sameorganization
provide a singleimageto usersandare utilized in aninte-

gratedmannerTo caterto suchneedsresearchersave sug-

gestedClusterof-Clusterg[2, 17], which aimsto construct
a clustercombiningfew or mary clusterswith high-speed
backbonenetworks. Thoughthis term canbe alsoreferred
as Grid, in this paper we considerit asa clusterof clus-

tersthatis geographicallydistributedin a small area (i.e.,

the samecampusor building), which is moretightly cou-

pledsystemthanGrid. Thiscomputingenvironmentwill be

bene cialto the organizationghatwantto fully utilize their

clustersproviding a singleimagewithout exposingthe sys-

temto theoutside.

The clusterof-clusters ervironment posesseveral re-
searctthallengesncluding performancegompatibility, se-
curity, authenticationgtc.However, beforeaddressinguch
researchchallengespne of the foremostcritical issuesis
how to constructthe experimentalernvironmentof cluster
of-clusters.Sinceresearchgroupsusually do not have the
actualbackbonenetworksfor clusterof-clusterswhich can
be recon guredwith respectto delay paclet loss, etc. as
neededjt is hardto carry out practical researchover re-
alistic ernvironments. Accordingly, the demandfor an ef -
cientway to emulatethe backbonenetworksfor clusterof-
clustersis overreachingApproachesnvolving simulations
andmodelingarewidely accepted?, 3, 5]; however, these
approachegave the limitations thatthey cannotrun actual
software (i.e., applications,middlewvare, and systemsoft-
ware).Onthe otherhand,if we canemulateonly the back-
bonenetworks runningactualclusters,it will provide very
closeernvironmentsto the real-world systemsout alsogive
e xibility to changehesystenparameterssuchasnetwork
delay pacletloss,etc.For theemulation,aworkstationcan
be con gured asa routerwith multiple Network Interface
Cards(NICs), of which eachis connectedo a cluster By
running a network emulationsoftware that generatesarti-
cial network delay paclet loss, etc. on the workstation-
basedrouter we can emulatethe backbonenetworks for
clusterof-clusterswhile running actual software over the



clustersn atransparentnanner

Thoughtherearesereral existing network emulatord6,
11, 14, 15], they arefocusingonlargescaleWide AreaNet-
works (WANSs) suchas Internet.However, thereare mary
prominently different characteristichetweensuch WANs
andthe backbonenetworks for clusterof-clusters.For ex-
ample,the backbonenetworks usually have a muchlower
delaythantypical WAN ernvironmentghoughthebackbone
networkshave ahigherdelaythantheintra-clustel.AN en-
vironments.The emulatorsthat canemulatea millisecond
network delayresolutionmay not beenoughto emulatethe
high-speedackbonenetworks. In addition, the bandwidth
provided by the backbonenetworks for clusterof-clusters
is higherthanthe WAN case Hencetheemulatorshouldbe
ableto emulatehigherbandwidthnetworks.

In this paper we suggesta novel designfor emulating
the backbonenetworks of clusterof-clusters.The emulator
namedNemC (Network Emulatorfor Clusterof-Clusters)
cansupportthe ne-grainednetwork delayresolutionmin-
imizing the additionaloverheadsWe designa new paclet
schedulingmechanisnthat performson-demandschedul-
ing, which is independenbn ary systemtimers. Also we
minimize the additional overheadby designingit at the
kernel-level to emulatehigh bandwidthnetworks. In addi-
tion to the network delay emulation,currentimplementa-
tion of NemC canemulatepaclet lossesand out-of-order
paclets.To the bestof our knowledge,no researchasfo-
cusedon the network emulationfor clusterof-clusterervi-
ronmentsaandNemCis the rst emulatorto addresshis.

The experimentalresultsshov that NemC can emulate
thelow delayandhigh bandwidthbackbonenetworksmore
accuratehthanexistingemulatorsuchasNISTNet[6] and
NetEm [11]. We also presentthe performanceavaluation
resultsof MPI [9] applicationssuchasNAS [1] and Gro-
macs[4] over clusterof-clusterservironmentusingNemC
asacasestudy

Restof this paperis organizedasfollows: Section2 sug-
gestsanew network emulatorfor clusterof-clustersandde-
tailsits design.Theexperimentakvaluationof theemulator
andexampleof its useare presentedn Section3. There-
latedwork is discussedh Sectiord. Finally, this papercon-
cludesin Sectionb.

2. Designand Implementation of NemC

In this section,we detail the designand implementa-
tion of our network emulatorfor clusterof-clustersnamed
NemC. NemC is implementedusing the netffilter
hooks provided by Linux, which can be dynamicallyin-
sertedo thekernel'schainof pacletprocessingA run-time
loadablekernelmodulewhich runson Linux-basedouters
is usedto performall operationslts designdoesnot re-
quire ary kernel modi cations. The currentimplementa-
tion caninsertnetwork delaywith ne-grainedresolution,
pacletdrops,andout-of-ordemaclets.

Figure 1 shows the overall designof NemC.As shavn
in the gure, NemCconsistof four components(i) NemC
net lter, (ii) NemC schedulingdemon,(iii) NemC kernel
moduleand (iv) NemCuserapplications.The NemC net-

Iter interceptsthe paclets arrived at the router node af-
ter the IP routing decision.Basedon the parametersetby
the userapplicationsthe NemCnet Iter candrop paclets,
generateut-of-orderpaclets,or introducenetwork delays.
Theseparametersanbecontrolledatrun-timeby usingthe
NemCuserapplicationsTheNemCschedulinglaemoris a
userlevel processwhichrequestshenet lter to searctthe
pacletsthathasbeensufciently delayedandreinjectthem
into the network. The kernelmoduletakescareof insertion
of the net Iter in the initialization phasebut also provides
accesgo theinternaldatastructuresand parametersf the
NemCnet lter to the schedulingdaemonandthe userap-
plications.
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Figure 1. Overall Design of NemC

2.1. Packet Scheduling for Fine-Grained Delay
Resolution

The backbonenetworksfor clusterof-clustershave low
network delay comparedto generalWANs suchas Inter
net. To emulatesuch networks, the emulatoris required
to support ne-grained delayresolution.The delayresolu-
tion of a network emulatoris mainly decidedby the trig-
gering mechanisnof paclet scheduling.The paclets de-
layed more than the given time, net_delay, at the router
nodearereinjectednto the network by the paclet schedul-
ing routine.Themostwidely usedmechanisnto triggerthe
pacletschedulings to invoketheschedulingoutinefor ev-
erytimerinterrupt. This mechanisnis simpleto designand
implement;however, sinceit dependwon the systemtimer
resolution,it may not be ableto support ne-grained de-
lay resolution.For example,if the network emulatoruses
Linux timer thenit cansupportonly 10ms(with kernelver
sion2.4) or Ims(with kernelversion2.6) delayresolution,
which is too coarse-grainedo emulatethe backbonenet-
worksfor clusterof-clusters.On the otherhand,if the net-
work emulatordirectly usesa hardwaretimerin thesystem,



theinterruptcanbe generatedrery high frequeng andcan
delaytheactualpaclet processing.

To overcometheselimitations of thetimer basedmech-
anism,we suggesthe on-demangaclet schedulingnech-
anism. In this mechanismthe paclet schedulingroutine
is triggeredby eitherincoming paclet or schedulingdae-
mon. Thatis, wheneer thereis anew paclet arrivedat the
routernode,it triggersthe paclet schedulingoutine,while
the userlevel schedulingdemoncontinuallytriesto invoke
the paclket schedulingroutineif thereare no pacletswait-
ing to be processedn the protocol stacksand the system
is idle. It is to be notedthat the userlevel schedulingdae-
monhaslower priority thanthekernel-lesel pacletprocess-
ing context. Thus,if pacletsarrive at the routernodein a
bursty mannerthe schedulingroutinewill beinvokedvery
frequentlyby thosepaclets.On the otherhand,if paclets
arrive intermittentlythentheuserlevel daemorwill contin-
uouslytriggerthepacletschedulingln thismanneywe can
triggerthe schedulingoutineasmuchaspossible(i.e.,in a

ne-grained mode)without ary effect on the actualpaclet
processin@f the protocolstacksIn this mechanismsince
both newly arrived paclets and the userlevel daemonin-

voke the schedulingroutine,which accessethe samedata
structuresn theNemCnet Iter, we guarante¢hatonly one
can accessthe data structuresat a time by locking. We
usethe time stampin the sk _buff datastructureof the
Linux kernelto calculatethe total time durationspentby

thepacletin therouternode.

2.2. Low Overhead Emulation for High Band-
width Support

Another important characteristicof the backbonenet-
worksfor clusterof-clusterds high bandwidth.To emulate
the high bandwidthnetworks, we needto addresgwo criti-
calissuesi) delaycascading@ndii) emulationoverhead.

If an emulatorholds a paclet for a given time to add
a delaywithout yielding the CPU resourcethis delaywill
be cascadedo the next pacletsthat have beenalreadyar
rivedattherouternode.For example,if anemulatoris im-
plementedasa high priority kernel-level processand polls
thetimeroccupying the CPUresourcethedelaycanbecas-
cadedon subsequenaclets.To avoid this delaycascading
problem,we placethe pacletsthatneedto be delayedinto
a queueandimmediatelyreturnthe context to the original
routine. The paclets queuedare re-injectedby the paclet
schedulingmechanisndescribedn Section2.1.

On the other hand,higheremulationoverheadsanre-
ducethe effective bandwidthbetweenthe clustersin the
experimental systems,which is a undesiredside effect.
Broadly, the emulatorcanbe implementedat the userlevel
or the kernel-level. The userlevel emulationrequirestwo
datacopieshetweeruserandkernelbuffersfor eachpaclet.
This copy operationis a well-known bottleneckof paclet
processingHence our network emulatoris designechtthe
kernel-level to preventary additionaldatacopy.

2.3. PacketDrop and Out-of-Order Packet Gener
ation

Since the backbone networks for clusterof-clusters
can use store-and-fonard networks there can be paclet
drops becauseof network congestion.To emulate such
case, we generatepaclet drops based on the paclet
dropratevalue,drop.r ate, givenby a NemCuserapplica-
tion. NemCchooses paclketrandomlyfor everydrop.r ate
paclets and simply drops this paclet freeing all the re-
sourcesccupiedy this paclet.

Out-of-ordempacletscanoccurin clusterof-clustersdue
to multi-path and adaptve routing. To emulatesuchcase,
we generateut-of-ordepacletsusinga givenout-of-order
paclet generationrate, ooarate, and a delay for out-of-
orderpaclets,ooadelay. Thesevaluesaresetby a NemC
userapplicationlt is guaranteethatthevalueof ooadelay
is always larger thanthat of net_delay. NemC choosesa
pacletrandomlyfor every ooar ate pacletsanddelaysthis
paclet as much asooadelay. Sincethis packet hasbeen
delayedmorethanotherpacletsit becomesnout-of-order
pacletif thepacletinterval betweenthispacletandthenext
is smallerthanooadelay.

3. Experimental Evaluation of NemC

In this section,we describeour experimentalmethod-
ology. In Section3.1, we compareour network emulator
NemC,with popularexisting network emulatorsand eval-
uatesthe bene ts of NemC.In Section3.2, we outline the
overall usageof NemC and demonstratehe main usesof
NemC.For all our experimentsve usedtwo clustersvhose
descriptionsareasfollows:

Cluster A: A clustersystemconsistingof 4 nodesbuilt
around SuperMicro SUPER P4DL6 motherboardsvhich
include 64-bit 133 MHz PCI-X interfaces.Eachnodehas
two Intel Xeon 2.4 GHz processorand 512 MB of main
memory We usedthe RedHat9.0 Linux distribution.

Cluster B: A cluster system consistingof 4 nodes
built around SuperMicro SUPER X5DL8-GG moth-
erboardswhich include 64-bit 133 MHz PCI-X inter
faces.Each node has two Intel Xeon 3.0 GHz proces-
sorsand512MB of mainmemory We usedthe RedHat9.0
Linux distribution.

The nodesareconnectedvith AmmassoGigabit Ether
netinterfacecards.Thesoftware(SDK) versionusedis 1.2-
ga2.Theseclusternodesareinternally connectedvith Net-
gearGS524TGigabitSwitches As shavn in Figurel these
switchesareconnecteaachotherthroughthe workstation-
basedrouter that is similar in con guration to ClusterB
nodes'. This router node runs emulatorsto emulatethe
backbonenetworks.
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Figure 3. TCP Flow Analysis for (a) NemC and (b) NISTNet

3.1. Micr obenchmarks

In this section we compareNemCwith existing emula-
torssuchasNISTNet[6] andNetEm[11]. We measurd¢he
latengy andthe bandwidthwith nttcp  (versionl.47)vary-
ing the emulatedhetwork delay Sincethe focusof the pa-
peris the ne-grainednetwork delayemulation,we do not
includetheexperimentaresultsfor packetdropandout-of-
orderpacletcases.

Figure 2(a) shavs the 512B messagdateny between
two nodesin different clusters,ClustersA and B, while
emulatingthe network delay using NemC, NISTNet, and
NetEm.We vary thenetwork delayfrom 0 sto 1600 s.As
we canseein the gure, NetEmshavs almostconstanta-
teng regardlesof theexpectedhetwork delay Also thisla-
teng/ is muchhigherthanthe givendelay It is becaus¢he
paclet schedulingof NetEmusesthe Linux systemtimer,
which hasmillisecondstimer resolution.Hence,it cannot
generatehe ne-grainednetwork delay Onthe otherhand,
NemCandNISTNetgeneratehe network delayvery close
to thegivendelayvalue.

To closelylook at NemCandNISTNet, we measurghe
512B messagédateny againwith ner network delayval-
ues.Figure 2(b) presentghe results.We canobsene that
NISTNet shows interestinglythe almostsamelateng for
100 sand 150 s delayvalues.We canobsenre the same
trendwith 200 s,250 s,and300 sdelayvalues.t is due
tothefactthatNISTNetusegsheMC146818eal-timeclock

for the paclet schedulingof which thetick resolutionis ap-
proximately122 s. Therefore,it cannotsupport ner net-
work delay resolutionthan 122 s. On the otherhand,as
we canseein the gure, NemCis emulatingthe givende-
lay valuesvery accurately The reasorwhy we seearound
200 slateng with 100 s network delayis becausef the
defaultlatengy betweerntwo nodeswhichis roughly100 s.

Table 1. Comparisons with Real Network La-
tency

Message| Real EmulationError
Size Network (%)
(Bytes) (s) NemC | NISTNet | NetEm
512 336.6 6.8 22.3 1088.4
16384 | 2206.5 3.3 30.3 225.4

In orderto seehow muchNemCcanemulateaccurately
the real network, we measurethe lateng of a real intra-
building network andcomparet with theemulationresults.
Table1 shavs the 512B and 16KB messagédateng of the
realnetwork andthe emulationerrorsof eachemulator As
we canseeNemCshaws very few errorscomparedo other
emulators.

We alsomeasurehe 512B messagdandwidthbetween
two nodesin differentclusters.Similar to the lateng re-
sults,we have obsenedthatNetEmshowvs almostthe same
bandwidth no matter what delay value has been given.
Since NetEm addstoo much delay for small delay val-



uesthe bandwidthis alsovery low. More importantly we
have obsened that NemC can achieve higher bandwidth
(up to 37%) than NISTNet for small network delay val-

ues.To compareNemCandNISTNetin detail, we execute
tcpdump ontherouternode,in which theemulatoris run-
ning, andobsene the behaior of eachemulatorwhile per

forming the bandwidthtest. For this experiment,we have
setthenetwork delayinto 250 s.Themessagsizeis 512B.
Figures3(a) and(b) presenta snapshofor the rst 2msof

NemCandNISTNet, respectiely. The graphsshav when
eachpaclet hasbeenarrived at the routernode(indicated
with emptycirclesin the gures) andwhenit hasleft (plot-

tedwith lled rectanglesn the gures). With thesegures,

we canclearly seehow long the pacletshave beendelayed
in the router nodeby the emulator As we canobsenre in

the gure, NemC emulates250 s network delayvery ac-
curatelywhile NISTNetaddsmorethan350 s, which ac-
countsfor 40%error. This explainswhy we seebetterband-
width with NemCthanNISTNet.

3.2. CaseStudy: MPI Applications over Cluster-
of-Clusters

In this sectionwe evaluateandanalyzethe performance
of MPI applicationsover clusterof-clustersusing our net-
work emulator NemC. We choosethe following applica-
tionsasarepresentatie setfor evaluation:(i) NAS version
2.3 (ClassB) - ER IS and MG and (ii) Gromacsversion
3.3 - d.villin. We have usedthe MPI library, MPICH Ver
sion1.2.7p1[10Q].

Eachevaluationis divided into two parts:(i) Execution
on a single cluster(representedby 4x1 in the graphs)and
(i) executiononaclusterof-clusterswith varyingemulated
network delay (representedby the correspondingnetwork
delayin the graphs).Eachsingleclustercontains4 nodes.
Theclusterof-clustersexperimentaitilize thenodesof both
theclusters.

Figure 4(a) shaws the performanceof EP, IS, andMG.
The single cluster execution of EP takes 82.5s. Further
we noticethat the executiontimesof EP over a clusterof-
clustersdo notdependargely onthenetwork delay Perfor
manceandexecutiontime of applicationdike EPcanhence
be improved immenselyby utilizing the nodesof cluster
of-clustersln addition,sincethenetwork delaydoesnot af-
fecttheexecutiontime of EPexecuten clusterof-clusters
signi cantly, this applicationcanbene t evenfrom cluster
of-clustersformed by widely separatedatlusterswith high
network delay In the gure, we alsoobsene that the net-
work delay shaws a fair impacton the executiontimes of
IS andMG. The executiontimes of theseapplicationsex-
ecutedon singleclusters(50.3sand 24.4srespectiely) are
higherthanthe their executiontimeswith well-connected
clusterof-clusters(about30.0sand 16.4srespectiely for
network delayof 100 s).Thisshavsthattheseapplications
canperformup to 40%and33%fasterusingthe clusterof-
clusterssetup.Further we noticethat the bene t of using

clusterof-clustersdiminisheswith increasingnetwork de-
lay. Hencetheseapplicationscanbene t from runningon
multiple clustersfor network delaysup to someextent.

Performancef Gromacs d.villin shovn in Figure4(b)
shaws that the single clusterexecutionof this application
performssigni cantly betterthanits executionon cluster
of-clusters(with all delays).It is to be notedthat the y-
axisof thisgraphis Simulations/DaySincethis application
is highly communicatiorintensive, the executionon more
numberof nodesspreadover the high delay networks in-
creasdts communicatioroverheadsheavily. Henceappli-
cationslike thesecanrarelybene t from clusterof-clusters
systems.

In aggreyate,we have demonstratedhat our network
emulatorNemC canaccuratelyanswerthe following ques-
tions: (i) Canagivenapplicationexecutefasteronacluster
of-clusters¥ii) Whatis the maximumnetwork delay that
cansustairthis bene t?and(iii) Whatis themeasuref the
extentof bene t possible?The capabilityof NemCto em-
ulate ne-grained delayenableausto evaluateand predict
thesetrendsaccurately

4. RelatedWork

Therehasbeena signi cant researchon network em-
ulation. NISTNet [6] and NetEm[11] arethe widely em-
ployednetwork emulatorgunningon Linux systemsHow-
ever, theseemulatorsarefocusingon how to emulategen-
eral WANs. Hence ne-grained network delay resolution
was not an importantfactor to theseemulatorsas shavn
in Section3.1. On the other hand, NemC has beende-
signedcarefullyto dealwith low delayandhigh bandwidth
network characteristicef clusterof-clusters.For FreeBSD
basedsystemsDummynet[14] and ModelNet[15] have
beensuggestedAgain, theseemulatorstarget large scale
WANSss ratherthanclusterof-clusterservironment.

Therearealsowell designedGrid emulatorsFor exam-
ple, MicroGrid [13] providesavirtual Grid ervironmentfor
Grid applicationsNetbed16] providesintegratedaccess$o
simulatedemulatedandwide-areanetwork testbedsThese
emulatorsare bene cial to develop and evaluateapplica-
tionsoverlarge scaleGrid ervironments.

We also have introduceda simple delay generatorfor
network emulationin one of our previous works to evalu-
ateRDMA over IP [12]. This emulator however, doesnot
considerll thedesignissuegliscussedh thispaperandhas
only limited features.

5. Conclusionsand Futur e Work

In this paper we suggesta novel designfor emulating
the backbonenetworks of clusterof-clusters.The emula-
tor namedNemC cansupportthe ne-grained network de-
lay resolutionminimizing the additionaloverheadsTo re-
ect the low delay and high bandwidthcharacteristicof
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thebackbonenetworks,we designa new paclket scheduling
mechanisnthat performson-demandschedulingIn addi-
tion to the network delayemulation,currentNemCimple-
mentationcanemulatepacletlossesandout-of-orderpack-
ets.

The experimentalresultsclearly shov that NemC can
emulatethe low delay and high bandwidthbackbonenet-
works more accuratelythan existing emulatorssuch as
NISTNet and NetEm. We also presentthe performance
evaluationresultsof MPI applicationssuch as NAS and
Gromacsover clusterof-clusterservironmentusingNemcC
asacasestudy Onthewhole,we demonstrat¢éhe ability of
NemCto accuratelyevaluatethe possiblebene ts (or lack
thereof)for applicationsexecutingover clusterof-clusters
ervironmentswith varyingnetwork characteristics.

As futurework, we planto addmorefeaturesuchassta-
tistical generatiorof delay In addition,we intendto eval-
uateNemCwith 10 GigabitEthernef8] andits scalability
We try to seehow muchthe multi-processosystencanim-
prove the scalabilityandwhetherthe Linux kernelneedgo
be optimizedfurtherfor betterscalability We planto eval-
uatetheapplicationover alargersystensize.We alsolike
to extendourtargetemulationsystenmto evenGrid erviron-
ment.
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