Installing truecrypt on Ubuntu
To protect data on Linux laptops we will be using truecrypt on the /home partition.  This document was written assuming that the system has the csecs staff account with root permissions already added as part of the MCSS compliance.
1. Backup the “/home” directory of the system preserving file permissions for all user accounts. First cd to “/home” and then “sudo cp –pr * /<backup location>”
2. Precompiled deb files are available at: http://www.truecrypt.org/downloads.php 
3.  Download and install the package. 
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4. Review the amount of space needed for “/home”, assume room to grow over the current size of the directory.

5. Depending on the amount of free space on the system the next steps in the sequence can be handled differently.

a.  If you have enough free disk space to create a new file the size you identified in step 4 without first removing the contents of “/home” begin the truecrypt process by running:  “sudo truecrypt”.
b. If your drive does not have enough available space to hold “/home” and a file that is the size of /home + the size you expect it to grow, then at this time you will need to remove the contents of the “/home” directory.  NOTE: Once the contents have been removed your session will have limited functionality, as will your next login if the system is rebooted prior to completion of the encryption process.  To remove the contents “cd /home” and run the following “Sudo rm –rf  *” Once that finishes start the truecrypt process with “sudo truecrypt” The previous command should have launched the following GUI. 
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6. Since no encrypted volumes exist you will want to create a New Volume by selecting the “Create Volume” button on the middle left, which launches the creation wizard.

7. You want to create a standard volume, which is the default, so choose “Next”.
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8. Now you need to identify where to put the encrypted volume, enter “/encrypt” as the path
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9. To create the volume you will now need to specify the size that you choose on in step 4, it will only allow you to use what space you have available. Once you enter the amount click “Next”
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10. We are using the default AES Encryption and Hash Algorithim, so click “Next”.
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11. Choose a password for the encrypted Volume. Once entered choose “Next”   NOTE:  This password will need to be known to all users of this system, and is not something that can be reset if forgotten.  If the password is forgotten then all data contained in the volume will be lost. 
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12.  Since the GUI only has the options of “FAT” or “None”, choose “None” and we will format the volume later as ext3. Once “None” is selected click “Next” 
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13. To get a random key, move the mouse around within the window before clicking “Format”
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14. Once the Formatting has completed click “Ok” then you can Exit the wizard.
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15. Now before the volume can be used we will need to mount the file system and format it. We can do this we will be using the GUI to mount the Volume, select the first drive and enter “/encrypt” as shown
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16. We need to mount this volume, so click “Mount”
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17. Due to wanting to mount this volume as a device, and not a directory so that we can format it, choose “Options”  
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18. Check the “Do not Mount” checkbox
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19. Enter the volume password and click “Ok”, once the following screen appears then the volume has been mounted.
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20. To format the volume as ext3 the following command needs to be run: “sudo mkfs.ext3 /dev/loop0” (Slot 1 is loop0, Slot2 is loop2 and so on) 
21. Once finished click the “Dismount” button in the truecrypt gui
22. To allow key recovery we need to backup the header file for the unmounted volume.  To do this Click “Volume Tools” and choose “Backup Volume Header” 
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23. Select “Yes” that you want to create a backup for the “/encrypt” 
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24. Save the header information as <systemname>-headerdata.bin in the csecs user’s directory.
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25. Once the header file has been backed up the following message will appear. 
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26. Once you click “Ok” on the above screen, you will need to copy the backup headerfile to the truecrypt  key recovery  repository.
27. To mount this volume as “/home” we will now need to remove all the contents of that directory by doing the following: “cd /home” and run the following “Sudo rm –rf  *”
28. Once the “/home” directory is empty we can use it as a mount point for “/encrypt”.
29. In the truecrypt GUI select the first Slot, and enter “/encrypt” as the volume to mount and click the “Mount” button.

30. We now need to adjust the mount point for the volume, click “Options” and add “/home” as shown 
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31. Enter the volume password, and click “Ok”
32. If everything has worked correctly when you run “ls /home” the directory “lost&found” should now be added.
33. Copy the backup of “/home” back to “/home” with the correct permissions “sudo cp –pr * /home” and verify with an “ls –l /home“ that files are still owned by the correct user.
34. To allow users to login, and use their home directories we need to add a line to “/etc/gdm/Init/Default” On the second line insert  “zenity --hide-text | truecrypt /encrypt /home” the first 3 lines of the file should now look like:

#!/bin/sh

zenity --hide-text | truecrypt /encrypt /home
# Stolen from the debian kdm setup, aren't I sneaky

35.  Reboot
36. On boot enter the volume password in the prompt, and then continue the login process as normal when prompted for username and password.
37. When handing over the laptop to the user boot it up and when prompted for the truecrypt password press, “Ctrl +Alt +F1” to access a console.  Login with csecs and run “sudo truecrypt –C” to allow the user to change the truecrypt passphrase.  Note: The volume cannot be mounted while changing the passphrase.
38. Logout of the console.

39. Return to the X prompt and have the user enter their truecrypt passphrase and login normally.  If successful then the encryption process is completed. 
