How to restore Truecrypt header files
By following the following steps if someone has a corrupt header file, or forgets their password we can recover the volume if we configured the laptop.

The recovery needs the truecrypt GUI, since the encrypted volume is mounted as “/home” we need to take the following steps to have the ability to start the interface. 

1. Locate the correct header file for the system, when we created the encrypted volume we backed up the header file that was created using our default truecrypt password in a file named in the format <systemname>-header.bin.

2. Once located we will need to get the file on the system, this can be done via SCP but for ease of use, and since user home directories will not be available it should be placed in “/”.

3. We need to login on a console or via ssh and run “sudo mkdir /home/csecs”

4. We need to adjust the ownership “chown csecs:csecs /home/csecs”

5. Return to the X login prompt for the system, and choose “Cancel” on the truecrypt prompt, then continue to login normally as csecs.

6. Run “sudo truecrypt” to begin the GUI

7. Enter “/encrypt” and choose “Volume Tools -> Restore Volume Header”
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8. Locate the <systemname>-header.bin” file, and choose “Open”[image: image2.jpg]Name ~ | Modified
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9. Choose “Standard Volume” then click “Ok” [image: image3.jpg]TrueCrypt (=]
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10. If the header file was correctly replaced then you should see the following message. [image: image4.jpg]@ The volume header has been successfully restored.
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11. Close truecrypt and log out of the X session.

12. Switch to the system console, and login.

13. We now need to remove the temp “/home/csecs” directory, so “cd ..” and “rm –rf /csecs”

14. Logout

15. Return to the X session and enter the default truecrypt passphrase, and continue to login normally. 

16. Contact the user and schedule a time for them to pickup the laptop.  

17. Boot the laptop, and switch to the console and run “sudo truecrypt –C” to allow the user to change the passphrase for the encrypted volume.

18. Logout
19. Return to the X session and truecrypt prompt having the user enter the new password complete the login process to verify that the volume is being mounted correctly.

