Solutions

794Q Homework 1

Winter 2009

1. Letm,:=(m,m) and m, :=(m,m’), where m =m".
Then ¢, :=(c,c) and ¢, :=(c,c'), where ¢ = E, (m) and ¢’ = E, (m’).
Given a challenge text C, the adversary can tell whether it is the cncryption of m, or
m, by checking whether the two halves of C are equal or not.

2. For every adverdsary A and every two messages m,,m, € {0,1} with m, = m,.
Pr[ A(my,my, E, (M) =1: Kk «, K]
> Pr[k]-Pr[ A(mg,m,, E, (m,)) =1]

keK
Pr[O]-Pr[A(mO,ml,Eo(mo))=1:| + Pr[l]-Pr[A(mo,ml,El(mO))zlj

1 1
E.Pr[A(mo,ml,mOe‘ao)=1] + E—Pr[A(mo,ml,moe‘a1)=1]

= %-Pr[A(mO,ml,O):lj + %-Pr[A(mo,ml,l):lj
The last equality holds because these two sets are equal: {m, ®0, m,®1}={0, 1}.
Similarly,
Prl A(my,my, E,(m))=1: k<, K]
= %-Pr[A(mO,ml,O):lj + %-Pr[A(mo,ml,l):lJ
So, Pr[ A(m,,m;, E,(my)) =1: k «, K]=Pr[ A(m;,m,E,(m))=1: k<, K],
and by definition the scheme is absolutely ciphertext-indistinguishable.



3. A ={00"andB, ={se{0,}": s>2°}U{1"}. LetC =A -B,. Thus,A =B UC,.
Note: for sufficiently large n (say n>100), |A|=2", |B,|=2"-2'"-1 |[C |=2""+1.
Let D be any polynomial-time distinguisher. For n > 100,

P(n)= Pr{D(s)=1: s« , A |
= > Pr[s]-Pr[D(s)=1]
seA,
= > = ! -Pr[D(s)=1]
s A
|A1| Lseznpr[D =1]+ S;nPr[D 1]j

P,(n)= Pr[D(s)=1: s<«,B,]

= > Pr[s]-Pr[D(s)=1]

seB,

i-Pr[D(s):l]

seB,

P.(n) = P,(n)|= (ﬁ—“;[J D Pr[D(s)=1] + ﬁ > Pr[D(s)=1]
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, Which is negligible.



4. A ={0,1}" and B, =0[{0,13"".
Let distinguisher D work as follows:
0 ifthe first bitofsisO
D(s) = .
1 otherwise
D is obviously polynomial-time.
Pr[D(s) =1: s«, A | = >
Pr[D(s)=1: s«, B,]=0.

Pr[D(s) =1: s <, A|]-Pr[D(s) =1: s «, B,]

:%, not negligible.

5. T[0]=0and T[i]=(@—-i) mod 256 for 1<i < 255.



