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Abstract—Many MPI libraries have suffered from software It is challenging and time-consuming for library develaper
bugs, which severely impact the productivity of a large numier of  to detect and locate software bugs in MPI libraries [5]. To
users. This paper presents a new method called FlowCheckeorf locate such a bug that occurs at users’ sites, library dpeeto

detecting communication-related bugs in MPI libraries. The main dt d the b t thei it This task i
idea is to extract program intentions of message passing (MP need to reproduce the bug at their own Sites. IS task 1s

intentions), and to check whether these MP-intentions aredifilled ~ formidable due to platform differences (e.g., architeesuand
correctly by the underlying MPI libraries, i.e., whether messages system scales) between users’ and developers’ sites. Often
are Qelivered correctly from specified sources to specifiedgd;— certain bugs 0n|y occur on |arge-5ca|e systems []__‘]_] Maeov
tinations. If not, FlowChecker reports the bugs and provides some MPI library bugs can only be triggered by real-world

diagnostic information. L .
We have built a FlowChecker prototype on Linux and eval- MPI applications. As a result, users need to share their MPI

uated it with five real-world bug cases in three widely-used applications. If the applications are proprigtary, usessally _
MPI libraries, including Open MPI, MPICH2, and MVAPICH2. have to generate a small test program to trigger the bughwhic
Our experimental results show that FlowChecker effectivel could be a time-consuming process. Therefitrig,imperative

detects all five evaluated bug cases and provides useful dieGstic 1 gevise low-overhead mechanisms for detecting MP! liprar
information. Additionally, our experiments with HPL and NP B bugs during production runs

show that FlowChecker incurs low runtime overhead (0.9-9.%
on three MPI libraries). Much research has been conducted to detect software

bugs in HPC systems at run time. Among previous studies,
. INTRODUCTION many [21], [31], [33], [35], [54] focus on MPI applica-

tions. For example, Umpire [54] checks MPI function calls

at run time against certain rules such as “all members of

The Message Passing Interface (MPI) [2] is being widelyne process group must execute collective operations over
used to develop parallel programs on computing systemiee same communicator in the same order”. Similarly, Intel
such as clusters. This is evidenced by a plethora of MRlessage Checker [21] traces MPI calls during execution and
applications across many disciplines and activities, sagh detects incorrect usage of MPI functions based on the traced
astronomy, bioinformatics, weather forecasting, and fitn events. These approaches are effective in detecting bugs in
modeling [6]. As clusters continue to be a major component dMPI applications. However, they cannot handle bugs in MPI
High Performance Computing (HPC) environments [1], MAIbrary implementations since they assume the underlyiiy M
is becoming increasingly prevalent. libraries are correct.

Despite the success of MPI, many MPI library implementa- In recent years, researchers have explored temporal or
tions [3], [4], [27], [51] have suffered from software bugddo spatial similarity exhibited in HPC systems for bug detaati
referred to as software defects). For example, more thaf 2q@8], [39]. The basic idea is to extract program runtime niwa
bug tickets have been created for various versions of Opants [23], [29] within one process or across multiple preess
MPI [27] since 2006. Similarly, about 700 bug tickets havand to identify abnormal process behaviors for detecting
been reported for MPICH2 [3] since August 2008. The bugftware bugs. Examples of such program invariants include
in MPI libraries severely impact the productivity of a largalistribution of function execution time [39] and distribar
number of users (users in this paper refer to MPI applicatiaf data movement chains [28]. While these statistics-based
developers). For example, these bugs have caused progegproaches may detect software bugs in MPI libraries, they
crashes, hangs, or generation of incorrect results thaiftee cannot identify software bugs that occur in normal scesario
hard to notice. Moreover, before reporting these bugs taib or bugs that only happen within a small number of processes.
developers, users may have already spent days or week$-umthermore, these methods may generate many false @ssitiv
vain trying to locate the root causes of the bugs in their owor false negatives due to the difficulty of setting thresbdtul
applications. differentiate anomalies from invariants.

A. Motivation
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B. Our Approach .

In this paper we present FlowChecker, a low-overhead
method for detecting communication-related bugs in MPI
libraries. A communication-related bug in this paper refer
to the bug that causes all or part of user messages not to
be delivered from the sources to the destinations as spkcifie
by the MPI application. The main idea of FlowChecker is to
extract program intentions of message passWiB-{ntention3
and to check whether thmessage flowshat occur in the
underlying MPI libraries correctly fulfill the MP-intentits.

If any MP-intention is not fulfilled, FlowChecker reports a
software bug and provides relevant diagnostic information
In this paper, message flow refers to a series of operations
(e.g., network send/receive) within MPI libraries thansmit
message data from a sending process to a receiving process.

More specifically, FlowChecker performs online profiling
and offline trace analysis to detect bugs in MPI libraries.
To perform online profiling, FlowChecker instruments the
binary code of both MPI applications and MPI libraries.
During program execution, FlowChecker logs MPI function
calls (e.g.,MPl _Send andMPI _Gat her) at the application
level and data movement operations at the library level into
trace files. Data movement refers to the movement of a chunk
of contiguous data from a source buffer to a destination
buffer [28]. Examples of data movement include memory copy
and network send/receive.

From the MPI calls in the trace files, FlowChecker ex-
tracts MP-intentions (e.g., a pair of matchedll _Send and
MPI _Recv function calls made by the MPI application).
For each MP-intention, FlowChecker tracks the correspond-
ing message flows by following the relevant data movement

To the best of our knowledge, FlowChecker is the first au-
tomatic method for detecting communication-related bugs
in MPI libraries by checking the correctness of message
flows, a key aspect of these libraries. Our experimental
results show that FlowChecker can effectively detect all
five real-world bug cases from three widely-used MPI

library implementations and help further pinpoint the root

causes of the bugs.

o FlowChecker incurs low runtime and disk space over-

head. Our experiments with High Performance Linpack
(HPL) [7] and NAS Parallel Benchmarks (NPB) [13]
show that the online profiler of FlowChecker incurs 0.9-
5.6%, 0.9-8.1%, and 1.6-9.7% runtime overhead on Open
MPI, MPICH2, and MVAPICH2, respectively. Further-
more, our results show that the trace size per process
grows moderately, averaging 3.01 MB/min, 1.77 MB/min,
and 10.08 MB/min on Open MPI, MPICH2, and MVA-
PICH2, respectively.

o FlowChecker is library-independent. This is because

its message flow checking algorithm is independent
of any particular communication algorithms used in

MPI library implementations. Current implementation of

FlowChecker supports MPI libraries that use TCP/IP or
InfiniBand network protocols.

FlowChecker requires no modification of source code. By
using Pin [36], a dynamic binary instrumentation tool,

FlowChecker works with binary code directly, requiring

no modification of the source code of the MPI applica-
tions or MPI libraries. Likewise, FlowChecker requires no
re-compilation of the MPI applications or MPI libraries.

Il. MAIN IDEA OF FLOWCHECKER

operations starting from the sending buffers. If the messa§. Main Idea

data are not correctly delivered to the receiving buffers asThe main idea of FlowChecker is to check whether the
indicated by the MP-intention, FlowChecker reports the bughderlying MPI libraries correctly deliver the messagesrir
and provides diagnostic information, such as faulty MRhe sources to the destinations as specified by the MPI
functions or incorrect data movements, to help pinpoint thgyplications. More specifically, FlowChecker first extsact
root causes. the intentions of message passingR-intention$ from the

It is challenging to perform the tasks above due to the comtP| applications. Normally, MP-intentions are implied thet
plexity of MPI semantics. First, representing MP-inteno MPI function calls and the corresponding arguments made in
is intricate because of the variety of MPI communicatiothe MPI applications. For example, FlowChecker can extract
patterns, ranging from point-to-point communications & ¢ MP-intentions based on a matched pairM? _Send and
lective communications, from contiguous datatypes to nopP| _Recv function calls.
contiguous datatypes. Similarly, blocking and non-blagki  Second, for each MP-intention, FlowChecker tracks the
MPI calls impose another challenge for identifying initiiEita  corresponding message flows by following the relevant data
movements that are relevant to each MP-intention. Furthefiovement operations starting from the sending bufferseat th
more, using optimized communication algorithms (e.g.ngsi source process. Data movement operations move data from one
intermediate nodes for relaying messagesviti _Gat her) memory location to another within one process or between two
largely complicates message flow tracking. We address thggecesses [28]. Examples of data movement include memory
challenges in Section lll. copy and network send/receive. This step allows FlowChecke

Based on the above ideas, we have implemented a prototypenderstand how the MPI libraries perform message degliver
of FlowChecker on Linux. We have evaluated FlowChecker Finally, FlowChecker checks message flows that are estab-
with five real-world bug cases from three popular MPI lilished at the second step against the MP-intentions ertiatt
braries, including Open MPI [27], MPICH2 [3], and MVA- the first step. If any mismatch is found, FlowChecker reparts
PICH2 [4]. Unlike previous approaches, FlowChecker has theig and provides further diagnostic information such atyfau
following advantages: MPI functions or incorrect data movements.



Process 1 Process 2 int mod_mca_coll_self_gatherv_intra(void *sbuf, int scount, ...)
1. Extracting MP-intentions ... Il code that calculates the offset
P! A : ! ! 1 sdtype = rdtype = MPI_INT;
PP MPLjend) | v YMPLRecw) 2 dst = ((char *) base) + offset ;
A\l A2 D&\ 32 /* BUG here:should be (offset * 4) */
memcpr 1/ ) /ﬂ\emcpy 0 3 return ompi_ddt_sndrcv(sbuf, scount, sdtype,
’ dst, rcount, rdtype);
MPI Lib Bl | B2 c1 | c2 }
send() . recv()
2. Tracking Message Flows
3. Checking Message Flows (a) the simplified source code
Fig. 1.  An example to illustrate the main idea of FlowCheck&he sbuf base base +offset base + offset * 4
MP-intention here is{A1—Dl, A2—D2} and the message flows are MPI App

y

Al—B1—Cl—D1 andA2—B2—C2—D2. \ R |

actual 4
movement
(incorrect)

correct
| movement

Figure 1 illustrates the main idea of FlowChecker. In this
example, process 1 invoké#l Send to send a message MPI Lib T T
stored at the buffe{ A1, A2} to process 2, while process
2 invokesMPl _Recv to receive the message and store the
message at the buffdD1, D2}. To deliver the message, the
underlying MPI library first packs message data at the buffer Fig. 2. A simplified bug case from an MPI library
{Al, A2} into the buffer{B1, B2}, then sends the data to

Fhe buffer{C1, C2} at process 2, and finally unpacks the datébecified by the MPI application (we do not show the MPI
into the buffer{D1, D2} at process 2. _ application here for simplicity). Note that the bug will a@ws
To handle the case in Figure 1, FlowChecker first extraqig, q 15 incorrect message flow, which is an invariant instfad

the MP-intention{A1—D1, A2—D2} based on the matched,, 5nomaly. Therefore, this bug cannot be detected by previo
MPI _Send and MPI _Recv at process 1 and process Z2gisristics-based approaches [28], [39].

respectively. Then FlowChecker tracks the message flows,
Al—Bl1—Cl—D1 and A2—B2—-C2—D2, in the underly- I1l. FLOWCHECKERDESIGN AND IMPLEMENTATION

ing MPI library by analyzing the data movement operations. Design Overview and Challenges

mencpy, send, and recv. Finally, FIowChecker che.cks FlowChecker consists of four major components: Profiler,
whether the message is correctly delivered by comparing _Extractor, MF-Tracker, and MF-Checker. As shown in

message flows against the MP-intention. Figure 3, Profiler logs communication-related events at the

Pr_ogrt(_a\mmters c(;;m Gias!lyhnlc/lagle m|staI§es 'Ethe albovef C(WB'?I library and application levels into trace files. MP-
munication steps due to rc Semantics. Examples Of SUEQy o tor extracts the MP-intentions specified by the MPI

mistakes mclude miscalculation of memory addresses in tESpIication. MF-Tracker tracks the message flows that occur
buffer and incorrect datatype constructions. As a resutese

in the MPI library. MF-Checker compares the extracted MP-

mistakes, message data are often not delivered to deet"%‘t'intentions and the corresponding message flows. If a migmatc

as specified by MPI applications. FI_ow(_:hecker detects t']'ss found, MF-Checker generates a bug report that provides
type of bugs, referred to as communication-related bugs, YPetailed diagnostic information. Among the four composent

lhelpt§ plnpcfn_nt the rotot causes ?If the bugs by reporting eX¥isfiler is an online component, executing together with MPI
ocations ot Incorrect message Tows. applications and MPI library. The other three components

B. A Real-World Bug Case analyze the trace files offline.

Ei 5 h implified b df There are three key design challenges as follows. We
igure 2 () shows a simplified bug case extracted oy eqq them in Sections [1I-B, IlI-C, and 1lI-D, respeetiu

Open MPI, a popular MPI library implementation. The func-

tion transmits a chunk of data from the sending buffer tg) How to profile the program execution efficiently?
the receiving buffer. However, the data are sent to a wrofgefiler must incur low overhead since it is expected to be
position in the receiving buffer due to miscalculation oé thdeployed at production runs. This requires Profiler to ctlle
destination address. The bug is at line 2, where the variafe féw events as possible. Yet Profiler needs to collect as
of f set stores the number of elements with the datatype B}2ny events as possible so that other components can infer
MPI _I NT. The library developers forgot to consider the sizMP-intentions and actual message flows. Furthermore, it is
of VPl INT. a 4-byte-long datatype. As a result, the data afesirable to make no modification to the source code of MPI
sent tobase+of f set instead ofbase+of f set *4, which applications and MPI library implementations because wg ma
is expected by MPI applications. not have the source code of MPI applications, e.g., pragyet
As shown in Figure 2 (b), the bug manifests itself at the lagPftware.
step of the message flow in the MPI library implementatiof2) How to represent MP-intentions effectively and effittiéh
FlowChecker can identify the bug since the message is rintorder to represent MP-intentions, the MP-Extractor seed
delivered to the correct destinatidmase+of f set x4, as to understand the MPI standard, which provides a wide range

(b) the message flow in the MPI library



[ MPI Application }—{ MPI Library ] VPl _Gat her; b) datatype manipulation routines, e.g.,
MPI _Type_contiguous, MPI_Type_struct; and

Online ( Profiler ) c) basic supporting routines, e.gMPl_Conm rank,
Profiling — MPI _Conm si ze. Additionally, Profiler logs the following
data movement operations: memory copy routines such as
_ mencpy within one process and network communication
grfglr;esis [ MP-Extractor | [ MP-Tracker | routines such aswritev and readv across multiple
1y J processes.

@ The trace grows moderately since Profiler only records nec-
il essary communication and data movement events. Its growth
FlowTracker Q ﬁ rate largely depends on the communication patterns oflparal

[ MF-Checker > R‘g;g% applications and MP!I library implementations. Our expeim

tal results with HPL and NPB on three MPI libraries show that

4.95 MB of disk space on average can store a minute’s trace
for each process (more details in Section VI-D). Since the
space overhead is moderate, we did not apply any optimizatio
of MPI semantics. On the one hand, MPI semantics can R&hniques to the current implementation of Profiler. Ifting
as simple as point-to-point transmission of message data tftace causes large runtime overhead or large storage @ckrhe
are stored in contiguous buffers. On the other hand, MRl can address this issue by leveraging various techniques
semantics can be as complex as collective communicationy@ed in previous work, such as lightweight file systems [45],
user-defined non-contiguous datatypes. Furthermoreefiter node-local storage [16], and ScalaTrace [44].
sentation should facilitate correctness checking by comga  The current implementation of Profiler uses Pin [36], a
the MP-intention with actual message flows. Therefore, it I@htwe|ght binary instrumentation t00|' to instrumennhiy
important to represent MP-intentions in a general and effici code of MPI libraries and MPI applications. As a result,
way. Profiler requires neither source code modification nor re-
(3) How to track actual message flows in MPI librarieszompilation of MPI libraries and MPI applications.
Tracking actual message flows is a difficult task witho . . .
knowle(?ge of library imr?lementations. First, it is chaligmgy Ué MP-Extractor: Extracting MP-intentions
to identify data movements that are relevant to an MPI ca#l du MP-intentions are implied by MPI calls made by the MPI
to the huge number of data movement operations. Additignalfpplications. To extract MP-intentions, MP-Extractortful&s-
MPI applications may reuse the same buffer during executidils MPI calls from the collected trace files. Then it matshe
Second, to track message flows, FlowChecker needs to harfflgesponding MPI calls from different processes by folfayv
various types of data movement operations, especiallydta d MP! standards, e.g., using th@gs in MPI calls and the order
movement over the network and shared memory channél§MPI calls. For example, MP-Extractor matcHé3l _Recv
Third, different communication algorithms and optimipas With the corresponding/PI _Send. Similarly, it matches the
for implementing an MPI function in different MPI librariesgroup of correspondinyPl _Gat her s in different processes.
often complicate message flow tracking. For example, s matching method was also used by previous work on
implementMPl _Gat her, a straightforward algorithm is to detecting bugs in MPI applications [33], [49]. After thiept
gather data directly from all processes. An alternativehis teach MP-intention consists of a pair or a group of matched
hierarchical approach, which gathers data to some inteateed MP!I calls.
processes that serve as local leaders and then transfartodat To facilitate message flow checking, MP-Extractor repre-
the root process. Moreover, MPI libraries often performadagents MP-intentions in a general and efficient way. More
movement operations that are related to non-l\/lPl-appﬁnatispeciﬁca”y, MP-Extractor utilizeMPI call-pairs to uniformly
data such as control data for bookkeeping. These spuridas d#@ndle point-to-point and collective MPI calls. An MPI eall
movement operations should be pruned to avoid interfererfg@ir is a pair of corresponding MPI calls that transfer mes-

Fig. 3. FlowChecker design overview

with message flow checking. sage data between two processes. For example, a matched
] ) o MPI _Send and MPI _Recv is one MPI call-pair. As for a
B. Profiler: Collecting Communication Traces group of correspondinyPl _Gat her s in N processes, there

Profiler collects communication and message flow everdase N MPI call-pairs, each with twdvPl _Gat her s that
into trace files during program execution. More specificallyransfer message data from a process to the root process.
Profiler logs MPI function calls involved by MPI applicatien  For each MPI call-pair, MP-Extractor further utilizésins-
as well as data movement operations made by MhHilission unitsto handle both contiguous and non-contiguous
libraries. While capturing the essence of MP-intentiond amlata. A transmission unit represents transmission of alchun
actual message flows, these coarse-grained events makeontiguous message data between two processes. More
Profiler efficient. In particular, Profiler logs three typef ospecifically, a transmission unit stores five key attribubés
MPI calls: a) communication routines, e.gVPl _Send, data transmission: the sending processq_r ank), the base



PO ' P1

MPI_Gather (0x2000, 1, newtype, L Gather (062000, 1. newype, the intersection between its source buffer and the buffer

0x1000, 1, newtype, 0, ..) 1 0x1000, 1, newtype, 0, ... holding the chunk of data.
‘m B4 B i L 3 Jrjj? The situation becomes complex when data movement op-
0x1000 0x2000| LN 0x2000] . .
0 erations involves the network (e.g.ecv) or shared memory
8 ! channels. The main reason is that these data movement oper-
MPI call-pair 1: ! ations have source buffers in different processes or have no

transmission units Ai[srcirank: 0, src_base: 0x2000, dst_rank: 0 dst_base: 0x1000, len: 4 ]

explicit source buffers. To address this issue, MF-Tragker
processes the trace files by matching the corresponding data

transmission units Bi[srcﬁrank: 0, src_base: 0x2007, dst_rank: 0 dst_base: 0x1007, len: 5 ]

MPI call-pair 2: .
transmission units C:(src_rank: 1, src_base: 0x2000, dst_rank: 0 dst_base: 0x1012, len: 4 movement OperatIOnS (e@,end andr eCV) over network
transmission units D:(src_rank: 1, src_base: 0x2007, dst_rank: 0 dst_base: 0x1019, len: 5 | or shared memory channels. More specifically, for TCP/IP

network operations, MF-Tracker models each connection as
Fig. 4. An example of an MP-intention. The MP-intention ispifrad by a Couple of file descriptors in the Sending and receiving
a group of MPI _Gat her s with non-contiguous data in two processes. MP- it lvzing the POSIX-I | ket
Extractor represents the MP-intention as two MPI callga@ach with two processes aiter analyzing the -level socket manageme
transmission units. calls (e.g.,connect andaccept). Based on the modeled

connections, MF-Tracker matches the corresponding POSIX-

address of the sending buffesr(c_base), the receiving level data communication calls (e.gend andr ecv). Sim-
processst _r ank), the base address of the receiving buffdfarly, for InfiniBand network operations, MF-Tracker mdsle
(dst _base), and the length of the contiguous dataef). each connection as a couple of Queue Pair Numbers by an-
For transmission of non-contiguous data, MP-Extractor replyzing network management calls (eighv_nodi fy_ap).
resents it as multiple transmission units. Figure 4 shows thS for data movements through shared memory channels,
representation of a group of correspondikBl _Gat hers MF-Tracker keeps track of the shared memory region by

with non-contiguous data in two processes. monitoring relevant operations (e.gyep andmunnap) and
matches the memory copies that operate on the same shared
D. MF-Tracker: Tracking Message Flows memory regions.

For each transmission unit in an MP-intention, MF-Tracker !t IS inefficient and inaccurate to search the entire trace
tracks the corresponding message flow from a sending buffégs for the initial data movements that move data out of
to a receiving buffer. A straightforward way is to understanth® sending buffer in a transmission unit. This is mainly
and follow the communication algorithms implemented by tHeecause there are a huge number of data movements and MPI
underlying MP! library. However, different MP! librariesay @Pplications may reuse the same buffers during execution. T
implement different communication algorithms for an Mppddress this issue, MF-Tracker leverages the MPI standard
call, which makes this method not portable. and treats blocking and non-blocking MPI calls differently

Instead, MF-Tracker uses a library-independent approa%ﬂr blocking _MPI calls, the MPI sta_mdard requires them not
to track the message flow for a transmission unit. The mdfy return until the message data in the sending buffer are
idea is to label and propagate ttata sourcefor each chunk consumed (i.e., either stored in another buffer or sent theer
of contiguous memory data involved in the message flow. network). Therefore, MF-Tracker limits its search scopthimi
data source is defined as a 3-tupte ank, base, | en> the period between the invocation of the blocking MPI call

which refers to the sending buffer in a transmission unitrévio@nd its return. Note that this rule also applies to all caolec
specifically, for each transmission unit, MF-Tracker finst i MP! calls (e.g.,MPI _Bcast andMPI _Gat her) since they
tializes the data source of the data stored in the sendirigrouf!! follow blocking semantics.

with the rank of the sending process, the starting address, a For non-blocking MPI calls such &l _I send, the MPI

the length of the sending buffer. Then, MF-Tracker idergifiestandard requires that the message data in the sending buffe
subsequent data movement operations that are relevang toafe consumed before the correspondvi®) _Wai t returns.
transmission unit and propagates the data sources for edbigrefore, FlowChecker attempts to identify the initiateda
identified data movement operation. MF-Tracker continges fovement after the non-blocking MPI call and before the
perform the previous step until no subsequent data movemggftirn of the correspondingPl _Vai t .

operations can be found. Since this tracking method does phnagating the data source information.For each subse-
rely on any particular communication algorithm, FlowCheck g,ent data movement, MF-Tracker propagates the data source
is independent of MP! libraries. of the data stored in the source buffer to the data stored in
Identifying subsequent data movement operationg-or each the destination buffer. Figure 5 shows an example of the data
chunk of data labeled with a valid data source, MF-Trackepurce propagation for two transmission units that invédwe
identifies all its subsequent data movement operations.t& ddata movement operations, B, C, and D. After two data
movement operation belongs to this group if the source buff@movementsA and B, which pack non-contiguous data, the

in the data movement operation overlaps with the buffer thdata sources of buffer 1 and buffer 2 are propagated to buffer
holds the chunk of data. For a data movement operation ti3aand buffer 4, respectively. Similarly, the data movem@nt
moves data within one process, MF-Tracker simply calcalatpropagates the data sources of buffer 3 and buffer 4 to béiffer



although the message flow reaches the receiving buffer. For
this case, in addition to the diagnostic information predd

for the first type, MF-Checker traces back through the messag
flow and reports the first data movement with a mismatch.
The diagnostic information provided by FlowChecker carmphel

Data Data
source > MPI_Send (buf, count, datatype, source
dest, tag, comm) Buf:
Buf: >—74Fl
rank: 0 | :
» oo 2 / base: buf +
base: buf R - 40 +

-—=- —=¢ rank: 0
length: 40 \ /

gap
length: 60

Intermediate buffer

ﬂu“?‘ce ; programmers quickly pinpoint the root causes (more deitails

|
Y o Section VI).
Buf: z 7 Communication buffer
rank: 0 L | onthe local process
1
1

base: Invalid X IV. I SSUES ANDDISCUSSION

length: 5 H

4@] Communication buffer Application-level bugsWhen the MPI applications themselves

o 2 i on the remote process have bugs, e.g., the buffer &fPl | send is used in the

, , ~ subsequen¥Pl _Send before the corresponding?l _Wai t ,

i"g'BS" C’Aarr‘];}gar:r‘g?ozfr ‘éa:tz i‘q’g\;‘;ﬁ]g;‘zpoaﬁ;g‘;zr{g Qﬁ?f;r??rg? ;”fé’ she behavior of MP! libraries is undefined by the MPI standard

9, and 10 store message data specified by the MPI applicatioife buffers These may cause FlowChecker to report spurious errors. To

5 and 8 store control data used by the underlying MPI library. handle this situation, previous approaches on detectingg MP
application bugs [21], [33], [35], [54] can be applied tdust

and buffer 7, respectively. Note that MF-Tracker treatdéng with or before FlowChecker.

and buffer 4 as two pieces of data since they contain difftergdata movements via value assignmemdthough MPI Ii-

data source information, even though these two buffers ajaries usually use the standard C library functions such as
contiguous. mencpy and nemmove for data movements within a pro-

More often than not, MPI libraries transmit various contrdess, there are cases where data movements are implemented

data along with MPI application data via memory copy or ovejy value assignments. For examphPl _Reduce requires

the network. To handle these spurious data movements, Mfziculation on the data being transmitted. After calcoti
Tracker labels them with “invalid” data source so that théy w the data values, MPI libraries can directly assign them to
not interfere with message flow tracking of MPI applicatioghe destination buffer. To address this issue, FlowChecker

data. Specifically, if the source buffer in a data movemepiyerage static analysis techniques [40] to identify sualie

operation contains partial data that have no data soures, lalyssignments and transform them as data movements.

this part of data will be labeled as "invalid’. As shown inData movements via other networli$he current implementa-
Figure 5, buffer 5 and buffer 8 are labeled as “invalid” dat P

sources in the data movemeht ﬁo_n _of FlowChecker traces data movements over TCP/IP and
InfiniBand networks, which are the commonly used methods
E. MF-Checker: Checking Message Flows and Reporting for network communication in High Performance Computing
Errors Systems. However, some MPI libraries use other types ofhigh
Once message flow tracking has been performed forPgrformance networks such as Myrinet [41] and Quadrics [47]

transmission unit, MF-Checker checks whether the message SUPPOrt these networks, we can extend FlowChecker by
data in the sending buffer are delivered to the receivirjOfiling and analyzing operations that use these network

buffer. Specifically, after MP-intention and message flow0tocols.
are extracted, MF-Checker compares the data sources of thesupported MPI features Our current prototype of
receiving buffer with the sending buffer in the transmissioFlowChecker checks the most commonly used MPI features,
unit. If they exactly match, MF-Checker determines that th&ich as point-to-point communication, collective comneani
transmission unit is fulfilled correctly by the underlyingP¥ tion, and user-defined data types, in MPI standard [2]. The
library. If all transmission units of an MP-intention arel-fu nondeterministic constructs such BBl _ANY_SOURCE are
filled, the correctness checking for this MP-intention isido not supported. To address this issue, we can modify the
Otherwise, MF-Checker reports a software bug and providetI libraries to pass the information of sending procesees t
relevant diagnostic information. FlowChecker when returning the relevant MPI calls. Advahce
There are two types of mismatches between the sendiiegtures such as one-sided communication and MPI-1/O, are
buffer and the data source of the receiving buffer in a transet supported either. To support one-sided communicatien,
mission unit. The first type occurs when the message floveed to modify device drivers or firmware of network integfac
is broken somewhere before reaching the receiving buffier. ¢ards to expose RDMA operations to the user-level process on
this situation, MF-Tracker cannot identify the subsequiia the receiver side. These features are left for our futurekwor
movement operations at a certain step before the data reach
the receiving buffer. To help diagnose the bug, MF-Checker
provides the failed MPI call-pairs, the failed transmissimit, Our experiments are conducted on a 64-processor cluster
all data movement operations of the message flow, and thith 32 nodes. Each node is equipped with two processors,
broken point. The second type occurs when the data souBc&B memory, and 204 GB hard drive. Each processor is a
of the receiving buffer does not match the sending buffér4 GHz AMD Opteron with 1 MB L2 cache. These nodes

V. EVALUATION METHODOLOGY



| MPI Libs | Versions| LOC | Network Interfaces Bug IDs | Bug Desc. |

#209 Datatype construction error
Open MPI 1.2 410,151| Gigabit Ethernet | #689 Packing/unpacking mismatch

#1157 Incorrect pointer offset
MPICH2 1.0.6 | 447,093| Gigabit Ethernet | #280 | Incorrect memory copy direction
MVAPICH?2 0.9.8 | 480,310 InfiniBand 03/2007 Incorrect sending buffer size

TABLE |
MPI LIBRARIES AND BUG CASES USED IN THE EVALUATION LIBS MEANS LIBRARIES, LOC MEANS LINES OF CODE, AND DESC. MEANS DESCRIPTION

are connected by two network cards, one Gigabit Ethernet V1. EXPERIMENTAL RESULTS
card and one InfiniBand card. The operating system running
on the cluster is Linux 2.6.18. We use the cluster for onlirfe Overall Results
profiling. For analyzing the trace, we use a machine that has arable 1l shows the overall results of FlowChecker for detect
2.0 GHz Intel Xeon quad-core processor, 6 MB L2 cache, Iifig bugs. For each bug case, we measure whether FlowChecker
GB memory, and 1 TB hard drive. We implement the onlinean detect the bug or not and whether the generated bug report
profiler of FlowChecker using Pin [36], a lightweight dynami pinpoints the root cause of the bug or not. Pinpointing root
binary instrumentation tool, with Probe mode. For simpjici causes here means locating the exact function that cortbains
we implement the trace-analyzing components in singleathre root cause of the bug. In this table, we also report the number
which can be improved by parallelizing the tasks in our feturof processes running for triggering the bug. Additionathjs
work. table presents the total size of the aggregated trace fite dib

We evaluate the effectiveness of FlowChecker with fiverocesses as well as the trace size per process. Furthermore
real-world bug cases from three widely-used MPI librarshe last two columns report the execution time for profiling t
implementations, including Open MPI [27], MPICH2 [3], anchrogram and analyzing the aggregated trace file, respbctive
MVAPICH2 [4] !. We choose these bugs since they representFiowChecker is effective in detecting bugs and pinpointing
different types of mistakes, including a datatype congioac root causes of the bugs in MPI libraries. Table Il shows that
error, packing/unpacking mismatch, incorrect pointersetif FlowChecker detects all five evaluated bugs in the three MPI
incorrect memory copy direction, and incorrect sendindesuf Jibrary implementations. Additionally, FlowChecker Idea
size. Table | shows the five bug cases used in the evaluatigie exact functions that contain the bug for four out of five
Note that we use the ticket numbers in their bug reportingug cases. In the case that FlowChecker cannot pinpoint the
systems as the bug IDs for Open MPI and MPICH2. As fabot cause, the reported broken message flow helps devsloper
MVAPICH2, the bug was discussed in the mailing list inocate the root cause, which is in a datatype constructino-fu
March, 2007 and thereby we use the date as the bug ID. tion. FlowChecker is effective because it accurately cagstu

We download the bug-triggering input (i.e., the driving MPthe actual message flows in the underlying MPI libraries and
application) from the bug reporting web site for each bugcashecks them against the programmers’ intentions.
To simulate the real-world scenarios of bug occurrences, weTaple |1 also shows that FlowChecker’s detection capabilit
mix the bug-triggering input with normal inputs that do nofjpes not depend on the size of traces or the scale of systems.
trigger the bug. A normal input consists of point-to-pointla For example, FlowChecker can detect bugs that manifest
collective MPI function calls. themselves in 64 processes as well as the bug being triggered

We evaluate the runtime overhead and disk space overh@@@ne process. This is mainly because FlowChecker is a rule-
incurred by the online profiler of FlowChecker using recemjased method instead of a statistics-based method [58]. On
versions of three MPI libraries (Open MPI-1.3.3, MP'CHZthe contrary, previous statistics-based approaches [38],
1.2.1, and MVAPICH2-1.4). Our driving MPI applications argequire large amount of trace data to detect bugs, which may
High Performance Linpack [7] with the input sizes of 30,00Got work for some MPI library bugs that only generate small
40,000, and 50,000, and six NAS Parallel Benchmarks [18}ce files.
with class C inputs in this set of experiments. To evaluate gjgyChecker requires moderate disk space for trace files.
runtime overhead, we run each benchmark on top of each MRpje || shows that the sizes of trace files range from 208
library in two configurations, one with FlowChecker and thgg o 496 KB per process with the profiling time ranging
other without FlowChecker, each for 15 times. To evaluaée oy 2.15 seconds to 7.99 seconds. The main reason is that
disk space overhead, we run each benchmark on top of eggt\yChecker only profiles data movement related functions
MPI library once and calculate the size of the trace file fo§,q MPI function calls. Section VI-D shows similar experi-

each process as well as the total size of the aggregated traeia| results using HPL and NPB on recent versions of MPI
file for all processes. libraries.

1These bug cases do not imply the reliability of the MPI ligramplemen- FlowChecker qUiCkly detects bl."gs in MPI libraries and .
tations by any means. generates bug reports. Our experimental results show tthat i



MPI Libs Bug IDs | Detected?|  Pinpoint # of Trace Size Execution Time (sec.
Root Causes? Processeg Total | Per Process Profiling | Analyzing
#209 Yes No 64 31MB 496KB 7.99 4.71
Open MPI-1.2 #689 Yes Yes 64 31MB 496KB 7.24 4.35
#1157 Yes Yes 1 484KB 484KB 5.49 0.02
MPICH2-1.0.6 #280 Yes Yes 64 13MB 208KB 2.15 3.39
MVAPICH2-0.9.8 | 03/2007 Yes Yes 64 25MB 400KB 7.70 4.32
TABLE Il

OVERALL RESULTS OFFLOWCHECKER FOR BUG DETECTION

PO P1 PO P1

2' 7‘8'38 1‘ 2‘ 7‘ 8‘

sbuft shuf2 ,” rbufL outz 7 sbuft sbuf2 tbufl rbuf2

actual
actual 7 correct

direction

7/ corr T
correct moveme 7 correct direction

(incorrect)

7 movement / movement (incorrct),

MPI call-pair 1: MPI call-pair 1:
transmission units A: [Src_rank: 0, src_base: shufl, dst_rank: 1 dst_base: rbufl, len: 8904 ]

transmission units A: [src_rank: 0, src_base: shufl, dst_rank: 1 dst_base: rbuf, len: 5 J

. . . transmission units B: [srcﬁrank: 0, src_base: shuf2, dst_rank: 1 dst_base: rbuf2, len: 7480 ]
transmission units B: [srcﬁrank: 0, src_base: shuf2, dst_rank: 1 dst_base: rbuf2, len: 5 ]

Fig. 6. Bug case 1: Datatype construction error in Open MPI Fig. 7. Bug case 2: Incorrect memory copy direction in MPICH2

takes FlowChecker from 0.02 seconds to 4.71 secondsf@ded transmission uni3 since there is no data movement
analyze trace files aggregated from all of the processessavhom buffer 2 to buffer 8. Nonetheless, FlowChecker reports
sizes range from 484 KB to 31 MB. The analysis time is legge relevant transmission unit and its correct message flow
than the profiling time in all the cases except for one bug cakeffer 1 — 3 — 5 — 7. By examining FlowChecker's report,
on MPICH2. This indicates that it is possible to streamingl{fevelopers can quickly notice that the failed MP! call-gws

analyze the trace concurrently with the profiling. a message flow buffer 2> 4 — 6 — 8’ occurring together
_ _ with the message flow for the transmission udit In fact,
B. Case Studies for Effectiveness of FlowChecker this observation leads the developers to the root causehwhi
This subsection presents two representative bug cases, §nigeating a non-contiguous datatype as a contiguousygetat
from Open MPI and the other from MPICH2. mistakenly in the datatype construction function.

) ) Note that this bug cannot be detected by prior statistics-
1) Bug Case 1: Datatype Construction Error in Open MPlpaseqd approaches [39], [28]. The reason is that this bugereit
This bug was found in Open MPI version 1.2. It can bgyyses any observable change in the execution time of each

triggered by invokingVPI _Send to send messages with aynction nor skews the data movement chain distribution.
non-contiguous datatype. Once the bug occurs, the regeivin

buffer cannot receive the data as expected, which likelgesau 2) Bug Case 2: Incorrect Memory Copy Direction in
silent errors in MPI applications. MPICH2: This bug was found in MPICH2 version 1.0.6.
The driving MPI application contains one bug-triggerindt can be triggered by transmitting a sizable non-contiguou
input (i.e., one pair okPl _Send andMPl _Recv with anon- datatype inMPl _Gat her v calls. The bug corrupts data in
contiguous datatype), mixed with diversified normal inputshe receiving buffer, which likely causes silent errors if?M
After being applied to this case, FlowChecker detects thg bapplications.
and reports one unfulfilled MP-intention that consists af th After applied to this case, FlowChecker detects the bug and
exact pair ofvPl _Send andVPI _Recv that triggers the bug. reports that one out of 16,064 MP-intentions is not fulfilld
As shown in Figure 6, the transmission uit(buffer 2— 8) the corresponding message flows. In particular, the failéd M
fails due to incorrect message flow in the MPI library. intention is a group oMPl _Gat her v calls in 64 processes,
Among the five evaluated bug cases, this is the only onewhich are equivalent to 64 MPI call-pairs. Among them, 24
which FlowChecker does not pinpoint the root cause. Howevesll-pairs are not fulfilled due to failed transmission anihs
FlowChecker provides useful information to help develgpeshown in Figure 7, the transmission u (buffer 2 — 8)
determine the root cause. As shown in Figure 6, FlowChecHKails due to incorrect message flow in the MPI library. These
cannot directly identify the message flow correspondindnéo tfailed transmission units are caused precisely by the bug.



small number of function-level events that are related td MP
calls and data movement operations.

Currently, FlowChecker still performs the analysis step
offline. Therefore, this section only discusses the runtime
overhead incurred by the online profiler. In the future, we
plan to extend the analysis components of FlowChecker to

Normalized Execution Time

BT SP IS MG CG  FT 30000 40000 50000 be performed online by utilizing stream processing alhoni
NPB Benchmarks HPL Benchmarks on program traces
(@) runtime overhead on Open MPI D. Disk Space Overhead

Table 11l shows the sizes of the trace files, the execution
1 time, and the per-process growth rates of the trace files for
each benchmark on the three MPI libraries. The growth rate
of trace files generated by FlowChecker is moderate, ranging
from 0.65 to 10.78 MB/min with an average of 3.01 MB/min
e 6w e o oo oon oo on Open MPI, from 0.12 to 5.56 MB/min with an average of
NPB Benchmarks HPL Benchmarks 1.77 MB/min on MPICHZ2, and from 1.49 to 29.86 MB/min
, with an average of 10.08 MB/min on MVAPICH2. The space
(b) runtime overhead on MPICH2 overhead is moderate because FlowChecker only profile a
small number of function-level events that are related td MP
. calls and data movement operations.

Table 11l also shows that the growth rate of trace file sizes
varies for different MPI libraries. For example, the growth
rate for BT is 1.14 MB/min, 1.07 MB/min, and 3.34 MB/min

0 on Open MPI, MPICH2, and MVAPICH2, respectively. This
e e o T e e is mainly because different MPI libraries may use different
algorithms and/or different network protocols to implemen

Normalized Execution Time

Normalized Execution Time

(c) runtime overhead on MVAPICH2 the same MPI function calls. Additionally, the growth rate
Fig. 8. Runtime overhead of FlowChecker. Baseline is thevaaxecution also depends 9” MPI applications. For example, the growth
without applying FlowChecker. rates for the six NPB benchmarks on Open MPI vary from

0.83 to 10.78 MB/min. The main reason is that different MPI

Furthermore, FlowChecker pinpoints the root cause of tHfiPlications may have different communication patterns.
bug. As shown in Figure 7, the failed transmission uRBit VII. RELATED WORK

indicates that the message data in buffer 2 are not delivereq |, checker is related to many previous studies. This

to buffer 8. After tracing back the corresponding message tion only describes the most relevant work in four cate-
flow, FlowChecker identifies that the first mismatch (i.eg thgories: 1) bug detection for parallel and distributed pangs,

broken link) occurs between the data sources of buffer 2 abdl . munication error detection, 3) general software bug
buffer 4. Additionally, FlowChecker reports the data MOV&jetection. and 4) problem diagnosis in large systems.

ment operations and their functions that involve buffer & an ) o

buffer 4. In fact, the bug exactly resides in the reportecbfunBng detection for parallel and distributed programislany

tion MPI D_Segnent _vect or _n2m where the developersapproaCh_es _have been proposed for d_etecting bugs in paral-
mistakenly switched the source and destination buffershwi€! and distributed programs by checking program runtime

detailed diagnostic information from FlowChecker, depeis nformation [21], [26], [28], [31], [33], [35], [54], which
can easily understand and fix this bug. are partially discussed in previous sections. In addition t

these dynamic approaches, researchers have exploredl forma
C. Runtime Overhead verification and model checking methods [49], [55] for de-

Figure 8 (a), (b), and (c) show the execution time for thtecting bugs such as deadlpcks in parallel and distributed
benchmarks with and without FlowChecker on Open MpPrograms. Moreover, interactive parallel debuggers [91] [
MPICH2, and MVAPICH2, respectively. The execution timé!S], [24], [37] leverage automated information collectio
for each benchmark is normalized to its baseline, whichés tg99regation, and visualization to help programmers manual
native execution without applying FlowChecker. The rurtimlocate root causes of software bugs in parallel programs. In
overhead incurred by FlowChecker is very low, ranging froftimmary, these studies focus on detecting software bugs at
0.9% to 5.6% with an average of 2.8% on Open MPI, frofthe application Ie\(el. Complementar_y to the_m, EIowChecker
0.9% to 8.1% with an average of 2.7% on MPICH2, and froffpCuses on detecting software bugs in MP! libraries.

1.6% to 9.7% with and average of 4.8% on MVAPICH2. Th€ommunication error detectionAnother closely related
runtime overhead is low because FlowChecker only logsnaethod is the checksum feature provided in several MPI



Open MPI MPICH2 MVAPICH2

Benchmarks | T-Size | E-Time | G-Rate | T-Size| E-Time | G-Rate | T-Size | E-Time | G-Rate
(MB) (min) | (MB/min) | (MB) (min) | (MB/min) | (MB) (min) | (MB/min)

BT 2.14 1.88 1.14 1.55 1.45 1.07 5.82 1.74 3.34

SP 3.70 1.24 2.98 2.91 1.27 2.29 11.36 1.08 10.52

IS 0.42 0.10 4.20 0.07 0.05 1.4 0.53 0.03 17.67

NPB | MG 0.97 0.09 10.78 0.50 0.09 5.56 1.36 0.07 19.43
CG 3.73 0.75 4.97 2.75 0.74 3.72 8.66 0.29 29.86

FT 0.45 0.54 0.83 0.08 0.66 0.12 0.92 0.37 2.49
30000| 2.59 2.31 1.12 2.05 2.29 0.90 6.52 1.74 3.75

HPL | 40000| 3.30 5.05 0.65 2.69 491 0.55 9.09 4,12 2.21
50000| 4.00 9.15 0.44 3.33 9.16 0.36 1166 | 7.80 1.49

TABLE IlI

DISK SPACE OVERHEAD OFFLOWCHECKER. T-SIZE MEANS TRACE SIZE, E-TIME MEANS EXECUTION TIME, AND G-RATE MEANS GROWTH RATE OF THE
TRACE. TRACE SIZE REPORTED HERE IS PER PROCESS

libraries [4], [12], [27], which checks the integrity of @dain or statistical methods to study error propagation or idgnti
communication to detect network hardware errors. Althougitogram anomalies. These methods provide useful hints on
checksums may help uncover bugs in the communication layBagnosing system problems. For example, Maruyama and
of MPI libraries, this does not work if an error is introducedatsuoka propose comparing function traces from normad run
before the checksum calculation at the sending side or afterthose of failed runs for fault localization [38]. Carrazz
checksum matching at the receiving side. Moreover, fore al. leverage Support Vector Machine classifiers to detect
detected bug, the checksum feature only reports a checksamad locate software faults in complex safety-critical waite
failure for some invocation of an MPI function, which onlysystems [17]. Unlike these approaches, FlowChecker &sploi
provides limited help in finding the root cause. Furthermorgrogram semantics and message flows to detect and diagnose
the checksum feature can significantly slow down the comeftware bugs in MPI libraries.
munication since it needs to performance computation on the
data content, e.g., generating a CRC code [46]. .
Unlike the checksum feature, FlowChecker only profiles " this paper, we have presented FlowChecker, a low-
and analyzes data communication operations, not the dq¥grhead method for detecting communication-related bugs
being communicated, and directly compares these OpemtiMPl_llbrar_|es. Based on collected runtime trace;, it extrac
with extracted MP-intentions. It allows FlowChecker toetst MP-intentions and checks whether the underlying message
software bugs efficiently and effectively in MPI Iibrariesflows,'n MPI I|brar|§s fulfill the MP-intentions. If an MP-
From this perspective, FlowChecker is complementary {gt€ntion is not fulfilled, FlowChecker reports the bug and
the checksum feature while incurring low runtime overheaBrovides relevant diagnostic information. ,
In addition to report a bug, FlowChecker provides detailed,We, have built a prototype Of, FlowChecker. Our ev.alua_t|0n
diagnostic information because it analyzes each step ia d4fith five real-world bug cases in three popular MPI librasies

communication and can identify the faulty steps and retevdfic!uding Open MPI, MPICH2, and MVAPICH2, shows that
functions. FlowChecker detects all the evaluated bug cases effegtivel

_ Additionally, FlowChecker provides useful diagnosticanf
General software bug detectiorThere are many researchmation for narrowing down root causes of the bugs. In fact,

studies on detecting software bugs in general systems. FfgwChecker pinpoints root causes for four out of five evalu-
amples include program assertions [10], [32], static angfted bug cases. Furthermore, FlowChecker incurs low rentim
ysis methods [14], [20], [22], [25], dynamic checking apgyerhead. Our experimental results with HPL and NPB show
proaches [30], [43], [48], model checking [56], and formahat FlowChecker incurs 0.9-5.6%, 0.9-8.1%, and 1.6-9.7%

verification [42], [52]. Unlike these studies, we solely 88C eyecution overhead on Open MPI, MPICH2, and MVAPICH2,
on communication-related bugs in MP! libraries by exptaiti regpectively.
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