Why Kernel Mode?

O Services that need to be provided at kernel
level
m System calls: file open, close, read and write
B Control the CPU so that users won't stuck by

running | HOW ’)

while (1) ;
W Protection:
OKeep user programs from crashing OS
OKeep user programs from crashing each other
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How to Provide Kernel Mode?

O CPU mode bit added to computer hardware to indicate the
current CPU mode: 0 (=kernel) or 1 (=user).

O When an interrupt occurs, CPU hardware switches to the
kernel mode.

O Switching to user mode (from kernel mode) done by setting
CPU mode bit (by an instruction).

Exception/Interrupt/Fault

Set user mode

Privileged instructions can be executed only in kernel mode.

CSE660: Introduction to Operating Systems 2




Three Interrupt Classes

O Interrupts caused by hardware failures
B Power outage
B Memory parity error

O Interrupts caused by external events:
B Reset
B /O devices

O Interrupts caused by executed
instructions
B Exceptions
B System calls
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Interrupts by External Events
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Interrupts Caused by Instruction Execution

O Exceptions: caused by errors during instruction execution:

B Address Error: a reference to a nonexistent or illegal memory
address;

B Reserved Instruction: An instruction with undefined opcode field or
a privileged instruction in User mode;

B Integer Overflow: An integer instruction results in a 2's complement
overflow;

B Floating Point Error: e.g. divide by zero, overflow, and underflow;
O Special instructions:
B MIPS processors: Syscall instruction executed

B Intel processors: INT n instruction executed
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Hardware Handling of Interrupts

O Save the addresses of the interrupted
instruction

O Transfer control to the appropriate
interrupt service routine (software)

O Sets CPU to kernel mode
O May do some security checks here
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System Call Steps

Address
OXFFFFFFFF
Example:
Return to caller .
Trap to the kernel l;;:':::aerZWe I’ead (fd ’ buﬁ:e r 7 n byteS)
5| Put code for read in register read
10,
4
User space
) Increment SP 11
Call read
3| Pushid User program
2| Push &buffer calling read
1| Push nbytes
6 9
Kernel space .
(Operating system) (Dlspezicly
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Users, Programs, Processes

OOUsers have accounts on the system

OUsers launch programs
B Many users may launch same program

B One user may launch many instances of
the same program

OOProcesses: an executing program
OQuestion: Real life analogy?
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Windows Task Manager

E Windows Task Manager

File Options View Help
| Applications | Processes |Perfnrmanc5 | Metwarking |

Image Mame User Marme CPU Mem Usage £
swchast.exe SVYSTEM oo 3,784 K
taskmgr.exe qin oo 4,692 K
ctfmon.exe qin on 4,488 K
UpdaterlJI exe gin oo 348K
shstat.exe qin on S44 K
jusched.exe gin oo 1,212 K
ACIntUst EXE qin oo 2,900 K
Directcd exe gin oo 4,912 K )
naPrdMgr.exe SVYSTEM oo 960 K
NSFpm, exe SYSTEM oo 2,108 K
nsrexecd.exe SYSTEM oo 3,404 K
mdm.exe SYSTEM oo 2,728 K
wskskmagr .exe SYSTEM oo IO K
mcshield, exe SWSTEM oo 12,984 K
FramewoarkServic...  SYSTEM oo F2TEE
ACLIENT.EXE SYSTEM oo 1,460 K
spoalsy.exe SYSTEM oo FO7ZE
awrhnst.Axe | OC Al SFRWICE nn 4.AR4 K A

[5how processes from all users

Processes: 38 CPU Usage: 0% Commit Charge: 295M [ Z461M
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Unix Processes: ps

Window Edit Options

Terminal

% ps —e
PID TTY TIME CMD
o7 0:01 sched
17 0:09 init
2 7 Q:00 pageout
37 135:44 fsflush
AR 0:00 sac
65 7 0:01 devfsadm
229 7 1:08 nscd
164 7 0:00 inetd
214 ? 0:03 cron
Eg ? Q:00 sysevent
216 7 2:01 xntpd
133 7 0:02 rpchind
146 7 0:00 yphind
136 ? 000 keyserv
12899 7 0:00 Xsession
vz 7 0:00 smcboot
197 ? 111:51 automoun
211 ? 0:29 syslogd
194 7 0:00 automoun
21109 pts/106 ©0:04 ssh
236 ? 0:22 ddentd
176 2 0:00 statd

d
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So What Is A Process?

O It's one executing instance of a
“program”

O It's separated from other instances

O It can start (“launch”) other
processes

O It can be launched by other processes
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The Process Model

One program counter

— Four program counters
Process

E switch

Y
Wc A‘C‘
lv

q

(a) (b) (c)

O Multiprogramming of four programs

O Conceptual model of 4 independent, sequential
processes

OOnly one program active at any instant
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Process Control Block (pcB), Why?

O PCB contains information

associated with a given process:

B Process state

B Process identification (Pid)
B Program counter

® CPU registers

B CPU scheduling information

B Memory-management
information

B Accounting information
B J/O status information
B Pid of parent process

process

pointer ST

process number

program counter

registers

memory limits

list of open files
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Process States

m ﬂs a process execufes I3 cHanges its state:

new: The process is being created.

B running: Instructions are being executed.
B waiting (blocked): The process is waiting for some event to

occur.

B ready: The process is waiting to be assigned to a CPU.
B terminated: The process has finished execution.

admitted

interrupt

scheduler dispatch
1/0 or event completion — 1/0 or event wait

terminated
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