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of the neighbors.
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1. Introduction

A basic step in providing secure communication in a network despite the activity
of intrudersis to empower authentic network entities with secrets. In this paper we
address the problem of establishing and in particular maintaining secrets in sensor
networks.

Desired properties of secret establishment and maintenance in sensor networks
are forward secrecy, backward secrecy, scalability, tolerance to loss of
synchronization, tolerance to state corruption of the entities, and tolerance to
denial-of-service attacks. Forward secrecy means that compromise of the current
session key?2 does not imply compromise of future session keys. Backward secrecy
means that compromise of the current session key does not imply compromise of
past session keys. The issue of scalability is of primary concern as sensor network
offer the opportunity to deploy alarge number of low powered devices as opposed
to asmall number of high powered devices. Lack of manual configuration and the
high frequency of faults motivate the need for tolerances. And withstanding
denia-of-service attacks, which try to unduly waste resources of sensor nodes, is
crucial in determining the lifetime of the network.

Extant protocols such as Diffie-Hellman key agreement [3] and ones using
asymmetric cryptography that deal with secret establishment and exchange
invol ve operations such as exponentiation and multiplication, which consume alot
of computational power, memory and energy. Hence these solutions are not
suitable for sensor nodes that have limited resources. An exception is SPINS [14],
which as discussed in Section 9, does not handle denid-of-service attacks. The
contribution of this paper is to present “Whisper”, a protocol with the above
mentioned properties.

Overview of Whisper  Whisper limits its use of cryptographic constructs to
one-way (pre-image resistant) hash functions, which can be computed efficiently.
The protocol is thus suitable for execution on resource constrained sensor nodes.
To provide forward secrecy, we derive each sesson key from two distinct
“key—parts’ known only to the two neighboring principals sharing the session key.
To move to their next session, they chose their new key—parts, encrypt these new
key—parts using their previous key—parts, and exchange the encrypted new
key—parts in a predetermined order. To assure that compromise of the current key
does not reveal the current key—parts, the function selected to compute the key
from the two key—parts is one-way. (This approach may be contrasted to extant
solutions that use long term keys to update session keys, under the assumption that
long term keys are secure.)

More precisely, secret maintenance in Whisper proceeds as follows. Let A and
B be two neighboring principals that share a key. Principa A’s key—parts are
stored in an array X, and those of principal B in Yg. A and B know the two
key—parts Xa[i-1] and Yg[i-1] of the key Cag[i-1] a the end of (i-1)™ session of

2 Key and Secret are used interchangeably in this paper. Both have the same meaning.



the protocol, as described in Table 1. To update the key, A sends a request to B
which contains one key—part (Xa[i]) for the new secret, obscured with X[i-1] and
authenticated using Cag[i-1]. B can retrieve Xa[i] as it knows Xa[i-1] and it can
verify the authenticity of the message since it knows Cag[i-1]. B then responds by
contributing the second key—part (Yg][i]) for the new secret, obscured with Y g[i-1]
and authenticated using the new secret (Cag[i]) which it computes by using Xali]
and Yg[i]. After receiving B's reply, A can retrieve Ygli] as it knows Yg[i-1] and
it can compute Cagli], which it also usesto verify the authenticity of the message.

Tablel. Secret Update

Session 1% part 2" part secret
i-1 Xali-1] Ys[i-1] Cagli-1] = f (Xa[i-1], Y[i-1])
| Xali] Yli] Cagli] = (Xali], Yel[i])

We summarize the protocol below. h isaone-way hash function. fis also aone-
way function, which enables forward secrecy. Function rand returns a positive
random integer.

A —> B o Xali] + h (Xa[i-1], B), h(Cagli-1], Xa[i])
B —» A © Yg[i] + h(Yg[i-1], A), h (Cagli], Yg[i])

where Xa[i] =rand() ; Yg[i] =rand() ; Casl[i] =f (Xalil, Yg[i])

Organization of the paper In Section 2, we describe the network, intruder and
fault model that we consider in this paper. In Section 3, we give a brief
introduction to the Abstract Protocol Notation (APN) [6] and recal definitions of
security concepts. We formalize Whisper in APN in Section 4. In Section 5, we
give formda proofs of the security and fault-tolerance properties of Whisper.
Section 6 proposes a variety of ways to bootstrap the initia secrets in the sensor
nodes. Given the importance of defending against denia-of-service attacks in the
resource constrained environments, we extend the protocol by adding a notion of
count in Section 7. In Section 8, we discuss reated work and make concluding
remarks.

2. System Model

2.1 Network M odd

The network consists of sensor nodes that are small battery powered devices
which may communicate with each other and with a more powerful base station.
In turn, the base station may be connected to an outside network. By design,
sensor nodes ae inexpensve and have limited computational and
communicational resources. Communication is radio based and is an energy-




consuming function for these nodes. Each principal has a unique ID and shares a
secret with the base station. For simplicity we assume that each non-maicious
node represents a unique principal.

2.2 Intruder Modd

The intruder model assumed here is the one proposed by Dolev-Yao [4].
Informally, al the communication channels are accessible to an intruder for
reading and writing. The intruder can also intercept the messages, store them in
encrypted and decrypted form (in case it knows the keys), and construct messages
using the stored and known values. An intruder can be a maicious node in the
network and hence can engage in sessions with other neighboring nodes.

The primitive data types that may occur in any message are | Ds of the processes
and keys. Compound fields are constructed by concatenation and hashing. The
concatenation of fields X and Y isthe field (X,Y). The hash of afield X is h(X).
The sets of primitive data types and compound field are digoint. Formally, the
fundamental operations on a set S of message fields that are possible for an
intruder are parts(S), analz(S) and synth(S) as defined by Paulson [12]. Briefly,
parts(S) isthe set of all the subfields of fields in the set S, including components
of concatenations and the plaintext of encryptions (but not the secret keys).
analz(S) is the subset of parts(S) consisting of only those subfields that are
accessible to an intruder. These include components of concatenations and the
plaintext of those encryptions where the secret key isin analz(S). Finally, synth(S)
is the set of fields constructible from S by concatenation and encryption using
fields and keysin S. We use the foll owing two results from [12]:

* The set transformers parts(S), analz(S), and synth(S) are closure operators

* Thefake(S) operator models an intruder

fake(S) = synth(analz(S))

We do not consider the jamming of radio channe with a strong signal in this

paper.

2.3 Fault Modd
In addition to the faults captured by the intruder model above, there are corruption

faults that corrupt the values of variables in the volatile memory of a sensor node.
These faults result in garbage values in the corrupted variables.



3. Programming Notation & Concepts

3.1 Abdgtract Protocol Notation Syntax

In this section, we briefly recall APN. In this notation, each process in a protocol
is defined by a set of constants, a set of variables and a set of actions. Let A be a
process in a protocol. The variables of process A can be read and updated by the
actions of process A. Each (action) has a unique name and is of the form:
(name) :: (guard) — (statement)

The guard of an action of A has one of the following three forms: a boolean
expression over the constants and variables of A, a receive guard of the form rcv
(message) from B where B is another process, or a timeout guard that contains a
boolean expression over the constants and variables of every process and the
contents of the channelsin the protocol.

Executing an action consists of executing al the statements of this action
atomically. Executing the actions of different processes in a protocol proceeds
according to the following three rules. First, an action is executed only when its
guard is true. Second, the actions in a protocol are executed one at a time. Third,
an action whose guard is continuoudly true is executed eventualy.

The (statement) of an action of process A is a sequence of (skip), (assignment),
(send), (receive) or {sdlection) statements of the following forms:

(skip) : skip

(assignment) : (variablein A) := {expression)
(send) . send {message) to B
(receive) : rev (message) from B

(selection) : if (boolean expression) — (statement)

ﬂ (boolean expression) — (statement)
fi

Executing an action of process A can cause a message to be sent to process B. We
model the broadcast radio-based communication by two channels between two
processes: oneisfrom Ato B, and the other one is from B to A. Each sent message
sent from A to B remains in the channel from A to B until it is eventually received
by process B or is lost. Messages that reside simultaneously in a channel form a
set and so they are received or lost, one at atime, in any order and not necessarily
in the same order in which they are sent.

3.2 Semantics

Let p be a protocal. A state of p is defined by a value for each variable of p,
chosen from the predefined domain of the variable. A state predicate of p is a



boolean expression over the variables of p. An action of p is enabled in a state iff
its guard (state predicate) evaluates to true in that state.

Let sand s’ be the two states of p. (s,8) is caled a state transition of p iff there
exists an action {guard) — (statement) such that (s A guard) holds and after
executing statement s’ holds. <s,,%,Ss,...,5+1,5:> is caled a state sequence of a
protocol p iff Vi:1 < i < n-1: (5,5+1) iS a State transition of p. A state sequence
<$1,%9,S,..-,51,5> IS called a computation of p iff s, isastarting state of p.

Let S be a state predicate of p. Sis closed in p iff for each action (guard) —
(statement) in p, executing statement starting from a state where (S A guard) holds
results in a state where Sholds. Sis an invariant of p iff Sistrue at al theinitial
states of p and Sisclosed in p.

Let us partition the variables of p into C (for “criticd” variables) and NC (for
“non-critical” variables); as these names suggest, the sequence of changes on the
criticd variables is material for correctness, the changes on the non-critical
variables are not. In other words, SPEC, the specification that p satisfies, depends
only onC.

Let she astate of p. Let v be asubset of the variables of p. 5|, isa set of states of
p with the same values for each varigbleinv.

3.3 Definition of Security

In this paper, we use the concepts of closure, convergence and protection [7] to
explain and verify the security properties of interest. Let SPEC be a system
specification describing the allowed computations of the system in the absence of
any intruder and fault actions. Intuitively, speaking, for a system to be secure,
certain “critical system variables’ identified in SPEC must be protected; that is,
modifications on these variables must be the same whether or not any intruder or
fault actions occur. In other words, any mismatching state transition on the critical
variables in the absence and the presence of an intruder or faults implies violation
of the SPEC for that intruder and fault modd.

More specificaly, given a protocol that satisfies SPEC, the states reached by
the system in the absence of any intruder or fault actions satisfy an “invariant”
state predicate. Also, the dstates reached by the system in the presence of the
intruder and fault actions satisfy a potentidly weaker invariant, which we cal the
“fault span”. Our approach to protection is to establish that for every state
transition on critical variables in the fault span states, the same state transition
existsin theinvariant states.

Formally, let Sbe a closed state predicate of protocol p and F be a set of actions
of an intruder. We say p isF-securefor SPEC in C from Siff there exists a state
predicate T that satisfies the following conditions:

» Sistrueat any of theinitial states of p.
* At any satewhere Sistrue, Tisaso true. (In other words, S=T)



» Starting from any state where T is true, if any actionin p or F is executed,
the resulting Sate is also one where T is true. (In other words, T is closed
inpand Tisclosedin F)

* For any state t where T is true and any action of p or F that whose
execution in tha state changes the values assigned to one or more C
variables, if there exists a state sin Ssuch that t|c = 9, then there exists
an action of p which yields the same change of vaues to the C variables
from s (the values of the NC variables may be different in the witness
step). (In other words, the critical variables C are protected inside the state
predicate T.)

Should we wish liveness in the presence of an intruder, we add one more clause
to the definition above

» Starting from any state where T is true, every computation of p aone
eventually reaches a state where Sistrue.

Our work can be regarded as invariant based approach using forward search, in
Meadows' classification of formal methods in cryptographic protocol anaysis
[11]. Our approach is related to that of Paulson’'s [13] and Cohen's [2]. The
essential  difference between our gpproach and theirs is that we limit the
verification check of protection condition to the critical variables of the system.

4. The Protocol in Abstract Protocol Notation

In this section, we formalize Whisper as outlined in Section 1 using Abstract
Protocol Notation. Process A has arrays Xa and Xg for storing key—parts.
Similarly process B has variables Y, and Yg. A’s key—parts are stored in X, in
process A and in Y, in process B. Similarly B’s key—parts are stored in Xg in
process A and in Yg in process B. For optimization, processes A and B cache the
computed secrets in arrays Cag and Cga. For al i = 0, Cag[i] = f (Xa[i], Xg[i]) and
Caali] = f (Ya[il, Yg[i]). (We later prove in Corollary 1.1 that (Xa[i] = Ya[i]) A
(Xg[i] = Yg[i]); hence Cag[i] = Cgali].)

process A
inp Ca:integer
var K, n,ia, hX,, tempXg, tempCag: integer, {initialy, in = 1}
Xa, Xg, Cap: array [integer] of integer
{initialy, Xa[i]=Xg[i]=Cag[i]= L for al i Zis}
begin
Ag:: (XA[lA] =1A XB[lA] = L) - XA[lA] = rand( ),
hXA = h(CAB[iA -1], XA[IA]),
send mo(XA[iA] + h(XA[IA-l],B),hXA) toB
OA; :: rev my(k,n) from B — tempXg =k - h(Xg[ia-1],A);
tempCag := f(Xa[ia], tempXsg);



if(h(tempCag,tempXzg) = n) —
XB[iA] = temeB,
Caglia] :=tempCag;
iA = iA +1
0 (h(tempCag,tempXg) # n) — skip
fi
OA; :: timeout
(Xalia] ZLAch AB=()AchBA=())—
send mo(XA[iA] + h(XA[lA-l],B),hXA) toB
end

process B
inp Cg:integer
var Kk, n,ig, hYg, tempYa : integer, {initialy, ig = 1}
Ya, Yg, Cga : @rray [integer] of integer
{initially,Y A[0]=Xa[0],Y s[0]=X&[0],Cas[0]=Cga[0]=f(XA[0], X&[0]),
Y al[i]=Yg[i]=Cgali]= L for dl i Z ig}
begin
Bo:: rev mo(k,n) from A — tempYa :=k —h(Y 4[ig-1],B);
if(h(Cgalis-1],tempY,) = n) —
YA[iB] = teranA,
Ylig] :=rand();
CBA[iB] = f(YA[IB], YB[IB]),
hYB = h(YB[IB-l] ,A),
send my(Yg[ig]+hYg,n(Cagalig], Yslig])) to A;
iB = iB +1
0 (N(Cealig-1],tempY ) # n) —
teranA =k- h(YA[lB-Z],B),
if(h(Cgalis-2], tempY ) =n) —
send ml(YB[iB—l]+hYB,h(CBA[iB—1], YB[IB-].])) to A
0 (h(Cealig-2], tempY 4) # n) — skip
fi
fi
end

5. Proofsof Security and Fault-tolerance Properties

5.1 Proof of Security Properties

The assumption for this proof is, his a pre-image resistant hash function, i.e. it is
computationally infeasible to find any pre-image x such that h(x) =y when given
any y for which a corresponding input is not known.



Informally, the SPEC of Whisper (consisting of processes A and B) is that not
only the values of Xa[i], Yg[i], Ceali] and Cagli] are kept secret but also an
intruder cannot affect the values of Y A[i] and Xg[i]. The latter can be reduced to
one which says that for all i, corresponding values of Xa[i] in A and YA[i] in B,
and Xg[i] in A and Yg[i] in B do match. Formally,

SPEC= {Xa[ial, Yeligl, f(Yalig], Yelig]), f(Xalial, Xg[ia])} N anaz(M) = @

A ((XA[lA] 1l A YA[lB] 1l A iA = |B) = (XA[lA] = YA[lB]))
A ((XB[IA] 1 A YB[IB] 1l Aia= IB) = (XB[IA] = YB[IB]))

where M is the set of messages principals A, B exchange over the channels

ch.A.B and ch.B.A.

The critica variables C of Whisper are Xa, Xg, Ya, Y, ia and ig. Recall that
VVhISper startsin a state where (IA =ig=0n XA[IA] = YA[IB] A XB[IA] = YB[IB])

Lemma 1: Theinvariant Sof Whisper is§ S S, where
S) = (XA[IA-l] = YA[IB-].]) A (XB[IA-].] = YB[IB-].])
A (XA[iA] * L) A (YA[iB] = XB[iA] = YB[iB] = L)
A (lA = |B)
A (ch.A.B = (Mo(Xa[ia]+h(Xa[ia-1],B), h(Caglia-1], Xalia]))))
A (ch.B.A=())
S_]_ = (XA[IA-l] = YA[IB-Z]) A (XB[IA-].] = YB[IB-Z])
A (Xalia]l = Yalie-1]) A (Xg[ia] = L) A (Yg[ig-1] #1)
A (YA[IB] = YB[IB] = L)
A (lA = iB- 1)
A (eh.B.A ={my(Yglig-1]+ h(Yg[ie-2],A), h(Cgalie-1], Yg[ie-1]))))
A (ch AB=())
% = (XA[lA-l] = YA[lB-l]) A (XB[lA-l] = YB[lB-l])
A (XA[IA] = YA[IB] = XB[IA] = YB[IB] = L)
A (lA = |B)
A (ch AB=())
A (ch.B.A=())
Note that state predicates S, S, and S are mutually exclusive.
Proof: S holdsin theinitial state. In the following table, we enumerate each state
predicate of Whisper, all actions that are enabled in that state predicate and the
state predicate resulting from the execution of those actions.

Current State Action Next State
S Bo S
S Ay S
S Ay S

Let T=Ty A T, bethe fault span state predicate, where
To = (Mmo(k,n)#ch.A.B > 1 A h(Cga[is-1] ,k-h(Y A[iz-1],B)) =n) =



(k-h(YA[lB-l],B) = XA[lA] A iA = |B)
T, = (my(k,n)#ch.B.A > 1 A h(C',k-h(Xg[ia-1],B)) =n) =
(k-h(XB[lA-l],B) = YB[iB-l] A iA = iB- 1)
where C" = f(Xa[ia], k-h(Xg[ia-1],B))
Note that, T, and T, cannot both hold non-vacuously in any state due to the
conditions on the values of variablesia and ig. Hence given T istrue in a state and
To is holding non-vacuously, then T, must be holding vacuously. In that case we
write To A T1. Similarly, given T istruein astate and T, is holding non-vacuously,
then To must be holding vacuously. In that case we write To A Ti.

Lemma2: S=T

Proof: In &, there is one message in ch.A.B which satisfies To. Channel ch.B.A is
empty, hence T, is vacuously true. In S, there is one message in ch.B.A which
satisfies T1. Channel ch.A.B is empty, hence T, is vacuously true. In S, both the
channels ch.A.B and ch.B.A are empty; hence T, and T; are vacuously true.
Therefore, S= T. [

Lemma 3: Tisclosed in Whisper
Proof: T holdsin theinitial state when there are no messages in the channels.

Current State Action Next State
T AO,AZ To AN Tl
To VAN Tl Bo To VAN Tl
ToAaT: Ay T

Lemma4: Tisclosed in F, where F is the set of intruder’s actions as modeled in
Section 2.2
Proof: Interception and replay actions do not violate the state predicate T. The
case of pre-play of message needs to be verified. Let us consider any two
consecutive sessions of Whisper. In the (i)™ session, results of applying analz
operator to messages my and m; are

analz(mo) = {A, B, Xa[ia] +h(Xa[ia-1],B), h(Caglia-1], Xa[ia])}

analz(my) = {A, B, Yg[ig] + h(Yg[ig-1],A), h(Cgalig], Yslig])}-
Xalia] ; Yslis] and Cga[is] appear in parts of any message for the first timein this
session.  Still Xa[ia] € analzimo, my), Yg[ig] ¢ analzimg, m;) and
CBA[iB] & anaIZ(mo, ml).
Similarly in the (ia+1)" session, results of applying analz operator to messages my’
and my” are

analz(my’) = {A, B, Xaliat+1] + h(Xa[ia]l,B), h(Caglia]l, Xalia+1])}

analz(ml’) = {A, B, YB[iB+1] + h(YB[IB] ,A), h(CBA[iB+1], YB[|B+1])}
Xalia] € analz(my’, my’), Yg[ig] ¢ analz(my’, my") and Caglia] ¢ analz(my’, my’).
Hence neither key—parts nor key are revealed in any of the messages.




Since {x + h(Xa[ial,B), h(Caglia],X)} & fake(mo,m;,my) such that x #
Xalia+1], an intruder cannot synthesize a new message my’ that violates To.
Similarly since {y + h(Yg[ig],A), h(C,y)} & fake(my,my,my’,m;")) such that y #
Yg[ig+l] and C" = f(Xa[ia], ¥), an intruder cannot synthesize a new message m,’
that violates T;. Therefore T isclosed in F. [

Lemma 5: Thecritical variables C of Whisper are protected inside T

Proof: In the following table, we enumerate each state predicate of Whisper in the
presence of an intruder, the state of the critical variables, an action that is enabled
in that state of Whisper, the state predicate resulting from the execution of that
action and the state of the critical variables in the resulting state. (n/a implies that
Current state  Critical Variables = fase) e.g. When the current state of Whisper is
To A Ty, ia isequal to ig - 1 and when the state of the critical variablesis &, ia is
equal to ig. Hence the critical variables cannot be in state S when Whisper is in
state To A Tl.

Current State Critical Action Next State Critical
Variables Variables
To AN Tl S) BO To AN Tl S_L
To A Tl S) n‘a n‘a n/a
T S Az ToAT: S
TonTy S n‘a n‘a n/a
Ton Ty S Ay T S
T S A, T S
TonTy S n‘a n‘a n/a
To A Tl % n‘a n‘a n/a
T S Ao ToAT: S
|
Theorem 1: Whisper is F-secure for SPECin C from S
Proof: It follows from Lemmas 1-5 and the definition of security. ]

Corollary 1.1:  ((Xa[ia]l 2 L A Yalig] # L Aia =ig) = (Xa[ia] = Yalis]))
A ((XB[IA] 1A YB[IB] #1lAia= IB) = (XB[IA] = YB[IB]))
Proof: From Theorem 1 and the protection condition, for each statet (where T is
true) in the computation of Whisper there exists astate sin Ssuch that tjc = Slc. |
Since ((Xalia] # L A Ya[ig] # L Aia=ig) = (Xalia] = Yalig]))
A ((XB[lA] 1l A YB[lB] C N iA = |B) = (XB[lA] = YB[lB])) holds in S it
holdsin T. [

We recall the definitions of backward and forward secrecy [10]. Backward
secrecy guarantees that a passive adversary who knows a contiguous subset of
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secrets cannot discover preceding secrets. Forward secrecy guarantees tha a
passive adversary who knows a contiguous subset of old secrets cannot discover
subsequent secrets.

Theorem 2: Whisper provides backward secrecy
Proof: Let mo, my be the messages exchanged by A and B during i session of
Whisper.

analz(mg) = {A, B, Xa[i] + h(Xa[i-1],B), h(Cagli-1], Xa[i])},

analz(my) = {A, B, Ygli] + h(Ys[i-1],A), h(Cgali], Yeli])}
Let us assume adversary knows the secrets starting from the K" session up to M™
sessionand i = K-1.
From the proof of Lemma 4, Xa[i] € analz(mgy, my), Yg[i] € analz(mg, my),
Xa[i] € analz(mgis1, My +1) and Yg[i] ¢ analz(moi+1, Myis1). From protocol actions,
(Vj 1] <K -1 Xali] ¢ analz(mg, my) and Yg[i] ¢ analz(mg, my)). Also (V] : K
< j < M: Xali] ¢ analz(mg, my,Caglj]) and Ys[i] ¢ analz(mg, my;,Cagljl)).
Hence the (K-1)" secret is not revealed. Using induction on i (for all i < K - 2),
secrets for al the sessionslessthan K are not revealed. [

Theorem 3: Whisper provides forward secrecy if function f is one-way
Proof: Let mg, my be the messages exchanged by A and B during i session of
Whisper.

analz(mg) = {A, B, Xa[i] + h(Xa[i-1],B), h(Cagli-1], Xa[i])}

analz(my) = {A, B, Yg[i] + h(Ys[i-1].A), h(Cgali], Ys[i])}
Let us assume adversary knows the secrets starting from the K" session up to M™
sessionandi =M + 1.
Since f is one-way, Xa[i] ¢ analz(Cagli]) and Yg[i] ¢ analz(Cag[i]). From the
proof of Lemma 4, Xa[i] ¢ analz(mg, my), Yg[i] ¢ analz(mg, ma), Xa[i] ¢
analz(mgi+1, My +1) and Yg[i] ¢ analz(mgi+1, My i+1). From protocol actions, (V] : j
>M + 2: Xali] ¢ analz(mg, my) and Yg[i] ¢ analz(mg, my)). Also (Vj : K <j
< M: Xali] ¢ analz(mg, my;,Caglj]) and Ygli] ¢ analz(mg, my;,Caglj])). Hence
the (M+1)™ secret is not revealed. Using induction on i (for al i > M + 2), secrets
for al the sessions greater than M are not revealed. [

For reasons of space, we omit the proof of liveness of Whisper in the presence of
an intruder.

5.2 Proof of Fault-Tolerance Properties

Theorem 4: Principals A and B are never out of synchronization by more than one
session

Proof: From Theorem 1 and the protection condition, for each state t (where T is
true) in the computation of Whisper there exists astate sin Ssuch that tjc = glc. In
T, (ia = ig) v (ia = ig - 1). Therefore, for each state t (where T is true) in the
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computation of Whisper, (ia = ig) Vv (ia = ig - 1). Therefore principas A and B are
never out of synchronization by more than one session. |

The implication of Theorem 4 isthat it is sufficient for a principal to remember
the secrets of at the most two consecutive sessions. Hence the infinite arrays Xa,
Xg, Cag in process A can be replaced by arrays with two values each and integer
variable i, by single digit binary number. Similarly for variables Y 5, Yg, Cga and
ig Of process B.

The next theorem deals with the ability of Whisper to recover to its invariant S
upon corruption of all variables of A and B, except for variables Xa, Ya, Xg, Yg,
ia and ig, without compromising security.

Thorem 5: Whisper is self-stabilizing to Swith respect to arbitrary corruption of
all variables of A and B, except for variables Xa, Ya, Xg, Yg, ia adig
Proof: From Theorem 1, Whisper is F-secure for SPEC in C from S The only
variables of A and B in the state predicate T are Xa, Ya, Xg, Yg, ia and ig. The
values of all the other variables which we can call “corruptibl€’ can be arbitrary.
The corruption of corruptible variables does not violate T. Therefore Whisper is
still F-securefor SPEC in C from S

All the corruptible variables except for those used as cache for optimization,
such as hX,, are caculated afresh during all the executions of every action of
Whisper. The variable hX, stores the value h(Cag[ia -1], Xalial), which is used
across two actions Ap and A,. To guarantee liveness of Whisper, we can
periodically recalculate hX, using current values of Cag[ia -1] and Xa[ia] which
are not corrupted. This would guarantee liveness of Whisper. Hence Whisper is
self-stabilizing to the corruption of all the variables inside the principals except for
XA, YA, XB, YB, iA and iB. ]

The corruptible variables can be kept in volatile memory of a prindpal while all
the other variables are kept in non-volatile memory.

6. Bootstrapping the I nitial Secret

Theinitia secret between A and B can be bootstrapped using a variety of methods
depending upon the level of initia trust in the network and the level of efficiency
required. Efficiency is directly proportional to the initia trust in the network. In
case of no initia trust in the network, a base station (principal SB) serves as a
trusted authority used to bootstrap the initial secret (Multiple base stations can be
deployed for load balancing purposes). SB shares a secret Cy with every principa
U in the network, e.g. SB shares secrets C, and Cg with A and B respectively.
When A wishes to establish a secret with B, it contacts SB. SB replies with the
two key—parts Xa[0], Yg[0]. A can compute Xa[0] by itself and retrieve Yg[0]
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from the reply. Similarly, B can compute Y[0] by itsdf and retrieve XA[0] from
the reply. Hence both of them can compute the initia shared secret Cag[0].

A — SB  :B,h(CaA, B)
SB > A, B :XA[0] + Ys[0], h (XA[0]), h (Y[O])

where XA[0] = h (Ca, B):Y&[0] = h (Cs, A); Cas[0] = f (X[0], Y5[0])

In case of perfect initid trust in the network, we can more efficiently bootstrap
the secrets. All nodes can be provided with a common secret that has a limited
lifetime t,, such that once t, expires a principal will no longer remember that
secret. During t,, this common secret is used to initialize the two key-parts. Once
t, has elapsed, any new principal joining the network has to resort to the base
station for initiating communication with other principals. The assumption
underlying this optimization is that during t,, all principals are non-malicious.

In case of partid initial trust in the network a scheme such as key trees [8] can
be used. Given is atree of keys such that each principa is associated with a leaf
node and it knows all the keys that are in the path from this leaf to the root of the
tree. A and B will use the first key that they share starting from the bottom of the
tree as their initid key—parts. This is more efficient than using a base station but
less efficient than using a single secret al over the network.

7. Defending against Denial-of-Service Attacks

7.1 Denial-of-Service Attacks

Sensor networks with constrained resources are especialy vulnerable to attacks
that waste their resources. For example, in the bootstrapping protocol described
above where there is a unique secret per node, an intruder E can easily replay old
request messages of A and not only force the base station to send replies but also
force A and B to switch to the initial secret; this would waste resources of A and B
(as they have to form and remember the secret) and the base station. Similarly,
during secret update an intruder can replay the old messages of A to force B to
send the corresponding replies; this would force B to waste its energy on sending
reply messages. These cases apply even when E may not be a part of the network,
i.e. it does not even have Ce.

Sometimes a principal is compromised, and its secrets are disclosed. In this
case, E can create authenticated messages. In bootstrapping, such an intruder can
create valid request messages and during secret update it can send malicious
update messages just to waste resources of the participating nodes.
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7.2 Measures against Denial-of-Service Attacks

Since communication is radio-based, a node has to listen to all the messagesin its
receiving range, even if they are from malicious nodes. Hence measures need to be
taken to identify and entertain only genuine messages using less energy. For
defending againgt denial-of-service attacks, we present an enhanced version of the
bootstrapping and secret update protocols.

A notion of count is introduced in each process. Every process has an internal
counter, which is incremented at least once after any program action is executed.
Each process maintains its current knowledge of the counter values of al other
processes it is communicating with.

Bootstrapping I nitial Secret
A —> SB :B, ta, h (Ca, A, B ta)
SB—A,B tts, Xa[O] + Xg[0], h (ts, Xa[O]), h(ts, X&[0])

wheret,, ts are current values of countersin A and SB respectivdy;
Xa[0] = h (Ca, B, ts) ; Xg[0] = h (Cg, A, ts) ; Cag[0] =f (Xa[0], Xs[0])

Secret Update
A—B » ta, Xali] + h (Xali-1], B), h (Casli-1], Xa[i], ta)
B—A : tg, Xg[i] + h (Xg[i-1], A), h (Cagli], Xe[i], ts)

wheret,, tg are current values of countersin A and B respectively;
Xali] =rand() ; Xg[i] = rand() ; Cagli] = f (Xa[i], Xs[i])

The enhanced version described above handles denid-of-service attacks via
four mechanisms, viz., self-authorizing request messages [16], synchronization,
asymmetry in resource expenditure, and caching of computationaly expensive
messages [16]. The last two are especially important in case an intruder is a
compromised node. Below we offer an intuitive explanation of the use of these
mechanisms:

1. Each message contains an authentication of its sender. While bootstrapping
the secrets, requester A uses C, and the base station uses C, and Cg to
authenticate the requests. In case of secret update, requester A uses Cag[i-1]
for authentication. The receiver expends resources only when a request is
authentic. Hence an intruder can form an attack only if it sends authentic
request messages. Since the secrets are not leaked to an intruder, it can only
replay authentic messages, which is handled by (2).

2. Each fresh authentic message contains a sequence number which is greater
than that in the previous authentic message. The receiver records the
sequence number in the last authentic message from the sender. The
receiver detects the replay of a message if it contains a sequence number
less than or equal to that in record, in which case it discards the replayed
message. For example, in bootstrapping, an intruder cannot replay the base
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station’s messages to force A and B to revert to the initia secret. Similarly,
in secret update, an intruder cannot replay A’'s messages to force B to send
reply messages again.

3. One way to discourage denial-of-service attacks is to force an intruder to
expend more resources compared to benign nodes for establishing and
maintaining malicious sessions. This is especialy useful when the intruder
is a compromised node and can create authentic messages. Note that in both
secret bootstrap and update, an intruder at a compromised node has to do
more work than benign nodes to force them to maintain sessions with it.
Thiswould deplete the resources of the malicious node.

4, Resending requests and responses causes a principa to waste a lot of
resources, if it has to compute them repeatedly. In Whisper, A reuses the
value X[i] + h(Xa[i-1], B) in request if it has to send the request again. B
can aso reuse the value Xg[i] + h(Xg[i-1], A) in corresponding response.
Hence both A and B can cache results of the previously computed va ues
which saves them energy when they are forced to re-send the same
messages e.g. due to scrupulous collisions or due to a compromised node.

8. Related Work and Concluding Remarks

The literature on secret agreement is extensive, and we will not attempt to be
comprehensive in this compilation of related work. Instead, we will discuss works
that mogt directly influenced ours or are representative of existing idess.

Secret agreement using asymmetric cryptography has a long history in the
context of network protocols for telecommunication networks. Diffie-Hellman [3],
RSA [15] and EIGamal [5] are prominent examples. Other related work deals with
secret agreement in mobile ad-hoc networks, such as Bafanz et d. [1] and Hubaux
et a. [9]; these works aso use asymmetric cryptography while we use the less
expensive symmetric cryptography.

Perrig et a. [14] recently proposed SPINS, which has two building blocks
SNEP and uTeslas SNEP provides data confidentiality, two-party data
authentication, and data freshness, and uTesla provides efficient broadcast
authentication. SPINS does not deal with secret maintenance, and in this regard it
can be used in combination with Whisper. SPINS does however provide Hust as
we did— away to bootstrap the initial secret between two neighboring nodes using
a base station as a trusted agent. However, it does not deal with the denial-of-
service attack of a malicious node sending spurious key request messages (a
malicious node can forge a new request message in SPINS). Also, Whisper does
not require real-time synchronization in contrast to SPINS.

In conclusion, secret agreement establishment and maintenance in a large-scale
resource-constrained sensor has requirements that are not met by classical secret
agreement protocols. To the best of our knowledge, Whisper is the first piece of
work in which neighboring node-to-node local secret maintenance with the
property of forward secrecy is achieved using session keys only.
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