SCALABLE DESIGNOF FAULT-TOLERANCE FOR
WIRELESSSENSORNETWORKS

DISSERTATION

Presenied in Partial Ful lIment of the Requiremerts for

the DegreeDoctor of Philosophy in the
Graduate Sdool of The Ohio State University

By

Murat Demirbas, M.S., B.S.

* % % * %

The Ohio State University

2004
Dissertation Committee: Approved by
Anish Arora, Adviser
Neelam Soundargan _
- Adviser
Paolo Sivilotti Computer & Information

Science



¢ Copyright by
Murat Demirbas

2004



ABSTRA CT

Sincewirelesssensornetworks are inherertly fault-prone and sincetheir on-site
maintenanceis infeasible,scalableself-healingis crucial for enabling the deploymen
of large-scalesensornetwork applications. To achieve scalability of self-healing,in
this dissertation we focus on addressing(1) the scalability of the cost-overhead of
self-healingwith respect to the size of the network, and (2) the scalability of the
designe ort for self-healingwith respect to the sizeof the application software.

Our researb on fault-containment addresseghe rst problem: By con ning the
cortamination of faults within a small area, this approad acdiewves healing within
work and time proportional to the sizeof the perturbation, independert of the sizeof
the network. Our researb on speci ¢ ation-basel designof self-haling addresseghe
secondproblem: Since speci cations are more succinct than implemertations, this
approad yields e cien t designof self-healingeven for large implemertations.

Thesetwo researt directions are complemerary, and together enablea salable

designof local self-haling for large-sale sensornetwork applications.
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CHAPTER 1

INTR ODUCTION

Fault-toleranceis the ability of a systemto deliver a desiredlevel of functionality
in the presenceof faults. Fault-toleranceis crucial for many systemsand is becoming
vitally important for computing- and communication- basedsystemsasthey become
intimately connectedto the world around them, using sensorsand actuatorsto mon-
itor and shape their physical surroundings.

In cortrast to only 2% of processorghat nd their way into interactive computers,
sud aslaptops, desktops,and seners, the remaining 98% of processorsare employed
in embeddedcomputers,sud asthoseusedin cell phones,personaldigital assistars,
vehicles,robots, home and industrial appliances[103]. Various e orts are beginning
to provide ubiquitous network connectivity for theseembeddeddevicesto harvestthe
information derived by these embedded nodes and to enable remote cortrolling of
theseenmbeddedsystems[91]. Owing to the rapid growth rate of the embeddedsys-
tems market, thesenetworked, embeddeddevicesare expectedto outnumber humans
by a hundred or thousandsto onein the near future [103].

A prime exampleof the rising popularity of enbeddedsystemsis the sensornet-
works [2,54,104]. Recent advancesin embedded systemstechnology have made it
feasible to build low-cost and low-power wireless sensornodes, and have, hence,

1



enableddeploymert of large-scalewirelesssensornetworks (with potentially many
thousandsof nodes). Even in this early stagesof their dewvelopmen, sensornetworks
have already found se\eral applications. They are employed in habitat monitoring to
study the nesting behaviors of birds on a remoteisland [78], in precisionagriculture
to monitor the humidity levels at di erent parts of a vineyard [57], and in civil en-
gineeringto monitor the stresslevel of structures under earthquake simulations [62].
A major application area for sensornetworks is the military and surwveillance sys-
tems[7,33,35,98].

Sensornetworks introduce new challengesfor fault-tolerance. Sensornetworks
are inherertly fault-prone due to the sharedwirelesscommnunication medium: mes-
sagelossesand corruptions (due to fading, collision, and hidden-nade e ect) are the
norm rather than the exception. Moreover, node failures (due to crash and energy
exhaustion) are commonplace.Thus, sensomodescan losesyndirony and their pro-
gramscanread arbitrary states[59]. Sinceon-site maintenanceis not feasible,sensor
network applications should be self-healing. Another challengefor fault-tolerance is
the energy-constraih of the sensornodes. Applications that impose an excessie
commnunication burden on nodes are not acceptablesince they drain the battery
power quickly. Thus, self-healingof sensornetwork applications should be local and
comrmunication-e cient.

1.1 Scalabilit y of Fault-T olerance for Sensor Network Appli-
cations

Sincewirelesssensornetworks are inherertly fault-prone and sincetheir on-site
maintenanceis infeasible,scalableself-healingis crucial for enablingthe deploymen
of large-scalesensornetwork applications. To achieve scalability of self-healing,in
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this dissertation we focus on addressing(1) the scalability of the cost-overhead of
self-healingwith respect to the size of the network, and (2) the scalability of the

designe ort for self-healingwith respect to the sizeof the application software.
1.1.1 Scalabilit y with respect to network size

Se\eral sensornetwork services,sud as tracking, routing, and spatial querying,
require cortinuous maintenanceof distributed data structures, sud as trees, paths,
and clusters, over a large number of sensomodes. This is a challengingtask because
messagéossesand corruptions (due to fading, collisions,and hidden node e ects) and
node failures (due to software/hardware crashesor energyexhaustion) candrive por-
tions of theselarge-scalestructures to be arbitrarily corrupted and henceto become
inconsistert with the rest of the structure.

For dealingwith arbitrary corruptions, we needself-healingsystems:A self-healing
systemensures\ertual satisfactionof systemspeci cations upon starting from a cor-
rupted state. Howeer, sincefaults cantemporarily violate the program speci cations
in a self-healingsystem,extra careshouldbe takenfor cortaining the e ects of faults:
Faults in one part of the systemmay contaminate the entire systemand hencemay
result in a high-cost, system-widecorrection.

Thus, medanismsfor local cortainment of faults are neededfor cortinuous and

local maintenanceof large-scaledata structures.
1.1.2 Scalabilit y with respect to implemen tation size

Sincethe complexity of software grows drastically with respect to its size,large-

scalesoftware systemsare extremely error-prone and fail frequenly. Especially for



sensometwork applications, that areinherertly distributed, reasoningabout the sys-
tem and veri cation of correctnessare more di cult dueto the lack of a certralized
controller and the lack of a globally sharedmemory Again due to their overwhelm-
ing complexity, design of fault-tolerance for large-scalesoftware systemsremains a
challenging task.

Whitebox approadesfor designingfault-tolerance, sud as exception handling,
forward recovery, recovery blocks [92], and application-speci ¢ fault-tolerance meth-
ods [10,11], assumethat the implemertation is fully available, and study the source-
code for designingfault-tolerance. Howeer, they are not applicable for large-scale
software systemsbecausethe task of studying the implemenation and designinga
fault-tolerant versionbecomesaunbearableasthe sizeof the implemertation grows.

Blackbox solutions, sud asresetand restartability approades,may be adequate
for certralized software systems, howewer they are inapplicable for massiely dis-
tributed software sincea resetof the software would meana global resetof the ertire
network, and would incur a lot of work and down time.

Thus, a more e cient and informed approad is neededfor adcieving scalable

designof fault-tolerance with respect to software size.

1.2 Thesis

In this dissertation, we addressthe above two scalability questions.
Towardsaddressinghe scalability problem of cost-overheadof fault-tolerancewith

respect to the network size, we proposethat scalable design of fault-tolerance



to distributed data structures can be achieved by using e cien t and light-
weight fault-c ontainment techniques for self-he aling . By con ning the con-
tamination of faults within a small area,this approad acievesfault-local self-haling:
Work and time spert for recovery are proportional to the sizeof the perturbation as
opposedto the sizeof the network.

Towards addressingthe scalability problem of fault-tolerance designwith respect
to the implemenation size,we proposethat scalable design of fault-tolerance can
be achieved without knowledge of system implemen tation but with knowl-
edge only of system specication . That is, for the designof fault-tolerance we
estiew knowledge of systemimplemertation in favor of knowledge of system speci-
cation. Sincespeci cations are typically more succinctthan implemertations, our
speci ¢ ation-basel designof fault-tolerance approad o ers the promise of scalability
when the designe ort for adding fault-tolerance is proportional to the size of the
system. Also, since speci cations admit multiple implemertations and since system
componerts are often reused, a speci cation-based approad o ers reusability. Fi-
nally, in cortrast to a blackbox approad, a speci cation-based approad allows the
designof e cient (low-cost) fault-tolerance by virtue of exploiting more information
about the system.

We give a brief overview of thesetwo techniquesin the following two subsections.
1.2.1 Fault-con tainmen t for scalabilit y with respect to net-

work size

For achieving local self-healingof hierardical tracking of mobile objects in sensor
networks, we deweloped a hierarchy-basedfault-containment technique [35]. The key

idea of this technique is to wait for a longer time before updating a wider region's
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view. We adhieve this by using larger timeouts before propagating an update to
the higher levels of the hierarchy. This way, more recernt (more accurate) updates
coming from lower levels can catch up to (contain) misinformed updates at higher
levels. As a result, contamination due to faults is restricted to an areaproportional
to the perturbation size(i.e., the size of the initially faulty area), and our tracking
path stabilizesin work and time proportional to the perturbation sizeinstead of the
network size. Furthermore, our solution is sud that the latency imposedby waiting
for larger timeouts at higher levels of the hierarchical partitioning doesnot a ect the
availability or quality of tracking; it is still possibleto seamlesslytrack cortinuously
moving objects.

For adiieving local self-healingof clustering, we deweloped a stretch-factor based
fault-containment technique [34]. The key idea of this technique is to allow eadh
cluster to tolerate expansionup to two-fold of its ideal size. This way, the faults
hitting a cluster are subsumediocally within that cluster, and cascadinge ects, that
may require a re-clusteringof the ertire network, are avoided. For example,we showv
that thanks to the stretch-factor of two-fold, the nodesin a collapsedcluster can
either join their neighboring clusters or form a new cluster without disturbing their
neighboring clusters.

1.2.2 Specication-based design for scalabilit y with respect
to implemen tation size

In order to demonstratethat scalabledesignof fault-tolerance is achievable via a
speci cation-basedapproad, we have deweloped a novel method that enablessut a
design. Looselyspeaking, our method is to rst designa wrappger componert to add

fault-tolerance at the systemspeci cation level and then to transform this wrapper to
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the systemimplemertation level by meansof a fault-tolerance preservingand compo-
sitional re nement [6,32]. Eventhough the wrapper is designedsolelyby studying the
systemspeci cation and not the systemimplemertation, the nature of our transfor-
mation enablesusto concludethat the transformedwrapper provides fault-tolerance

to the systemimplemertation.

Figure 1.1: Speci cation-baseddesigntechnique.

For example, given an abstract system speci cation A, we rst designa fault-
tolerancewrapper W sud that adding W to A yields a fault-tolerant system. Our
transformationsensurethat for any concreteimplemertation Cof A, addinga concrete
implemertation W°of W would alsoyield a fault-tolerant system.

Note that sincethe re nements from A to C and W to W? can be done inde-
penderly, speci cation-based design enablesa posteriori or dynamic addition of
fault-tolerance. That is, given a concreteimplemertation C, it is possibleto add
fault-toleranceto C by rst designingan abstract fault-tolerance wrapper W using
solely an abstract speci cation A of C, and then adding a concretere nement W ° of

W to C.



1.3 Outline of the Dissertation

This dissertation consistsof two parts:
1. fault-local self-healing,and
2. speci cation-baseddesignof self-healing.

In the rst part, we presen our work on fault-containment to achieve scalableself-
healingwith respectto network size. In Chapter 2 we presen a hierarchy-basedfault-
containment technique for fault-local self-healingof tracking, and in Chapter 3 we
presen a stretch-factor basedfault-containment technique for fault-lo cal self-healing
of clustering. We discussrelated work on fault-containment in Chapter 4.

In the secondpart, we presem our work on speci cation-based design of self-
healing to achieve scalability with respect to implemertation size. To this end, we
introduce two fault-tolerance preservingand compositional re nements, namely ev-
erywhereand corvergencere nemernts, in Chapter 5. In Chapter 6, we illustrate the
designof speci cation-basedself-healingto our hierarchical tracking servicepreserned
in Chapter 2 in orderto achieve scalability of designe ort of self-healingwith respect
to the real world implemenations of this tracking service. In Chapter 7, we discuss
the soundnessand completenesof the abstraction functions we use, and presen a
preliminary method for achieving automated syrthesis of speci cation-based design
of fault-tolerance. We presen related work on design of fault-tolerance and fault-
tolerancepreservingre nements in Chapter 8.

Finally, we presen concludingremarksin Chapter 9.
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CHAPTER 2

A HIERAR CHY-BASED FAULT-LOCAL HEALING
TECHNIQUE FOR TRA CKING IN SENSOR NETW ORKS

2.1 Intro duction

Owing to applicationsin mobile computing, cellular telephory, and military con-
texts, tracking of mobile objects hasreceived signi cant attention [16,20,38,90,100].
More recerly, the DARPA Network Embedded Software Tednology (NEST) pro-
gram posedtracking as a challengeproblem in wirelesssensornetworks, and seeral
groupshave delivered small-scale(using 100node networks) tracking demonstrations:
pursuer-ewader tracking with 1 human cortrolled evader and 3 autonomouspursuers
is shovcasedin [99], and detection, classi cation, and tracking of various intruders,
sud as personsand cars, are demonstratedin [7].

Besidesthe opportunities they provide for tracking of objects, wirelesssensomet-
works alsoimposenew challenges. Sensornodes are energy constrained; algorithms
that require an excessie communication burden are unacceptableasthey drain bat-
tery power quickly. Sensornetworks are fault-prone, messagdossesand corruptions
and node failures are frequert; nodes can lose syndirony and programs can read

arbitrary states[59]. On-site maintenanceis infeasible; sensornetworks should be
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self-healing. Moreover, self-healingshould achieve fault-containment; otherwise a
fault in oneregion of the network may cortaminate the ertire network and require
a global correction, wasting the energyof the nodesand hindering the availability of

the tracking service.

Contributions.  Our cortribution isto presen a hierarchy-basedfault-lo cal stabiliz-
ing algorithm, namely STALK (Stabilizing TrAcking via LayeredlinKs), for tracking
in sensornetworks. Starting from an arbitrarily corrupted state, STALK satis es
its speci cation in time and work proportional to perturbation size(i.e., the size of
the initially faulty area)instead of network size. This fault-local self-healingnotion
implies fault-containment: fault cortamination is con ned to an areaproportional to
the perturbation size. We adchieve fault-containment by slowing propagation of infor-
mation as the levels of the hierardhy underlying Stalk increase,enablingthe more
recen information propagatedby lower levels to override misinformation at higher
levels.

Our sthemefor adhieving fault-containment doesnot interfere with the e ciency
of tracking operations in the absenceof faults. While adieving fault-local stabi-
lization, Stalk also adheresto the locality of tracking operations: a nd invoked
within distance d of the mobile object requiresO(d) time and communication cost
(work) to readh the object, and a move of the object to distance d away requires
O(d log(network diameter)) time and work to update the tracking structure. Fur-
thermore, Stalk adieves seamlesdracking of a cortinuously moving object by en-
abling concurrent executionsof move and nd operations.

Overview of Stalk . For adcieving scalability, Stalk employs a hierarchical struc-

ture. For ensuringthe locality of both nd and move operations, Stalk adopts a
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partial information strategy. The tracking information is maintained with accuracy
related to the distancefrom the mobile object: Nearlby nodesthat are relatively in-
expensi\e to update have more recen and accurate information about the object,
whereasfar away nodesthat are relatively expensiwe to update have older and more
approximate information about the object.

Trackingstructure. We assumea hierarchical partitioning of the sensornetwork
into clustersbasedon radius. The tracking structure is a path rooted at the highest
level of the hierardhy. Eadh processin the tracking path hasat most one child, either
at its level or one below it in the hierarchy, and the mobile object residesat the
leaf of the tracking path, at the lowest level. Each processin the path points to a
processthat is generally closerto the object and has more recen information about
its location.

Find operation A nd operation invoked at a processqueriesneighboring pro-
cessest increasingly higher levels of the clustering hierarchy until it encourers a
processon the tracking path. Once the tracking path is found, the nd operation
follows it to its leafto read the mobile object.

Move operation We implemert move-triggered updates by meansof two local
actions, grow and shrink. The grow action enablesa path to grow from the new
location of the object to increasinglyhigher levels of the hierardhy and connectto the
original path. The shrink action cleansbranches desertedby the object. Shrinking
also starts at the lowest level and climbs to increasingly higher levels. Despite that
grow and shrink occur concurrerily, we adieve the move operation successfullyby
using suitable values for the processtimers, which actuatesthe execution of these

actions.
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Fault-local stabilization. We usetwo conceptsfor achieving fault-locality: hierar-
chical partitioning and level-basedtimeouts for execution of actions. The key idea
is to wait for more time before updating a wider region's view. We employ larger
timeouts when propagating an update to a higher level of the hierarchy and, thus,
more recent updates coming from lower levels can catch-up to misinformed updates
at higher levels. The latency imposedby waiting is a constart factor of the commnu-
nication delay and doesnot a ect the accessibiliy of the tracking structure.

A perturbation court for a given systemstate is the minimum number of processes
whosestate must changeto adieve a consisten state of the system. For work and
time calculationsthe level of \p erturbed" processesre important; a fault hitting a
level | processa ects the ertire level | cluster and henceits sizeis r'. We de ne
perturbation sizeto be a weighted sum of the levels of perturbed processesA stabi-
lizing systemis fault local stabilizing if the time and work required for stabilization
are boundedby functions of perturbation sizerather than systemsize.

Concurrentmoveand nd operations. Stalk adievesseamlesgracking of a con-
tinuously moving object: An object canrelocate beforethe e ects of its previousmove
operations nish updating the tracking path, and a nd operation may be concur-
rently in progresswith thesemove operations. During concurrert move operations, it
is not possibleto achieve a completetracking path; there will be discortinuities in the
path. By giving an upperbound on the speed of the object, we prove a reacability
condition on the tracking path and ensurethat if a nd encourers a dead-endwhile

following a path, there is always an available newer path nearhy.
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Related work. Stalk providesa \network middleware support” for tracking: it
assumesn underlying servicefor detectionof a mobile object [56,75,111]and provides
a basisfor higher level applications sud asmultiple target tracking [96] and pursuer-
evader applications [48].

The idea of employing a hierardical structure for achieving scalability of tracking
has been extensiwely researbed [3,110] in the cortext of personal communication
systemsand mobile Internet Protocol, and the idea of using a partial information
strategy to optimize both nds and moveshasbeeninvestigatedin [16,23].

In [16], a hierarchy of regional directories is constructed so that ead level | di-
rectory enablesa node to nd a mobile object within 2' distance from itself. The
communication cost of a nd for an object d away is O(d log?N) and that of a
move of distanced is O(d logD logN + log?D=logN) (where N is the number
of nodesand D is network diameter). A topology change, sud as a node failure,
necessitatesa global reset of the system since the regional directories depend on a
non-local clustering program [15] that constructs a sparsecover of a graph. In [23],
the tracking problemis consideredor a geometricnetwork model similar to ours, and
cost complexity similar to oursis achieved.

Stalk o ers properties that these protocols lack, sud as fault-tolerance and
seamlesgracking of a cortinuously moving object. Stalk is not only fault-tolerant
but also stabilizing and fault-containing as well: Starting from an arbitrarily cor-
rupted state, Stalk recovers within work and time proportional to the size of the
faulty region. Stalk adievesseamlesgracking of cortinuously moving objects: An

%The move operation in [23] costs O(d * log d) work (where d is the distance moved by the
object), but their interpretation of \amortized cost" is more permissive than ours. Using the same
interpretation for \amortized cost", the move operation in Stalk alsocostsO(d * log d) work.
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object canrelocate beforethe e ects of its previous move operations nish updating
the tracking path, and a nd operation may be concurrenly in progresswith these
move operations.

There hasbeensomework on self-stabilizing tracking algorithms [33,38,51]. The
distributed arrow protocol [51] su ers from the dithering problem |where an object
moving bad and forth acrossa multi-level hierarchy boundary may lead to nonlocal
updates. The protocolsin [33] do not exploit the hierardhy idea and are not scalable
for large networks. In [38], using a hierarchy of location seners, a stabilizing location
managemeh protocol is preseted. Howewer, in cortrast to Stalk , the protocol
in [38] fails to ensurelocality of nds. Also, none of these protocols enjoy fault-
cortainmernt.

The area of fault-containment of self-stabilizing algorithms has received growing
interest[12,17,45,86]. The notion of fault containment within the cortext of stabiliza-
tion is formalized rst in [45]; algorithms were proposedto cortain state-corruption
of a single node in a stabilizing spanning tree protocol. In [86] fault-containment
of Byzantine nodeshave beenstudied for dining philosophersand graph coloring al-
gorithms; this work requiresthe range of contamination to be constart and is too
limiting for problemssud as tracking and routing whoselocality are not constart.
In [17], a broadcastprotocol is proposedto cortain obsenable variablesin the pres-
enceof state corruptions, but the protocol allows for global propagation of internal
protocol variables. We presen a more detailed survey of the fault-containment and
fault-lo cal stabilization literature in Chapter 4.

A protocol that adieves fault-local stabilization in shortest path routing is pre-

serted in [12]. To adieve fault-containment the protocol usescortainment actions
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that are a constart time faster than the fault-intolerant program actions. In cortrast
to [12], we do not have a privileged set of cortainment actionsin Stalk ; the program
actions sene to this end. We enablefault-containment in a hierarchy-basedmanner
by suitably varying the speed of actions (through the use of processtimers) as per

the level of the hierarchy they are executedat.

Organization of the chapter. After presening the model in the next section,we
presen speci cations of Stalk in Section2.3. In Section2.4, we presen the move
operation. Fault-local stabilization of the tracking path is discussedn Section 2.5.
The nd operation is in Section2.6. In Section 2.7 we discussconcurrern execution
of move operations, wherethe mobile object may relocate while previous move oper-
ations are still updating the tracking structure. In Section2.8 we considerexecution
of nd operationswhile movesare concurrerly updating the tracking structure. Fi-
nally, we concludethe chapter in Section2.9. We refer the readersto the technical

report [35] for the detailed proofs.

2.2 Mo del

We considera sensometwork consistingof multiple sensorocations. Each sensor
location plays host to (possibly) multiple processeswvith identi ers from a setP. In
this chapter, asa convertion, i and|j referto processiderti ers, andi:x refersto the

value of variable x at i.
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We denotethe location of a processi with lodi) (and for corveniencethe set of
locations of processsetl with loql)). The Euclidean distancebetweenthe locations
of i andj is denotedby dist(i; j).

Hierarc hical partitioning. Assume a hierardhical partitioning of processesover
locations. Considera tree with levels 0 through M AX of all processe$. For eat

processi we de ne:
1. lvI(i), the level of processi in the tree,

2. h(i), i's parert in the tree (for corvenience,we de ne h(i) to bei if Ivl(i) =

M AX),
3. h"(i), the iterated parert, de ned ash(i) if n = 1 and h(h" (i)) otherwise,
4. children(i), i's children in the tree.

We assumea one-to-onecorrespndencebetweenthe level O processesn the tree
and node locations. For a location v we denote the level O processresiding at v as
prog(v). We also assumethat for any i sud that Ivi(i) > 0, i's location loq(i) is
equalto lodj) of oneof its children j. This partitioning yields clusters For i sut
that Ivi(i) = k+1; 0 k < MAX, children(i) together form a cluster C at level
k whoseclusterheadis i. Radius of cluster C is the maximum distance from i to
any processin C. Next we introduce the symmetric neighbor relation. For level O
processes, j,i6), j 2 nbr(i) () dist(i;j) 1. Forlevelk > 0 processes, |, that
are clusterheadsof level k 1 clustersC; and C;, i andj are neigtborsif C; cortains

a processthat is a neigtbor of a processin C;.
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Geometry assumptions. We x the following assumptionsabout the hierarcical

partitioning:

1. Wede ne arealconstart r 3 to denotethe cluster dilation factor; the radius

of alevel | clusteris at leastr',

2. We de ne a real maximum cluster radius constart m 2=IO 3 to bound the

radius of a level | cluster to be at most mr',

3. We de ne a real minimum cluster breadth constart q satisfying % q
2m to restrict the locationsin non-neighloring level | clustersto be greaterthan

ar' apart.

The constrairts imply a bound, ! , on the number of neighbors at any level | > 0.
They alsoimply that, for | > 0, the distancebetweentwo neighboring level | processes
is within 2r' -to-2mr' 1, and the distancebetweena level | processand its children
in the hierardhy isat mostmr' . This clusteringdoesnot necessarilymply a uniform
tiling of the network, asradii of clustersat the samelevel are not requiredto be the
same. The network diameter, D, is the maximum distancebetweenany two locations
in the network. Each node in the network is deployed with O(M AX ) storagewhere
MAX logD.

An exampleof the clustering geometrywith r = 3 can be found in Section2.4.
Our hierarchical partitioning constrairnts can be realized by using a distributed and

fault-lo cal stabilizing clustering protocol, Floc [34].
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2.3 System Speci cation

Here we descrike the speci cation for Stalk modeledas /O automata.

Mobile object. The mobile object Evader residesat exactly one sensorloca-
tion. An object; occursat all processesesiding at the object's current location and
no_object; occursfor all other locations. When moving, the object nondeterminis-

tically movesto a neighboring location.

STALK . Stalk consistsof two parts, Tracker and Finder , as seenin Figure 2.1.
Tracker maintains a tracking structure by propagating mobile object information
obtained through object and no_object inputs. Finder answersclient nd s by
outputting found at the mobile object's currernt location. Finder queriesTracker

for location information through cpq requestsand Tracker answerswith cpointer

find \ /found . found \ /ind .
i i J ]

@ e, h ==
send™ 1y /"5'(/77) o A:‘

°
R<]

Y

r~ | Tracker
J

responses.

7] -

cpointel

Figure 2.1: STALK architecture.
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Both parts are implemerted distributedly by individual processesommnunicating
through channels. Each processs assumedo have accesgo its own local timer, that
advancesat the samerate at all processesWe do not assumetime syndironization

acrossprocesses.

Channels. We usea comnunication abstraction of a (possibly) multi-hop channel
Channel j; betweenany two processed and j. Sud channelsare accessedising
send(m) ;; to sendfrom i and receive(m);; to receiwe at j. The costof sendinga
messagehrough Channel j; is dist(i; j), and in the absenceof faults a messagés
removed from the channelby at most  dist(i; j) time where is a known message

delay factor.

Fault model and tolerance speci cation. Processegan su er from arbitrary
state corruption. These faults may occur at any time and in any nite number
and order. Channelsmay su er faults that corrupt, manufacture, duplicate, or lose
messages.

We say a systemis self-stabilizingi starting from an arbitrary state the sys-
tem ewertually recoversto a consisten state, a state from whereits speci cation is
satis ed. In Section2.4 we characterizeconsisten statesfor our implemertation.

A perturbation court for a given systemstate is the minimum number of processes
whosestate must changeto adieve a consisten state of the system. For work and
time calculationsthe level of \p erturbed" processesre important; a fault hitting a

level | processa ects the ertire level | cluster and henceits sizeis r'. We de ne
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perturbation sizeto be a weighted sum of the levels of perturbed processesA stabi-
lizing systemis fault local stabilizing if the time and work required for stabilization

are boundedby functions of perturbation sizerather than systemsize.

Complete system. The completesystemisthe composition of all channels,Evader
and STALK .

We require the system be fault-local stabilizing to a consisten state. Starting
from a consistem state with no outstanding nd requestsand no processor channel

corruptions, we require that:
1. A nd isewenually followedby afound at alocation hostingthe mobile object,
2. Eadh found is in responseto a prior unanswered nd ,

3. If a nd isinitiated at a processEuclideandistanced from the mobile object,

the time and work (comnunication) performedto serviceit is at most O(d),

4. If the object moves d distance, the amortized time and work to update the

tracking structure is O(d log(D)).

2.4 Tracker

Herewe descrile how Tracker updatesthe tracking path after a move, assuming
that the mobile object doesnot relocate until the updatesare completed. In Section
2.7, we relax this restriction and allow the object to relocate while e ects of its
previousmovesare still rippling through the path.

Updates to the tracking path are implemerted by two local actions, grow and
shrink. The grow action enablesa new path to grow to increasingly higher levels of
the clustering hierarchy and connectto the original path at somelevel. The shrink
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action cleansold branchesdesertedby the mobile object starting from the lowestlevels
and climbing to increasinglyhigherlevels. We preser the grow actionin Section2.4.1
and the shrink action in Section2.4.2.

A hierardical partitioning of a network inevitably results in multi-level cluster
boundaries: even though two processesare neighbors they might be cortained in
di erent clustersat all levels (except the top) of the hierarchy. If a processwere
to always propagate grows and shrinks to its clusterhead,a small movemen of the
object badk and forth acrossa multi-level cluster boundary could result in work
proportional to the size of the network rather than the distance of the move. To
resole this \dithering" problem, we allow one lateral link per level in our tracking
path. A processoccasionallyconnectsto the original path with a lateral link to a
neighboring processrather than by propagatinga link to its parert in the hierarchy.
We limit the lateral link court per level in order not to upsetthe locality properties
of the nd operation.

Toimplemert Tracker, ead procesd maintains a child pointer c, a parert pointer
p, a grow timer gtime, and a shrink timer stime. In the initial states,i:c = i;p = ?
andi:gtime = i:stime = 1 for all i. We assumethe useof grow and shrink constarts

g and s that satisfy:

s 105 m (2.1)

S+
r

m<g S m (2.2)

A grow or shrink timer is setat i forg r''@ ors r'V time respectively. The values
for the timers are chosento satisfy the requiremens on both the work calculationsin

Section2.4.4and the fault-containment proofsin Section2.5.
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Tracker; hasfour inputs: object;, no_object;, cpq;, and receive(msg);; , and
two outputs: cpointer (j); and send(msg);; (msg can be gquery adk_gquery grow,
or shrink).

Tracker; answers a cpq; input (an information requestfrom Finder ;) with a
cpointer (i:c); output, providing the value of its child pointer. The sends and re-

ceives propagategrows and shrinks as explainedin detail belowv for processi.
2.4.1 Grow action

A grow updatesa path to point to the new location of the object.

If i is at level O, the object is at the samelocation asi, andi's child pointer c does
not point to itself, then i becomeshe leaf of the tracking path by setting c to i and
setting its grow timer, gtime, scheduling a grow to be sert when gtime expires.

If i is above level O and receivwes a grow messagejt setsits ¢ pointer to the
sender, sets gtime sdeduling a grow to be sert to its prospective parert. i also
sendsa gquery message€o its neighbors to ched if the tracking path is reacdable
through a neighoor. The tracking path allows the useof onelateral link per level. A
neighbor j that receivesthe gquery sendsan ack _gquery bad if j is onthe tracking
path and there isn't already a lateral link pointing to j, i.e., if j;p points to its own
clusterhead,h(j). If i receivessud an ack_gquery from | then it setsp to point to
J , In preparation for adding a lateral link at j .

When gtime expires, if c is still non-?, meaningthat the path has not shrunk
while i's grow timer was courting down, then a send (grow) is performedto extend
the tracking path. If i:p points to a neighbor j then the grow messages sern to j,

inserting a lateral link. Otherwise,if p= ?, i setsp to point to its own clusterhead
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h(i) and sendsa grow messageo h(i), propagating the grow one level up in the
hierarchy. In either casegtime is setto 1 , andi's role in updating the tracking path
is complete.

If a grow messagas received at i but i already hasa parert in the tracking path
or isthe M AX level processthen i doesnot propagatethe grow (it is already on the
tracking path).

The grow actions at processi arein Figure 2.2.
2.4.2 Shrink action

A shrink cleansold, desertedbranchesof the tracking path.

If i is at level 0 and has a non-? child pointer, but the mobile object is not at
i's location, then i removesitself from the leaf of the tracking path. It setsits child
pointer cto ? and setsthe shrink timer stime, scheduling a shrink to be sert upon
expiration of stime.

If i receivesa shrink messagdrom another process, i chedks to seewhether its
child pointer ¢ points to j (c might not point to j; it may have beenupdatedto point
to a processon a newer path). If c= j theni removesitself from the path by setting
c to ? and then setsits shrink timer, sdeduling a shrink messagdo be sert to its
parert p. Otherwise,if ¢ 6 j, i ignoresthe messagegnsuringthat shrink actions
cleanonly deadwood and not the ertire tracking path.

When stime expires, if c is still ?, meaning no newer path has connectedat i
while stime was courting down, i sendsa shrink messagéo its parert p in the path

and then setsp to ?.
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Input: object;

e: ifcéi ™ lvi(i) = Othen
c:=i
gtime := now+ ¢

Output: send (gquery) i;
pre: j 2 gnbrquery
e: gnbrquery := gnbrquery fjg
if gnbrquery = ; then
gtime := now+ g 'V

Input: receive (gquery) j;
e: if p= h(i) then
ggack := j

Output: send (ack_gquery) i;
pre: ggack = |
e: ggack:=?

Input: receive (ack_gquery) j;
e: ifcé? ~ p=7? then
p:= |

Output: send (grow) ;
pre: now = gtime ~ c6 ? "
((G=p " p2nbr(i)) _ (G =h@) ~ p=7?))
e: ifp=7? then
p:= h(i)
gtime ;= 1

Input: receive (grow);j;

e: C:=]
if Ivi(i) = M AX then
p:=i
if p= ? then

gnbrquery := nbr(i)

Figure 2.2: Grow actions at processi
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Input: no_object;

e: iflvl(i)=0 ~ c6 ? then
c=?
stime := now+ s

Output: send (shrink) j;
pre: now= stime ~ c=7? N j=p
e: p=7?

stime := 1

Input: receiv e (shrink) j;
e: ifc=j then
c:=7
stime := now+ s r'V'®

Figure 2.3: Shrink actions at processi

The shrink actionsfor processi arein Figure 2.3.

Example. Figure 2.4 depictsa sampletracking path. The path is seenpointing to a
level 2 clusterhead,which points to oneof its hierarchy children, alevel 1 clusterhead.
That clusterheadhasa lateral link to anotherlevel 1 clusterheadthat points to a level

0 cluster wherethe object e is located. Deadwood is denotedby the dotted path.

2.4.3 Correctness

Here we presen systeminvariants and de ne consistem statesof the system.
In the absenceof faults, every processi satis es |, the following v e conditions,

at all times:

0. If Ivl(i) = 0 and object; occurstheni.c =i,

1. If i:.c & ? then one of the following holds:
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Figure 2.4: Tracking path example

(@) i:c =i andthe objectis at i,
(b) i:c points to oneof its children in the clustering hierarchy, or
(c) i:c points to a neighbor and i:p points to its parert in the clustering hier-

archy,

2. If i;p 6 ? then eitheri:c 6 ? ori is executinga shrink action and will senda

shrink to i:p,

3. The dual: if i:c 6 ? theni:p 6 ? ori is executinga grow action and will send

a grow to its prospective parern,

4. If i:c 6 i andi:c 6 ? then (i:c):p is eitheri or ?. In the latter casea shrink

from i:c isin transit to i.

wherelvl(iy) = MAX andiy:p= iy.
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A consistentstateis a state wherea completetracking path existsand i:c = i:p =
? for ewvery processi not in the tracking path. Usinginvariant | it follows from the
program actionsthat an executionstarting from an initial state evertually readesa

consisten state and that consistem statesare closedunder moves of the object.
2.4.4 Work

In order to prove our work claims, we must show that the timing of changesto
the new and old tracking paths satisfy certain relationshipsto ensurethat the old
path is reused(via insertion of a lateral link) to the extert possible.More speci cally,
it follows from the assumptionson timer constaris s and g that an old path being
cleanedbottom-up from level O will not cleanoneof its level | pointers beforea grow
starting at level 0 in the new path readeslevel | and has an opportunity to query
one of those pointers, allowing for the addition of a lateral link.

This allows us to reasonthat the new path (which grows by propagating pointers
straight up the hierarchy until it connectsto the old path) connectsto the pre-shrink
old path at the lowest level processthat is either an iterated clusterheadof the new
object location or a neighbor of sudh a clusterheadthat is not itself connectedto the
tracking path via a lateral link. In the latter case,the new path would connectvia a
lateral link.

We then prove the following theorem.

Theorem 2.1 Starting from a consistentstate, move operations of the mobile object
to a total of distance d awayrequire at mostO(d ! mr M AX) amortized work and

O(d gr? MAX) amortized time to update the tracking path.
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Pro of sketch. The above reasoningimplies a level | pointer in the path is updated
asoften asewery P J':f ar’ distance becauseof the required use of lateral links at all
levels below | (note that or' is the minimum distance betweentwo non-neigtboring
level | clusters). An O(mr' 1) work and O(gr') time costis incurred ead time a level

| pointer is updated. The costs, multiplied by frequencyof updates, are summedfor

ead lewvel for the result. O

2.5 Fault-Con tainmen t

After state corruption of a region of (potertially all) processesour tracking path
heals itself in a fault-local manner within work proportional to perturbation size.
Here we discusscorrection actions enabling fault-lo cal stabilization of the path.

Through faults a shrink action can be mistakenly initiated. For example,whena
portion of a tracking path is hit by faults, higher level processe®f the path, unaware
a healthy lower path exists, start a shrink action. If \growth" at lower levels lags
behind \shrinking" of upper levels, faults can propagate through the ertire upper
path. For fault-containment, grow actions started at lower levels must cortain shrink
actions.

Similarly, grow actions can be mistakenly initiated. Considera garbagepath with
no object at its leaf. The topmost processof this path, unaware that the path does
not lead to the object, starts a grow action. If \shrinking" from lower levels lags
behind \growing" of upper levels, faults can contaminate the ertire network. Thus
shrinks started at lower levels must cortain grows.

The above requiremens are both satis ed by giving priority to actionswith more

recent information regarding the path; actions from lower levels are privileged over
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onesat higher levels. We achieve this by delaying shrink/grow for longer periods as
the level of the processexecutingthe action increases.This way, propagationactions
coming from below are subject to lesserdelays and can arrest mistakenly initiated
propagation actions; fault-local stabilization is achieved. We note that the latency
imposedby delaying is a constart factor of the commnunication delay to higher levels

and doesnot a ect the quality of tracking.

Stabilization. Here we presen correction actions for re-establishingthe tracking
path invariant | starting from an arbitrarily corrupted state.

Correction of I0 and 1. 10 is establishedtrivially by object and no_object
inputs. The correction of | 1 follows from the domain assumptionswe make on non-
? ¢, p and gnbrquery variablesfor i 2 P. We require that i.c 6 ? ) ic 2
fnbr(i)[ children(i)g: i:c points to either a neighoor of i or to a child of i. Similarly,
we restrict the domain of non-? i:p variablesto fnbr(i) [ fh(i)gg and i:gnbrquery to
subsetsof nbr(i). Theseassumptionsare reasonablesincethe clustering provides a
processwith the iderti ers of its neighbors, children, and clusterhead;a processcan
locally chedk and setthesevariablesto ? if their valuesare outside their respective
domains.

Correction action for 12. If i hasa valid parert but no valid child, then |2 is
correctedat i by setting i:c = ? and scheduling a shrink messagdo be sert to i:p.

Correction action for 13. If i hasa valid child but no parent, then a gquery
messages sert to i's neighbors and a grow messagds sdeduledto be sert to the
future parernt of i.

The correction actionsfor 1 2 and | 3 are given in Figure 2.5.

30



Internal: start-shrink

pre: (c=7? "~ p6 ? ~ stime 2 [now,now+ s r'Vi()])
_[p2 nbr(i) ~ c2 nbr(i)]

e. c=7
stime := now+ s V(@

Internal: start-gro w;
pre: c6? ~ p=7? " gtime Z[now;now+ g r'Vi()]
e: if Ivi(i)= MAX then
p=1i
if p=? then
gnbrquery := nbr(i)

Figure 2.5: Starting grow/shrink at processi

Correction actions for 14. To correct | 4 we use heartbeat messagesand two
timers: next for periodically sending heartbeats to the parert and a timeout for
dissaiating a child if no heartbeat is heard. The correction actions usea constart b
for calculating the frequencyof heartbeat messagesyhoseperiodicity are tunable to
achieve lesscomnunication or faster detection. We require that b is more than twice

s, the shrink timer constart:
b 2s (2.3)

Intuitiv ely, this condition senesto prevert a scenariowhereaggressiely sdheduled
heartbeats shrink the original path beforea new growing path canreconnectto the
original.

Every i with a non-? valued parernt sendsa heartb eat messageo its parernt
every b r'V'0) time by setting next. Every time i receives a heartb eat or grow

messagdrom its child, i:c, i resetsits timeout variable to (b+ 2 m=r) V() (it is
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alsoresetupon receiptof agrow to preven the scenariowherethe heartbeat timeout
of i expiressdeduling a shrink just after i receivesa grow messagdrom a process
in a newly growing path). If i receivesa heartbeat from j but i:c = ? theni sets
i:c := j. Otherwise, a heartb eat messageaeceived from a processother than i:c is
ignored.

If i hasa non-? valued child, is not a leaf, and has not received a heartb eat
messagen a (b+ 2 m=r) r''() time interval, then i:c is setto ?.

The correction actionsat i for | 4 are in Figure 2.6.

Output: send (heartb eat) j;
pre: now=next * j=p
e: next:=now+b rvi®

Input: receiv e (heartb eat) j;;
e: ifc=7? then c:=j
if c= | then
timeout := now+ (b+ 2 m=r) 'V

Internal: timeout _expire j
pre: now = timeout » c6 ? N c6i
e: ci=7?

Internal: heartb eat _set;
pre: p6 ? ~ next 2[now;now+ b r'V()]
e: next := now+ b r|V|(|)

Internal: timeout _set;
pre: c6? ~ c6i

A timeout 2 [now;now + (b+ 2 m=r) r'Vi()]
e: timeout := now+ (b+ 2 m) rvi®

Figure 2.6: Heartbeat actions at processi
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Stabilization of the next and timeout variables of the corrector is ensuredby
keepingtheir valueswithin their respective domains. Using the correctionactionsde-
scribed above, we prove in Theorem2.2,that Stalk is self-stabilizingto a consisten

state, wherea completetracking path exists.
Theorem 2.2 Stalk is self-stabilizing. i

Fault-lo cal stabilization.  To prove fault-lo cal stabilization we rst give a bound
on arresting distanceof grow/shrink actionsin Lemmas2.3and 2.4. In theselemmas,
I, + 1 and |, are respectively the lowest and highest perturbed lewvels: faults occur
only from level I, + 1 through level I,. We prove fault cortainment by shawing that
due to our timing assumptions,a correction propagatedfrom |, catchespropagation
of bad information at a level | > |,, leaving levels above | untouched by faults. The
proof is doneby comparingthe maximum time the propagation of a lower wave takes

to readh | versusthe minimum time the higher wave takesto passit.
Lemma 2.3 Propagation of a shrink action started at levell,+ 1 catchespropagation
of a grow action started at levell, by levell whee

br btsr+gr 2s+3 m
g s m

| = I, + dog, € O

Lemma 2.4 Propagation of a grow action started at levell,; catchespropagation of

a shrink action started at levell, by levell where

br btsr? gr m

| = 12+ dog, 5 am € O

The size,| |, of cortamination due to fault propagationis independen of the
network sizeand is tunable via grow and shrink timer settings. In Section2.7 we give
samplevaluesfor these.
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Theorem 2.5 (Fault-lo cal stabilization) For a perturbation size S, our program
self-stabilizesn O(S) work and in O(r‘) time whee L denotesthe highestperturbed

level. O

The proof for Theorem 2.5 follows from the Lemmas2.3 and 2.4.
2.6 Finder

Here we descrike Finder assuming nd operations are interleaved with move
operations. We relax this restriction in Section2.8 and allow the object to relocate
while a nd isin progress.

A nd consistsof two phases:searchingandtracing. Searting queriesneighboring
processest increasinglyhigher levels of the hierarchy until a tracking path is found.
Tracing then follows the pointers in the tracking path to the mobile object.

A cliert initiates the operation with a nd input. The level O processat that
location starts servicingthe nd.

A nd is servicedat a processi by rst queryingthe local Tracker; usingcpq;.
Tracker; will then return its child pointer c®through cpointer (c9;.

If °= i, the object is found at i and the tracing phaseis over, soi outputs found ;.

If °6 i andc®6 ?, the tracing phaseis cortinuing, andi sendsa nd to process
(ol

If ®= ? it isstill the seart phase,andi sendsanfquery messagéo its neighbors
and setsa timeout equalto the maximum time for roundtrip neighbor communication
at Ivl(i). Neighbors answer the query with an fgack messagend start servicingthe
nd if they are on the tracking path, and ignore it otherwise. If suc an fgack is

received beforethe timeout period expiresat i, i knows the tracking path hasbeen
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found and tracing has started at | ; i is done. If the timeout period expireswith no
reply from a neighbor, the seart phaseis cortinuing. In this casei sendsa nd to

its clusterheadand handsover the responsibility for servicingthe nd to h(i).

Work. Findsarelocal: a nd initiated at process distanced from the mobile object
requiresO(d) work to complete. To seethis we rst note that geometryassumptions
imply:
Theorem 2.6 (Pro ximit y) In a consistent state, for a processj that is at mostd
distance from the mobile object, one of the following holds:

hdoade+l (j) js in the tracking path or

9i 2 nbr(h9°9 9*1(j)) in the tracking path.

Pro of sketch. Sa d = r'. For this theoremto be false, it must be that level |
clusterj is represeted by doesnot neighbor any level | clusterin the tracking path,
implying the distancebetweenj and any processrepreseted by a level | cluster on
the tracking path is more than gr'. Howevwer, using the fact that there is at most
1 lateral link per level and that the maximum radius of a level | clusteris mr', we
can concludethat the distancebetweenthe leaf of the tracking path and any process
represeted by a level | cluster in the tracking path is at most P }zé 2mr!. This plus

the distancer! is lessthan gr', by assumptionsin Section2. O

Theorem 2.7 A nd operation invokal at distana d from a mobile object resultsin

O(d !rm) work and takesO(d rm) time.

Pro of sketch. The previoustheoremimpliesa nd operation will nd the path by
level dog de+ 1. We add this cost of searting to the cost of following tracking path

links from that level. O
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2.7 Concurren t Mo ve Op erations

In this sectionwe relax the atomic move restriction and considerconcurrert ex-
ecution of move operations, where the mobile object may relocate while e ects of
previous move operations are still rippling through the tracking structure.

We showved that a completetracking path was presened by atomic move opera-
tions. Howeer, during concurreri move operations, we can not guarartee a complete
tracking path: at any giveninstant, there may be a newpath growing, older deadwood
shrinking, and new deadwood being produced. Hence,we provide a looserde nition
of a tracking structure consistingof seweral path segmets that satisfy a readability
condition.

A path seggmentis a piece of a tracking path. The pieceis maximal in that
the rst processin the segmeh has no parert pointer or has a parert pointer to
itself (for the topmost level of hierarchy) and the last pointer in the segmen (the

endpoint) points to itself or a processwithout a pointer. A sequenc®f path segmets

and ewery endpoint i, s.t. i = iy.1;y 6 1, satis es a 3-part reachability condition:
(2) If i:c isi's hierarchy child, IvI(i) > 1 implies the next path segmeh cortains a
neighbor of i, and Ivi(i) = 1 implies the next segmeh cortains a processneighboring
i:c. (2) If i:.c isi's neighbor, the next segmeh cortains a processneighboring i:c. (3)
If Ivi(i) > 1, the next segmetis endpoint is at least 2 levels below 1vI(i).

A completetracking structure is a tracking structure that readesthe top level of
the hierarchy. We alsode ne a wealer version of a consistem state: A gaod stateis
a program state wherea completetracking structure existsandi:.c = i:p = ? for all

processes not in the tracking structure.

36



We assumethe object takesat leaste time at a level O process(that is, within the
coveragearea of its sensor)before moving to a neighboring level 0 process,and the

minimum time the object takesto move a total of d distanceis e d where

e 2sr3 (2.4)

Theorem 2.8 Starting from a gaod state, a moveof the object leadsto another gaod

state.

Pro of sketch. The readability condition is implied becausethe time a mobile
object takesmoving far enoughto requirea level | 2 update and then propagating
a shrink to remove the level I 2 pointers is more than the time to delete level |
pointers in a prior segmen 0

The following two theoremshave proofsvery similar to thoseof the non-concurrei

case.

Theorem 2.9 Starting from a gaod state, object movesto distance d awaytake O(d

Irm MAX) workand O(d gr? MAX) time to complete.

Pro of sketch. Newer segmets do not outgrow older segmets so Theorem 2.1 still

holds. O

Theorem 2.10 (Fault-lo cal stabilization) For concurrent moves and perturba-
tion size S the systemself-stabilizesto a good statein O(S) work and in O(r') time

wheee L denotesthe highestperturbed level. i

Sample timer constants. Considerg= 5m;s= 11 m;e= 23 mr3 andb =
11 mr. Tracking structure inequalities are satis ed, grow actions catch faulty shrink

actionsin 2 levels, and shrinks catch faulty grows within 4 levels.
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2.8 Concurren t Find and Mo ve Op erations

Givenour prior timing assumptions,nd operationsare successfuévenwhenmove
operations are still in progresson the tracking structure.

In the searding phasea nd invoked within d distanceof a mobile object hits the
tracking structure by level dog de+ 1 asbefore;the object can not move fast enough
to result in a propagation of a shrink to level dogde+ 1 beforethe nd operation
getsthere.

In atracing phasethat is concurrent with a move, a completetracking path may
not be available,and a nd may read a processwith c= ? while tracing the tracking
structure. If a nd reahessud a deadendit re-executeghe searding phase. The
readability condition of the tracking structure ensuresthe nd will reac a newer
path segmeh by seartiing neighboring processesat the current level or one level
higher. The mobility of the object only resultsin a constart factor di erence in time

and work to completea nd.

Theorem 2.11 A nd operation invoked within d distance of a mobile object requires

O(d! rm) work and O(d rm) time to reach the object. O

2.9 Chapter Summary

We presetted Stalk , afault-local stabilizing tracking servicefor sensometworks.
We usetwo conceptsto achieve fault locality: hierardhical partitioning and level-based
timeouts for execution of actions. The key idea is to wait longer before updating a
wider region's view by employing larger timeouts when propagating an update to

higher levels of the hierarchy. This way, more recent updatesfrom lower levels can
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catch-up to and override the misinformed updates at higher levels. While aciev-
ing fault-local stabilization Stalk also adheresto the locality of tracking opera-
tions. Moreover, by enablingconcurrert move and concurrert nd operations St alk
achieves seamlessand cortinuoustracking of the mobile object.

In this work we focusedon the analytical worst-caseperformanceof Stalk . In
the appendix, we provide simulations for the average-cas@erformanceof Stalk by
consideringa random movemen model for the object. Simulation results shav that
work for move scalesbetter than linearly dueto the locality of movemeris featuredby
the random model. The code is available at www.cse.ohio- state.edu/  demirbas/
track/ .

Stalk hasapplicationsin message&outing to mobile units and in pursuer/evader
games.As part of our e orts to dewelop sensometwork servicesn the DARPA/NEST
program, we are implemerting Stalk on the Mica mote platform [54]. For future
work, we are examining other problemsthat could bene t from our hierarchy-based

local stabilization technique.
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CHAPTER 3

A STRETCH-F ACTOR BASED FAULT-LOCAL HEALING
TECHNIQUE FOR CLUSTERING IN SENSOR
NETW ORKS

3.1 Intro duction

Large-scalead hoc wirelesssensometworks intro ducechallengedor self-con guration
and maintenance. Certralized solutionsthat rely on pre-de ned con gurer or main-
tainer nodesare unsuitable: Requiring all the nodesin a large-scalenetwork to com-
municate their data to a certralized base-stationdepletesthe energy of the nodes
quickly dueto the long-distanceand multi-hop nature of the communication and also
resultsin network cortention.

Clustering is a standard approad for achieving e cient and scalablecortrol in
these networks. Clustering facilitates the distribution of cortrol over the network.
Clustering savesenergyand reducesnetwork cortention by enablinglocality of com-
munication: nodescomnunicate their data over shorter distancesto their respective
clusterheads. The clusterheadsaggregatethese data into a smaller set of meaning-
ful information. Not all nodes, but only the clusterheadsneedto communicate far

distancesto the basestation.
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To enablee cien t and scalablecortrol of the network, a clustering serviceshould
combine se\eral properties. The serviceshould achieve clustering in a fast and local
manner: cluster formation and changes/failuresin one part of the network should be
insulated from other parts. Furthermore, the serviceshould produce approximately
equal-sizedclusterswith minimum overlap among clusters. Equal-sizedclustersis a
desirableproperty becauset enablesan even distribution of cortrol (e.g., data pro-
cessingaggregation,storageload) over clusterheadsno clusterheadis over-burdened
or under-utilized. Minimum overlap amongclustersis desirablefor energye ciency
becausea nodethat participatesin multiple clustersconsumesnore energyby having
to transmit to multiple clusterheads.

In this paper we areinterestedin a strongerproperty, namelya solid-discclustering
property, that implies minimization of overlap. The solid-discproperty requiresthat
all nodesthat are within a unit distance of a clusterheadbelongonly to its cluster.
In another words, all clustershave a nonoverlapping unit radius solid-disc.

Solid-discclusteringis desirablesinceit reduceshe intra-cluster signal cortention:
The clusterheadis shieldedat all sideswith nodesthat belongto only its cluster, sothe
clusterheadreceives message$rom only those nodesthat are in its cluster, and does
not have to endurereceivingmessageffom nodesthat arenot in its cluster. Solid-disc
clustering alsoresultsin a guararteed upper bound on the number of clusters: In the
context of hierarchical clustering, minimizing the number of clustersat a level leadsto
lower-costclustering at the next level. Finally solid-discsyield better spatial coverage
with clusters: Aggregationat the clusterheadis more meaningful sinceclusterheadis
at the medianof the cluster and receivesreadingsfrom all directions of the solid disc

(i.e., is not biasedto only onedirection).
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Equi-radius solid-discclusteringwith boundedoverlapsis, howewer, not achievable
in a distributed and local manner. We illustrate this obsenation with an examplefor

a 1-D network (for the sake of simplicity).

Figure 3.1: Eac pair of bradkets constitutes one cluster of unit radius, and colored
nodesdenote clusterheads.
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Figure 3.2: A new node | joins the network between clusters of clusterheadsL and
K.
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Figure 3.3: Nodej formsanewclusterand leadsto re-clusteringof the ertire network.

Consider a clustering sdheme that constructs clusters with a xed radius, sa
R = 1, solid-disc. Figure 3.1 shavs one sud construction. We show that for xed
radius clustering shemes,a node join canleadto re-clusteringof the ertire network.
When nodej joins the network (Figure 3.2), it cannotbe subsumedn its neighboring
clustersasj is not within unit distanceof neighboring clusterheadsL and K. j thus
forms a new cluster with itself asthe clusterhead. Sinceall nodeswithin unit radius

of a clusterheadshould belongits cluster, j subsumesneighboring nodesl; and k;
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in its cluster. This leadsto neighboring clusterheadsL and K to relinquish their
clustersand electionof |, and k, asthe new clusterheadqFigure 3.3). The cascading
e ect propagatesfurther asthe new clusterheadd, and k, subsumetheir neighboring

nodesleadingto re-clusteringof the ertire network.

Our contributions.  We show that solid-disc clustering with bounded overlapsis
achievable in a distributed and local manner for appraximately equal radii (instead
of exactly equal-radii). More speci cally, we preseth FLOC, a fast local clustering
servicethat producesnonoverlapping and approximately equal-sizedclusters. The
resultart clustershave at leasta unit radius solid-discaround the clusterheads,but
they may alsoinclude nodesthat are up to m, wherem 2, units away from their
respective clusterheads. By assertingm 2, FLOC adiewes locality: e ects of
cluster formation and faults/changesat any part of the network are corntained within
at most m unit distance.

While presering FLOC we take unit radius to be the reliable communication
radius of a node and m to be the maximum comrunication radius. In so doing we
exploit the double-bandnature of wirelessradio-model and presem a commnunication-
and, hence,energy-e cient clustering.

FLOC is suitable for clustering large-scalewirelesssensometworks sinceit is fast
and scalable. FLOC adhieves clustering in O(1) time regardlessof the size of the
network. FLOC is alsolocally self-healingin that after faults stop occurring, faults
and changesare cortained within the respective cluster or within the immediate
neighboring clusters,and FLOC acdhievesre-clusteringwithin constart time.

We simulate FLOC usingProwler [97]and analyzethe tradeo s betweenclustering

time and the quality of the clustering. We obsene that forcing a very short clustering
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time leadsto network trac congestionand messagdossesand hence,degradesthe
quality of the resultant clustering. We suggestsuitable parametersfor FLOC to
achieve a fast completion time without compromisingfrom the quality of clustering.
Furthermore, we implemert FLOC on the Mica2 [102]mote platform and experimert

with actual deployments to corroborate our simulation results.

Outline.  After preseriing the network and fault model in the next section, we
presei the basicFLOC programin Section3.3. We discussthe self-healingproperties
of FLOC in Section3.4. In Section3.5, we present additional actions that improves
the convergencdime of the clustering. We discussour simulation and implemertation
results in Section3.6. In Section3.7 we presen related work, and we concludethe

paper in Section3.8.

3.2 Mo del

We considera wirelesssensormnetwork wherenodeslie in a 2-D coordinate plane.
The wirelessradio-model for the nodesis double-band: A node can comnunicate
reliably with the nodesthat arein its inner-band (i-band) range,and unreliably (i.e.,
only a percenage of messagego through) with the nodesin its outer-band (o-tand)
range. This double-bandbehavior of the wirelessradio is obsened in [25,109,112]

We de ne the unit distanceto be the i-band radius. We require that the o-
band radius is m units wherem 2. This is a reasonableassumption for o-band
radius [25,109,112]. Nodescan determine whether they fall within i-band or o-band

of a certain node by using any of the following methods:

Nodesare capableof measuringthe signal strength of a received messagg54].

This measuremeh may be usedas an indication of distance from the sender.
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E.g., assuminga signal strength lossformula (3;%7), whered denotesdistance
from the sender,the i-band neighoors receiwe the messagewith [0.5, 1] of the
transmissionpower, and, for m = 2 the o-band neighbors receiwe the message

with [0.2, 0.5] power.

Nodesmay maintain a record of percerage of received messagesvith respect
to neighbors [25], and infer the i-band/o-band neighbors from the quality of the

connections.

An underlying localization service[82,87] may provide the nodes with these

distanceinformation.

We assumethat nodes have timers, but we do not require time syndronization
acrossthe nodes. Timers are usedfor tasks sud as sendingof periodic heartbeats
and timing out of a node when waiting on a condition. Nodeshave unique ids. We
usei, ] and k to denotethe nodes,and j:var to denotea program variable residing
at j. We denotea messagdroadcastby j asmsg,j .

A program consistsof a set of variablesand actions at ead node. Each action has
the form: <guad> | <assignmentstatement. A guard is a booleanexpression

over variables. An assignmenh statemert updatesoneor more variables.
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Fault model. Nodesmay fail-stop and crash, but we assumethat the network does
not get partitioned. New nodescan join the network. Thesefaults can occur in any
nite number, at any time and in any order. A program is self-haling if and only if
after faults stop occurring the program eventually recoversto a state from whereits

speci cation is satis ed.

Problem statement. Designa distributed, local, scalableand self-healingprogram

that constructs a clustering of a network sud that:
a unique node is designatedas a clusterheadof ead cluster,
ewvery node in the inner-band of a clusterheadj belongsto j's cluster,
no node outside the outer-band of a clusterheadj belongsto j's cluster,
ewvery node belongsto a cluster, and

no node belongsto multiple clusters.
3.3 FLOC Program
3.3.1 Justication for Stretc h-Factor 2

As anillustration of local self-healingof FLOC, considerFigure 3.4. When| joins
the network it is subsumedby oneof its neighboring clustersasj is within 2 units of

the clusterheadL, thus leadingto local healing.

colc—@

Figure 3.4: New node j joins one of its neighboring clusters.

46



Furthermore, Figure 3.5 illustrates how FLOC locally self-healswhen all clusters
are of radius 2 and a new node j joins the network. | electsitself asthe clusterhead
sinceit is not within 2 units of the clusterheadsof its neighbors |1 and k1. Nodesl|1
and k1 then join the clusterof j becausehey are not within 1 unit of their respective
clusterheadsbut are within 1 unit of j. Thusj formsa legitimate clusterasin Figure

3.6.
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Figure 3.6: ] becomesghe clusterhead.

3.3.2 Program

Eadh node ] maintains only two variables, status and cluster_id, for the FLOC
program. j:status hasa domain of fidle, cand, c_head, i_band, o_bandg. As a short-
hand, we usej:x to denotej:status = x. j:idl e is true whenj is not part of any
cluster. j:cand meansj wants to be a clusterhead,and j:c _head meansj is a cluster-
head. j:i _band (respectively j:0 _band meansj is an inner-band (resp. outer-band)
menber of a clusterhead;j:cluster_id denotesthe clusterj belongsto. Initially for

all j, j:status = idle and j:cluster_.id = ?.
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FLOC program consistsof 6 actions as seenin Figure 3.8.

4

Figure 3.7: The e ect of actions on the status variable.

Action 1 is enabledwhen a node j has beenidle for somerandom wait-time
chosenfrom the domain[0:::T]. Upon executionof action 1, ] becomesa candidate
for becominga clusterhead,and broadcastsits candidacy

Action 2 is enabledat an i-band node of an existing cluster when this node
receivesa candidacy messagelf this recipiert node determinesthat it is alsoin the
i-band of the new candidate, it replieswith a conict messagdo the candidate and
attachesits cluster-id to the message We usea random wait-time from the domain
[0:::1] to prevent se\eral nodesreplying at the sametime soasto avoid collisions.

Action 3 is enabledat j whenj receivesa conict messagen reply to its candi-
dacyannouncemet The con ict messagéndicatesthat if j formsa clusterits i-band
will overlap with the i-band of the sender'scluster. Thus, | givesup its candidacy
and joins the cluster of the sendernode as an o-band memnber.

Action 4 is enabledat j if | doesnot receiwe a con ict messagdo its candidacy
within a pre-de ned period . In this casej becomesa clusterhead,broadcaststhis

decisionwith c_headmsg .
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Action 5 is enabledat all the idle nodesthat receiwe a c_headmsg. Thesenodes
determinewhetherthey arein the i-band or o-band of the sender,adjust their status
accordingly and adopt the senderastheir clusterhead.

Action 6 is enabledat an o_band nodej when| receivesa c_head_.msgfrom a
clusterheadi of another cluster. If j determinesthat j falls in the i-band of i, j joins

i's cluster as an i _band menber.

(1) timeout(j:idl e) ! j:status :=cand;
bcast(cand_msg;)
I
(2) timeout(j:i band ~ rcv(cand.msg;)) !
if(j 2 i-band of i)
bcast(conf lict_msg; )
I
(3) j:cand ~ rcv(conflict_msgi) !
j:status := o_band
j:cluster _id := msg;:cluster _id
[
(4) timeout(j:cand) ! j:status := c_head
bcast(c_head.-msg;)
I

(5) jidle ~ rcv(c.headmsg) !
j:status := i_bandj o_band
j:cluster_d := i;
I
(6) j:o_band ™ rcv(c_headmsg) !
if(j 2 i-band of i)
j:status := i_band
j:cluster_d := i;

Figure 3.8: Program actionsfor j .
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3.3.3 Analysis

The candidacyperiod for a node canlast at most time, and we requirethat the
electionof a clusterheadis completedin an atomic manner: If two nodesthat areless
than 2 units apart becomecandidatesconcurrerily, both may succeedand asa result
the i-bands of the resultart clusters could be overlapping. To avoid this casewith
a high probability, the domain T of the timeout period for action 1 should be large
enoughto ensurethat no two nodesthat are lessthan 2 units apart have idle-timers
that expire within  time of ead other.

Note that T dependsonly on the local density of nodesand is independen of the
network size. Hence,it is su cient to experimert with a represemative small portion
of a network to comeup with a T that avoids collusionsof clusterheadelectionswith
a high probability. For the rare caseswherethe atomicity requiremen for elections
is violated, our additional actions presemed in Section 3.5 reassertthe solid-disc

clustering property.

Theorem 3.1. Regardlessof network size, FLOC producesa clustering of nodes
within constart time T + .
Pro of. An action is enabledat every node within at most T time: if no other action
is enabledin the mearwhile, action 1 is enabledwithin T time.

From Figure 3.7 it is easyto obsene that once an action is enabledat a node
], ] is assignedto a cluster within at most time: If the enabledaction is 5, then
] is assignedto a cluster instantaneously If the enabled action is 1, then one of
actions 3 or 4 is enabledwithin at most time, upon which j is assignedo a cluster

immediately.
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Also notethat oncej isassignedo acluster(i.e. j:status 2 fc_head;i _band;o_band)
no further action can violate this property. Only actions 2 and 6 can be enabledat
j: Action 2 doesnot changej:status, and action 6 changesj:status from o_bandto
i_band but j is still a member of a cluster (in this casea closercluster).

Thus, ewvery node belongsto a cluster within T + . Sincecluster_id cortains a
singlevalue at all times, and no node belongsto multiple clusters.

Furthermore, whenthe atomicity of electionsis satis ed, actions2, 3, and 6 ensure
that the clustering satis es the solid-disc property: If there is a conict with the i-
band of a candidatej and that of a nearby cluster, then j is notied via action 2,
upon which j becomesan o_band menber of this nearby cluster via action 3. If there
isnoconict, j becomes clusterheadand adchievesa solid-discby dominating all the
nodesin its i-band. The o_band menbers of other clustersthat fall in the i-band of

j join j's cluster due to action 6. O

Theorem 3.2. The number of clusters constructed by FLOC is within 3-folds of
the minimum possiblenumber.

Pro of. A partitioning of the network with minimum number of clustersis achieved
by tiling hexagonalclusters of radius 2 (and circular radius P 3). The worst case
construction, whereFLOC partitions the network with maximum number of clusters,
is adhieved by tiling hexagonalclusters of radius 2:p 3 (and circular radius 1). In

this worst case,the number of clustersconstructedby FLOC is 3 times the minimum

possiblenumber. O
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3.3.4 Discussion

After clustering, a node can be in the i-band of at most one clusterhead. A
clusterhead has all the nodesin its i-band as its menbers and some from its o-
band. During a corvergecast(data aggregation)to the clusterhead,the messages
from o-band menbers may or may not read the clusterheaddirectly. If a message
from an o-band menber is tagged as important, it may be relayed by an i-band
menber upon detection of a missing adknowledgemen from the clusterhead|the i-
band menberscan hearboth the clusterheadand the o-band menbersreliably. Also,
the o-band menbers do not needto hear the clusterhead ewery time, the i-band
menbersmay su ce for most operations. If the clusterheadis sendingan important
messagehat needsto read all menbers, in order for the o-band membersto also
receiwe it reliably, the i-band members may relay this messagewhen they detect

missingadknowledgemets from nearby o-band menbers.

Optimization. Ideally, we want that a conict is rst reported by a node that is
closestto the candidate,sothat the candidate,upon aborting its candidacy can join
this closestcluster. Another advantage of selectingthe noti er to be closestto the
candidate is that, then the conict messageof the noti er is overheardby as many
nodeswithin the i-band of the candidate, upon which these overhearing nodes can
decidethat thereis no needto report a con ict again. This way comnunication- and,
hence,energy-e ciency is achieved.

One way to choosethe closestnoti er isto sett at a noti er node to be inversely
proportional to the distancefrom the candidate. If an underlying localization service

is not available, the samee ect can be achieved by setting t inversely proportional
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with respect to the receiwed signal strength of the candidacymessageA noti er sets
t smaller the higher the receiwed signal strength of the candidacy messageat that

noti er.
3.4 Self-Healing

In this section,we discussthe local self-healingproperties of our clustering service.

No de failures. FLOC is inherertly robust to failures of cluster menbers (non-
clusterheadnodes), since sudh failures do not violate the clustering speci cation in
Section3.2.

Howe\er, failure of a clusterheadleavesits cluster menmbersorphaned. In orderto
enablethe menbersto detect the failure of the clusterhead,we employ heartbeats.
The clusterheadperiodically broadcastsa c_head_msg If the leaseat a nodej expires,
i.e., ] fails to receiwe a heartbeat from its clusterheadwithin the duration of a lease
period, L, then j dissciates itself from the cluster by setting j:status := idle and
j:cluster_id := ?. While setting the idle-timer, j addsL to the selectedrandom wait
time so as not to becomea candidate beforeall the menmbers can detect the failure
of the clusterhead.

After a clusterheadfailure, all the cluster members becomeidl e within at most
L time. After this point, the dissolved menbers either join neighboring clusters as
o-band menbers, or an eligible candidate unites thesenodesin a new cluster within
T+ time. Dueto our selectionof m 2, this is achieved in a local manner.

The leasefor o-band nodes should be kept high. Sincethey receiwe only a per-
certage of the heartbeatsthey may make mistakesfor small valuesof L. Keepingthe

leaseperiod high for the o-band nodesdoesnot a ect the performancesigni cantly,
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becausethe o-band nodesare moldable: Even if they have misinformation about the
existenceof a clusterhead,the o-bandnodesdo not hinder new cluster formation, and
ewven join theseclustersif they fall within the i-band of theseclusterheads.

L is tunable to adchieve faster stabilization or better energy-saings.

No de additions. FLOC requiresthat nodeswait for somerandom time (chosen
from [0:::T]) beforethey can becomea candidate. Someof the newly added nodes
receie a heartbeat (c_head.msg) from a nearby clusterheadwithin their initial wait-
ing period and join the correspnding cluster asan i _bandor o_bandmenber. Those
nodesthat fail to receiwe a heartbeat messagewithin their determinedwaiting times
becomecandidates, and either form their own clusters (via action 2), or receiwe a
con ict messagdrom an i_bandmenber of a nearby cluster and join that cluster (via

action 3).

3.5 Extensions to the Basic FLOC Program

Choosinga su ciently large T guararteesthe atomicity of electionsand, hence,
the solid-discclustering. Here we presert someadditional actionsto ensurethat the
solid-disc property is satis ed ewven in the statistically rare caseswhere atomicity of
electionsare violated.

Considera candidatei and an idle node k that is within 2 units of i. If k's idle
timer expiresbeforei's electionis completed(i.e., within  time of i's candidacyan-
nouncemet), then atomicity of electionsis violated. Eventhough there existsa node
| that is within the i-bandsof both i and k, both candidatesmay succeedn becoming
clusterheads:Sincek's candidacyannouncemehoccursbeforei's c.headmsg, action

2 is not enabledat j andj doesnot senda conflict_msg to k.
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Our solutionis basedon the following obsenation. Sincei broadcastsits cand.msg
earlier than that of k and sincea broadcastis an atomic operation in wirelesssensor
networks: i's broadcastis received at the sameinstant by all the nodeswithin i's
i-band. Thesei-band nodescan be employed for detecting a con ict if a nearby node
announcescandidacywithin  of i's candidacy

To implemert our solution we introduce a boolean variable lock to capture the
states where an idle node j is aware of a candidacy of a node that is within unit
distance to itself. The value of j:l ock is material only when j:status = idle. Our
solution consistsof 4 actions.

Action 7 is enabledwhen an idle node j receiwes a candidacy message. If |
determinesthat j is in the i-band of the candidate,| setslock astrue.

Action 8 is enabledwhenanidle andlocked nodej receivesacandidacymessage.
If j determinesthat it is alsoin the i-band of this new candidate, it replieswith a
\p otential conict" messagdo the candidate.

Action 9 is enabledwhen a node receiwes a \p otential conict” messageas a
reply to its candidacy announcemen In this casethe node gives up its candidacy
and becomesdle again. This time, to avoid a lengthy waiting, the node selectsthe
random wait-time from the domain [0:::T=2].

Action 10 is enabledif an idle j remains locked for  time. Expiration of
the timer indicates that the candidate that locked j failed to becomea leader:
since otherwise ] would have received a c_head_msg and j.status would have been
setto i_band Soasnot to block future candidatesj removesthe lock by setting

j:lock:=f alse.
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(7) jidle ™ rcv(cand.msg;) !
if(j 2 i-band of i) j:lock:= true
[
(8) timeout(j:lock ~ rcv(cand_.msg;)) !
if(j 2 i-band of i)  bcast(pot_conf _msg;)
[

(9) jicand ~ rcv(potconf_msg) !
j:status := idle
[

(10) timeout(j:l ock == true) ! j:lock:= f alse

Figure 3.9: Additional actionsfor j.

Note that these additional actions are applicable only in the statistically rare
violations of atomicity of elections;they do not cure the problem for every case.If T
is chosentoo small, there may be somepathological caseswherethere is a chain of
candidateswhosei-bands overlap with ead other that resultsin the deferring of all
candidatesin the chain. Thesechains should be avoided by choosinga large enough

T.

3.6 Simulation and Implemen tation Results

In this section we analyze, through simulations and experimerts, the tradeo s
betweensmaller T and the quality of clustering, and determine a suitable value for
T that a fast completion time without compromising the quality of the resulting

clustering. We alsoanalyzethe scalability of FLOC with respect to network size.
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3.6.1 Simulation

For our simulations, we use Prowler [97], a MATLAB based,even-driven simu-
lator for wirelesssensornetworks. Prowler simulates the radio transmission, propa-
gation, and receptiondelays of Mica2 motes[54], including collisionsin ad-hoc radio
networks, and the operation of the MAC-layer.

Our implementation of FLOC under Prowler is per node and is a message-passing
distributed program. Our codeis available from www.cis.ohio- state.edu/ demirbas/
floc/ . In our simulations, we use a grid topology for simplicity (note that FLOC
is applicable for any kind of topology and doesnot require a uniform distribution of
nodes). In the grid, ead nodeis unit distanceaway from its immediate North, South,
East, and West neighbors. We usea signalstrength of 1 and m = 2; the i-band neigh-
bors are the nodeswith Received Signal Strength Indicator (RSSI) > 0:5, and the
o-band neighbors have RSSI > 0:2. It follows that immediate N, S, E, W neighbors
are i-band neighbors, and immediate diagonal neighbors and 2-unit distanceN, S, E,
W neighbors are o-bound neighbors. Thus the degreeof a node in our network is
between4 and 12.

Below we analyzethe tradeo s involved in the selectionof T; for this part we use
a 10-by-10 grid (as descrited above) for the simulations. Then, we considerlarger
networks (up to 25-by-25 grids) and investigatethe scalability of the performanceof
FLOC with respectto network size. We repeat eat simulation 10times and take the
averagevalue from theseruns. In all our graphs,the error bars denote the standard
deviation in our data. Due to MAC layer delays, the averagetransmissiontime for
a padet is around 25 msec. Thus, we x t =50 msecand = 200 msecfor our

simulations.
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Tradeos in the selection of T. Usinga small value for T allows a shorter
completion time for FLOC as showvn in Figure 3.10. Howeer, a small value for T
alsoincreaseghe probability of violation of atomicity of elections;Figure 3.11shows

that while T decreaseshe number of violations of atomicity of electionsincreases.
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Figure 3.11: Number of atomicity violations versusT
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Ideally, we want the electionsto be completedin an atomic manner. For up to
somenumber of atomicity violations, our extra actionsin Section3.5enablesuccessful
solid-discclustering. Howewer, for small valuesof T (T < 5 sec)se\eral nodesdeclare
their candidacy around the sametimes, and we encourter a sharp increasein the
number of messagesert and the number of nodes sending messagess shown in
Figure 3.12. This leadsto network trac congestionand loss of messagesiue to
collisions. For T = 2 the number of reception of collided messagesre 20% of the
total messageseceived. This collision rate climbs to 30% for T = 1, and 55% for
T = 0:5. Due to theselost messagesfor T < 5, we obsene deformities in the shape
of the clustersformed; the solid-discclustering property is violated. For example,for
T = 0:5 half of the clustersformed are single node clusters. As a result, we obsene

an increasein the number of clustersformed as showvn in Figure 3.13.
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To achieve a quick completion time while not compromisingthe quality of the
resulting clustering, we chooseT = 5 secin our FLOC program {and for the rest of
this section. We obsene that for T = 5 the solid-discclustering property is satis ed
by ewery run of the FLOC program. Figure 3.14 shaws a resulting partitioning on a
10-by-10grid. The arrow at a node points to its respective clusterhead. There are 16
clusters; eat clusterheadcortains at leastits i-band neighoors asit menbers, that
is, solid-discclustering is obsened.

Scalabilit y with respect to network size. In Theorem 1, we shoved that
the completiontime of FLOC is una ected by the network size. To corroborate this
result empirically, we simulated FLOC with T = 5 for increasingnetwork size of up
to 25-by-25 nodes while preservingthe node density. Figure 3.15 shaws that the

clustering is achieved in 5 secregardlessof network size.
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Figure 3.15: Completion time versusnetwork size

We alsoinvestigatedthe averagenumber of clustersconstructed(NCC) by FLOC

with respect to increasingnetwork size. An interesting obsenation is that, NCC for

a given N is predictable; the variance is very small as seenin Figure 3.16. Since

clusters have, on average,around 6 menbers, N=6 givesNCC for our grid topology

networks.
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For a grid of 25-by-25, FLOC constructs around 100 clusters. In the theoretical
best case,an omniscien cerralized partitioning stheme (seeTheorem 2) could tile
this grid with 60 hexagons(with circular radius of P 3 and hexagonalradius of 2).
That is, in practice FLOC hasan overheadof only 1:67 whencomparedwith the best
stheme. Note that, in Theorem2, we have determinedthat NCC for FLOC is always

within 3-folds of this best scheme.
3.6.2 Implemen tation

We implemerted FLOC on the Mica2 [102] mote platform usingthe TinyOS [55]
programmingsuite. Our implemertation is about 500lines of code and available from
www.cis.ohio- state.edu/ demirbas/floc/

The Mica2 motes use Chipcon [24] radio CC1000for transmission. RSSI at a
mote can be obtained using the CC1000radio interface in the TinyOS radio stad:
RSSlvariesfrom -53dB to -94dB, the radio interfaceencalesthis into a 16 bit integer

value |[the lower the value the higher the signal strength. By experimerting at an

62



outdoor environmert and comparing power level and reliable range of reception we
chosea transmission power of 7, from a range of 1 to 255. At a power level 7, we
obtain reliable receptionup to 15 feetwith RSSlranging from 0 to 140. By selecting
appropriate thresholdsfor RSSI, we took m= 2 and divided this 15 feet distanceinto
two equalhalvesasi-band rangeand o-bandrange: we consideredRSSIbetween0-80

asi-band and 80-140as o-band.

Figure 3.17: 5-by-5 grid topology deploymert

We performed our experimerts at an outdoor parking lot; Figure 3.17 shows a
picture of our deploymernt. To mimic our simulation topology settings, we arranged
25 Mica2 motesin a 5-by-5 grid whereeat mote is 6 feet away from its immediate
North, South, East, and West neighbors. From our signal strength settingsit follows
that, ideally, immediate N, S, E, W neighoors are i-band neighbors, and immediate
diagonal neighbors and 2-unit distanceN, S, E, W neighbors are o-bound neighbors.
Basedon our simulation results, to achieve a quick completion time while avoiding

network cortention, we choseT =5 sec, = 200msec.
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In our set up, we placeda laptop in the certer of the network to collect status
reports from the motes: After the clustering is completed, every mote temporarily
setsits transmissionpower to maximum level and broadcastsa status report. This
report indicatesthe completiontime of the clustering program at the respective mote,
and whether the mote is a clusterhead,i-band, or o-band menber of a cluster. In
order to avoid collisions,thesereports are spreadin time.

We performedover 20 experimerts with thesesettings. We obsened the average
number of clustersformed to be 4. The cluster sizeswere reasonablyuniform, the
averagenumber of motes per cluster was 6. The averagecompletion time was 4.5
seconds.

When we increasedthe inter node spacingto 8 feet, with the samesettings for
signal strength measuremets, the number of clustersincreasedto an averageof 6 as
expected. The averagecompletion time was again 4.5 seconds.

We obsened in our experimerts that, dueto the nondeterministic nature of wire-
lessradio commnunication, the i-band/o-band menbership determination using RSSI
is not always robust. Transmitting candidacy and clusterhead messages3 times,
and using the average RSSI from the correspnding 3 receptionswould make the
i-band/o-band determination more robust. Alternativ ely, aswe discussedn Section
3.2, a connectivity serviceor localization servicecan be employed for i-band/o-band

menbership determination.

3.7 Related Work

Se\eral protocols have beenproposedrecerily for clusteringin wirelessnetworks

[4,19,21,50,84].
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Max-Min D-cluster algorithm [4] partitions the network into d-hop clusters. It
doesnot guarartee solid-discclustering and in the worst case,the number of clusters
generatedmay be equal to the number of nodesin the network (for a connected
network).

Clubs [84] forms 1-hop clusters: If two clusterheadsare within 1-hoprangeof eat
other, then both the clusters are collapsedand the processof electing clusterheads
via random timeouts is repeated. Clubs doesnot satisfy our unit distance solid-disc
clustering property: clusterheadscan sharetheir 1-hop menmbers. Also, in cortrast
to Clubs, FLOC does not collapseany cluster onceit is formed. FLOC resohes
cortentions by delaying the latter candidatesfrom becomingclusterheads.

LEACH [50] also forms 1-hop clusters. The energyload of being a clusterhead
is evenly distributed amongthe nodesby incorporating randomizedrotation of the
high-energyclusterheadposition amongthe nodes. Nodes elect themseles as clus-
terheadsbasedon this probabilistic rotation function and broadcasttheir decisions.
Eadh non-clusterheadnode determinesits cluster by choosingthe clusterheadthat
requiresthe minimum comrmunication energy LEACH doesnot satisfy our solid-disc
property: Not all nodes within 1-hop of a clusterheadj belongsto j. Hence,in
LEACH the clusterheadsare susceptibleto network contention induced by menbers
of other clusters. The authors [50] suggestusing di erent Code Division Multiple
Access(CDMA) spreadingcodesfor ead cluster to solwe this problem, however, for
most sensometwork platforms (including Mica2) CDMA medanism s not available.
FLOC complemeits LEACH sinceit addresseghe network cortention problem at
the clusterheadsby constructing solid-disc clusters. Moreover, LEACH style load-

balancingis readily applicablein FLOC by using the above mertioned probabilistic
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rotation function for determining the waiting-times for the candidacyannouncemets
at the nodes. By adopting FLOC, it is alsopossibleto guarartee a tight upperbound
on the number of clustersformed.

The algorithm in [19] rst nds a rooted spanningtree of the network and then
forms desiredclustersfrom the subtrees. It givesa bound on the number of clusters
constructedand the cornvergencetime is of the order of the diameter of the network.
It is locally fault-tolerant to node failures/joins but may lead to re-clustering of the
ertire network for somepathological scenarios.

For a given value of R, the algorithm in [21] constructs clusterssud that all the
nodeswithin R=2 hops of a clusterheadbelongto that clusterheadand the farthest
distance of any node from its clusterheadis 3.5R hops. With high probability, a
network cover is constructedin O(R) rounds;the comnmunication costis O(R?).

In an earlier technical report [83], we have presertied {under a shared memory
model{ a self-stabilizing clustering protocol, LOCI, that partitions a network into
clusters of bounded physical radius [R; mR] for m 2. LOCI adieves a solid-disc

clustering with radius R. Clustering is completediterativ ely within O(R#) rounds.

3.8 Chapter Summary

The properties of FLOC that make it suitable for large scalewirelesssensornet-
works areits: (1) locality, in that ead nodeis a ected only by nodeswithin m units,
(2) scalability, in that clusteringis achieved in constart time independen of network
size,and nally (3) self-healingcapability, in that it tolerates node failures and joins
locally within m units.

Through simulations and experimerts with actual deploymens, we analyzedthe
tradeo s between completion time and the quality of the resulting clustering, and
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suggestedsuitable valuesfor the domain, T, of the randomizedcandidacytimer to
achieve a fast completion time without compromisingthe quality of the clustering.
Sincein FLOC eadt node is a ected only by nodeswithin m units, it is su cient
to experimert with a represemativ e small portion of a network to determine suitable
valuesfor T.

As part of future work, we are planning on integrating FLOC in our \Line in the
Sand" (LIT eS) tracking service[7] to adchieve scalableand fault-local clustering. As
part of the DARPA/Net work Embedded SystemsTednology project, our researt
group hasalready deployed LIT eSover a 100-nale sensornetwork acrossa large ter-
rain and adhieved detection, classi cation, and tracking of various typesof intruders
(e.g., personscars)asthey movedthrough the network. We are alsoinvestigating the
role of geometric,local clustering in designinge cien t data structures for evaluation

of spatial queriesin the cortext of sensornetworks.
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CHAPTER 4

RELA TED WORK ON FAULT-CONT AINMENT AND
FAULT-LOCAL HEALING

In this chapter we provide a brief survey of work on fault-containment in Section

4.1 and work on fault-lo cal stabilization in Section4.2.

4.1 Fault-con tainmen t

Fault-containment is a highly desirableproperty for fault-tolerance systems,and
it hasreceiwed a lot of attention in the fault-tolerance literature. Here we overview
previouswork on fault-containment. We discussmasking fault-tolerance approates
for fault-containment in Section4.1.1. In Section4.1.2we mertion approadesthat
contain faults within software module boundaries,and in Section 4.1.3 approades

that bound faults within prede ned sectionsof a network.
4.1.1 Fault-con tainmen t through masking

Oneway of achieving fault-containmernt is through designof maskingfault-tolerance:
A systemis maskingtolerant if in the presenceof faults, it always satis es its safety
propertiesand, whenfaults stop occuring, it evertually resumessatisfyingits liveness
properties. Sinceall faults are masked immediately, a masking fault-tolerant system
is trivially fault-containing.
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Masking fault-toleranceis a strong property and henceit is applicablefor alimited
classof faults, sud as single node failure, messagdoss, etc. Also, since masking
toleranceis overly ambitious, the cost of maskingtolerancemay be too high a price
to pay in wirelesssensornetworks, where energyis a preciouscommality, and in
real-time applications, where the freshnessof data is as important asthe accuracy
of the data. Theseconcernsled researbersto investigate other approadesfor fault-
containment. In this chapter, we focuson theseapproades,and relegatean overview
of work on masking fault-tolerance to Section where we survey previous work on
fault-tolerance designmethods.

4.1.2 Fault-con tainmen t within prespecied modules of the
system

Below, we mertion two popular schemes,Sandloxing and Input/Output checking,
for achieving fault-containment within prespeci ed modules of the system.

Sandboxing. The ideabehind sandloxing approad is simple: the userprogram
is isolated in a sandlox whereit can executewithout harming anything outside the
sandlox. The boundariesof this notional box limit the scope of a malicious program
to causedamageto the computer systemas a whole. In the Java system [58], for
example, most applets are run in a software sandlox. A virtual madine [106], a
software abstraction of a madiine on top of another madiine, is alsoanother example
of the sandloxing approad.

Sandhox consistsof usercode and data segmeh A typical sandlox implemerta-

tion employs the following techniques:

con guring the memorymanagerunit to throw an exceptionfor accessesutside
of sandhox,

69



rewriting the binary to mask o higher order bits on addresseso keepthem

within the sandhlox, and
redirecting systemcalls through a protected jump table to an arbitrator.

Input/output  checking. Input/output cheding allows a systemto limit the
impact of manifestedfaults to someprede ned systemmodule boundaries. In [94],
input/output cheding techniquesfor fault cortainment are formatted and preserned
as designpatterns. The preseted fault cortainment patterns are: the Input Guard
pattern which con nes an error outside the guarded systemboundaries;the Output
Guard which con nes an error inside the guarded systemboundaries;and the Fault
Container pattern which is the fault tolerant courterpart of the well-known Adapter
pattern and which combinesthe properties of the Input Guard and Guard patterns.
4.1.3 Fault-con tainmen t within prespecied system bound-

aries

In [42], the authors show that by adding structure and sacri cing full distribu-
tion it is possibleto improve the fault-containment of self-stabilizing algorithms. To
demonstratethis, they investigate an application of the generalprinciple of \in tro-
ducing structure" to the areaof self-stabilizing spanning-treeconstruction. By doing
this, they shaw that it is possibleto transform an arbitrary self-stabilizing spanning-
tree algorithm into one with increasede ciency and fault-containment properties.
After adding the xed structure, faults can only lead to perturbations within the
algorithm instancesin which they happen. This is in cortrast to the casewhere a
standard spanning-treealgorithm runs in the ertire network: a singlefault (e.g., of

the root) canleadto a globalrecon guration. Howeer, the level of fault-containment
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again dependson the distribution of algorithm instancesto processingelemetns: if
one processingelemen participates in all algorithm instancesthen a failure of this
node may also causeglobal disruption.

A hierarchical error detection and cortainment framework for a Software Imple-
merted Fault Tolerance (SIFT) layer of a distributed systemis proposedin [18].
The designand implemenation of a software-baseddistributed signature monitoring
sthemeis certral to the proposedfour-level hierarchy: procesdevel, node level, group
level, and acrossgroups. The paper reports a substartial increasein availability due
to the detectionframework and help in understandingthe trade-o s betweenoverhead

and coveragefor di erent combinations of techniques.

4.2 Fault-lo cal stabilization

The area of fault-containment of self-stabilizing algorithms has received growing
interest sinceit was rst introducedin [45]. Below we presert an overview of some

previouswork on fault-lo cal stabilization.
4.2.1 Solutions that are local but not fault-lo cal

A notion of local correctionwassuggestedn [14]in the context of selfstabilization.
The meaningof locality there is that eat node canact locally to correct a state of an
algorithm. Howe\er, if the correctedalgorithm is global, then the function computed
by the corrected algorithm it can be output only after O(n) (number of nodes) or
O(Diarneter) (diameter of the network). (In fact the exampleusedin [14] for the
correctedalgorithm is the global resetalgorithm. )

Another conceptworth mertioning is snap stabilization [30]: A systemis called
shap-stabilizingif its behavior stabilizesto its speci cation in 0 time. Clearly, shap
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stabilization is possibleonly for a certain classof task speci cations, that allow a
faulty nodeto be consideredexternally correctevenat the time of the fault (broadcast
does not satisfy this requiremert). On the other hand, no known snap-stabilizing

algorithm is error con ned.

4.2.2 Solutions that are fault-lo cal in time but not in work

Kutten and Peleg[68]introducethe notion of fault mending, which addresseshe
issueof relating repair time to fault se\erity; their method is basedon state replication
and is self-stabilizingonly in a syndironous system.

In [1], a local stabilizer protocol that corverts a distributed algorithm into a
syndironousself-stabilizingalgorithm with local monitoring and repairing properties
is presetted. Whene\er the self-stabilizing version erters an inconsisten state, the
inconsistencyis detected,in O(1) time, and the systemstate is repaired within time
proportional to the largestdiameter of a faulty region. This method is alsobasedon
an underlying state replication protocol, and hence,even though the recorery-time is
fault-local, the work doneis not local.

In [17], a broadcast protocol is proposedto cortain obsenable variablesin the
presencef state corruptions, but the protocol allowsfor global propagationof internal
protocol variables.

4.2.3 Solutions that are fault-lo cal but that assume a re-
stricted fault-mo del

The notion of fault cortainment within the cortext of stabilization is formalized
rst in [45]; algorithms were proposedto cortain state-corruption of a singlennode in

a stabilizing spanningtree protocol.
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Dolevand Herman[37]construct self-stabilizingprotocolsthat guarartee safecon-
vergencefrom statesthat arise from legitimate states perturbed by limited topology
changes.

Someother examplesof self-stabilizing algorithms that guarartee rapid cornver-
gencefrom states that arise from legitimate states due to single-pracessfaults are
presered in the cortext of leaderelection problem [44] and mutual exclusionprob-

lem [53].
4.2.4 Fault-lo cal stabilizing solutions

In [86]fault-containment of Byzartine nodeshave beenstudied for dining philoso-
phers and graph coloring algorithms. In [89] a dining-philosophersalgorithm with
crash-Iacality 1 is preserted under a partially syndironousmodel. Thesework require
the intrinsic locality of the problem to be constart and is too limiting for problems
sud astracking and routing whoselocality are not constart.

A protocol that achieves fault-lo cal stabilization in shortest path routing is pre-
serted in [12]. To acdieve fault-containment the protocol usescortainment actions
that are a constart time faster than the fault-intolerant program actions. In cortrast
to [12], we do not have a privileged set of cortainment actionsin Stalk ; the program
actions sene to this end. We enablefault-containment in a hierarchy-basedmanner
by suitably varying the speed of actions (through the use of processtimers) as per

the level of the hierarchy they are executedat.
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PART 1l
SPECIFICA TION-BASED
DESIGN OF SELF-HEALING
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CHAPTER 5

SPECIFICA TION-BASED DESIGN METHOD

5.1 Intro duction

Researh in self-healing,more speci cally in self-stabilization [36,39,46,52], has
traditionally relied on the availability of a complete system implemenation. The
standard approad usesknowledge of all implemertation variables and actions to
exhibit an \in variant” condition sud that if the systemis properly initialized then
the invariant is always satis ed and if the systemis placedin an arbitrary state then
cortinued executionof the systemewenually readesa state from wherethe invariant
is always satis ed. The apparerily intimate connectionbetweenstabilization and the
details of implemertation hasraisedthe following seriousconcerns:(1) Stabilization is
not feasiblefor many applicationswhoseimplemertation details are not available, for
instance, closed-sourcapplications. (2) Evenif implemertation details are available,
stabilization is not scalableas the complexity of calculating the invariant of large
implemertations may be exorbitant. (3) Stabilization lacks reusability sinceit is
speci ¢ to a particular implemertation.

Towards addressingthese concerns,in this chapter, we showv that system stabi-

lization may be adieved without knowledge of implemenation details. We eshiew
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\whiteb ox" knowledge|of systemimplemertation|in favor of\graybox" knowledge|
of systemspeci cation|for the designof stabilization. Sincespeci cations are typi-
cally more succinctthan implemenations, speci cation-baseddesignof fault-tolerance
o ers the promise of scalability when the designe ort for adding fault-tolerance is
proportional to the size of the system.. Also, since speci cations admit multiple
implemertations and since systemcomponerts are often reused,speci cation-based
design of fault-tolerance o ers the promise of reusability. Finally, for closed-source
situations where exploiting a speci cation is warranted, speci cation-basedapproad
allows the designof e cien t fault-tolerancein cortrast to a blackbox design.

Given a high-lewvel systemspeci cation A, the speci cation-based approad is to
designatolerancewrapper W sud that addingW to A yields a fault-tolerant system.
The goalisto ensurethat for any low-level re nement (implemertation) C of A adding
a low-level re nement W° of W would alsoyield a fault-tolerant system.

Note that since the re nements from A to C and W to W can be done in-
dependerily, speci cation-based designenablesa posteriori or dynamic addition of
fault-tolerance. That is, given a concreteimplemertation C, it is possibleto add
fault-toleranceto C asfollows:

First, designan abstract (high-level) tolerancewrapper W using solely an ab-

stract speci cation A of C, and then
add a concrete(low-lewvel) re nement W°of W to C.

The goal of speci cation-based fault-tolerance is not readily achieved for all re-
nements. The re nements we needfor achieving speci cation-basedfault-tolerance
should not only presene fault-tolerance but also have nice composability featuresso
that the re nements from A to C and W to W° can be doneindependertly. In this
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chapter we presen special classesof re nement, \everywhere re nements"”, \lo cal-
everywherere nements”, and \convergencere nements"”, that enable speci cation-
baseddesignof stabilization. Thesere nements ensurethat if A composedwith W
is fault-tolerant, then for any everywhereor corvergencere nement C of A adding
an everywhereor corvergencere nement W° of W would alsoyield a fault-tolerant
system.

Outline of the rest of the chapter. In Section5.2, we give preliminaries. In
Section 5.3 we show that everywhere and corvergencere nements are stabilization
preservingand in Section5.4 that they are amenablefor speci cation-based design
of stabilization. We make concludingremarksin Section5.5.

We refer the readerto the full versionof our works on everywherere nement [6]
and corvergencere nement [32] for seweral illustrations of our speci cation-based
designmethod. In thosework, we presen speci cation-baseddesignof stabilization
for the Ricart-Agrawala and Lamport mutual exclusionalgorithms, and a derivation
of Dijkstra's stabilizing token-ring algorithms as a re nement of a simple, abstract

token-ring algorithm.

5.2 Preliminaries

Let be a state space.
De nition . A systemS is a nite-state automaton (, T, 1) whereT, the set of
transitions, is a subsetof f(sg;S1) @ Sp;S1 2 g and |, the set of initial states, is a

subsetof .
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A computation of S is a maximal sequencef statessud that ewery state is related
to the subsequenonewith a transition in T, i.e., if a computation is nite there are
no transitions in T that start at the nal state.

We refer to an abstract systemas a speci ¢ ation, and to a concretesystemasan
implementation For now we assumefor corveniencethat the speci cation and the
implemertation usethe samestate space.In Section5.4.4,we presen a generalization
that allows the implemertation to usea di erent state spacethan the speci cation.
Henceforth,let C be an implemertation and A a speci cation.

De nition . C is are nement of A, denoted[C Alinit , I every computation of C
that starts from an initial state is a computation of A.

De nition . C is an everywhee re nement [6] of A, denoted [C Al, I ewery
computation of C is a computation of A.

De nition . A state sequence is a convelgen® isomorphismof a state sequence i

c is a subsequencef a with at most a nite number of omissionsand with the same
initial and nal (if any) state asa.

For instance,c = sl1s3s6isaconvergencasomorphismofa = sl1s2s3s4s5s6.
Howewer, ¢ = s1s3s5s6 is not a convergencasomorphismofa = sl s2 s5 s6 since
c canonly drop statesin a, and cannotinsert statesto a. Intuitiv ely, the corvergence
isomorphismrequiremen correspndsto the notion of using similar recovery paths:
¢ should usea similar recovery path with a and not any arbitrary recovery path.

De nition . C is a convelgen re nement of A, denoted[C Al,i:
C isarenement of A,

every computation of C is a corvergenceisomorphismof somecomputation of

A.
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Note that corvergencere nemernts are more generalthan everywherere nements:
[C Al) |[C A], but not vice versa.

A fault is a perturbation of the systemstate. Here, we focus on transiernt faults
that may arbitrarily corrupt the processstates. The following de nition capturesa
standard toleranceto transiernt faults.

De nition . C is stabilizingto A i ewery computation of C hasa sux that is a
su x of somecomputation of A that starts at an initial state of A.
This de nition of stabilization allows the possibility that A is stabilizing to A,

that is, A is self-stabilizing.
5.3 Stabilization Preserving Re nemen ts

Re nemen tools sud as compilers, program transformers, and code optimizers
generallydo not presene the fault-tolerance properties of their input programs. Con-
sider, for example,a programthat is trivially tolerant to the corruption of a variable

x in that it evertually ensuresx is always 0.

int x=0;
while(x==x) f
x=0;9

The bytecode that a Java compiler producesfor this input programis not tolerant.

iconst 0
istore_1
goto 7
iconst.0
istore_1
ilload_1
iload_1
if_icmpeq5
return

© 0o ~NOO O N - O

-
N
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If the value of x (i.e., the value of the local variable at position 1) is corrupted
after line 7 is executedand beforeline 8 is executed(i.e., during the evaluation of
\ x==X") then the executionterminatesat line 12, thereby failing to evertually ensure
that x is always O.

As anotherexample,considerthe speci cation of a bidding sener componert. The
sener acceptsbids during a bidding period via a\ bid(integer) " method and stores
only the highestk bids in orderto declarethem aswinnerswhenthe bidding period is
over. When the \ bid( v)" method is invoked, the sener replacesits minimum stored
bid with v only if v is greater than the minimum stored bid. The bidding sener is
tolerant to the corruption of a single stored bid in that it satis es the speci cation
for (k 1) out of best-k bids.

Considernow a sorted-list implemertation of the bidding sener. The implemen-
tation maintains the highestk bids in sorted order with their minimum being at the
head of the list. When the \ bid( v)" method is invoked on the implemertation, it
chedks whether v is greater than the bid value at the head of the list, and if so, the
head of the list is deletedand v is properly inserted to maintain the list sort order.
This implemertation, while correct with respect to the speci cation in the absence
of faults, does not tolerate the corruption of a single stored bid: If the stored bid
at the head of the list is corrupted to be equalto MAXNTEGERhen the implemen-
tation preverts new bid valuesfrom entering the list, and hencefails to satisfy the
speci cation for (k 1) out of bestk bids.

Theseexamplesillustrate that eventhough an abstract systemA is fault-tolerant,
it is possiblethat are nement C of A may not be fault-tolerant sincethe extra states

introducedin C createadditional challengesfor the fault-tolerance of C. That is,
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C renes A and A is stabilizingto A

doesnot imply that C is stabilizingto A.

For a more abstract courterexample,considerFigure 5.1. Heres0; s1; s2; s3;:::
and s* are statesin , and sO is the initial state of both A and C. In both A
and C, there is only one computation that starts from the initial state, namely
\s0; sl; s2; s3;:::"; hence,[C Alinit - But \s*, s2; s3;:::" is a computation
that isin A but not in C. Letting F denote a transiernt state corruption fault that

yields s* upon starting from s0O, it follows that although A is stabilizing to A if F

occursinitially , C is not.

F,/’S*\

A: @ sl s2 s3...

P

F.-

c: @ s1 s2 s3...

Figure 5.1: [C  Alinit

We are therefore motivated to usesuitable stabilization preservingre nements in
order to enable a speci cation-based design of stabilization. Next, we presen the
stabilization preservingproperties of everywhereand corvergencere nemernts.
Theorem 5.0. If [C A] and A is stabilizing to B,

then C is stabilizing to B. O

Theorem 5.0follows immediately from the de nitions of stabilization and ewery-

wherere nemert.

81



The requiremens for everywherere nements are sometimestoo restrictive. For
instance, every computation of the concretemight not be a computation of the ab-
stract sincethe execution model of the concreteis more restrictive than that of the
abstract. One such exampleis model re nements wherea processis allowed to write
to the state of its neighbor in the abstract systembut not allowed to do soin the
concretesystem. To addresssud cases,we considerthe more generalcorvergence

re nemernts.

Theorem 5.1. If [C A] and A is stabilizing to B,
then C is stabilizing to B. O
Theorem5.1follows immediately from the de nitions of stabilization and corver-
gencere nement (C canonly drop a nite number of statesfrom the computations
of A). Theorem5.1is the formal statemen of the amenability of convergencere ne-

merts as stabilization preservingre nemernts.

5.4 Specication-Based Design of Stabilization

Here we focuson the problem of how to designstabilization to a given implemen-
tation C using only its speci cation A. That is, we want to prove that: If adding a
wrapper W to a speci cation A rendersA stabilizing, then adding W to any ewery-
where or convergencere nement C of A alsoyields a stabilizing system. We de ne
a wrapper to be a systemover and formulate the \addition” of one systemto an-
other in terms of the operator [ (pronounced\b ox") which denotesthe union of
automata.

Next, we prove that everywhereand corvergencere nements enablespeci cation-

based design of stabilization, respectively in Sections5.4.1 and 5.4.2. In Section
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5.4.3we prove composition theoremsabout everywhereand corvergencere nemerts.
Finally, in Section 5.4.4, we presen a generalization of our model that allows the

implemertation to usea di erent state spacethan the speci cation.
5.4.1 Everywhere re nemen ts

Lemma 5.2. ([C Al » [W° W] ) [(COWY (A]W) 0

From the lemma, our goal follows trivially:

Theorem 5.3 (Stabilization via everywhere re nemen ts).

If [C  A], AW isstabilizingto A, and [W° W] then C [ WCis stabilizing
to A. 0
Recall that W° and W are designedbasedonly on the knowledge of A and not of
C in the speci cation-based designapproad. This results in the reusability of the
wrapper for any everywhereimplemertation of A.

We now focus our attention on distributed systems. The task of verifying ev-
erywhereimplemertation is di cult for distributed implemertations, becauseglobal
state is not available for instantaneousaccessall possibleinterleavings of the stepsof
multiple processedave to be accourted for, and global invariants are hard to calcu-
late. For e ectiv e speci cation-baseddesignof stabilization of distributed systemswe
thereforerestrict our considerationto a subclassof everywherespeci cations, namely
local everywhee speci ¢ ations.

A local everywhere speci cation A is onethat is decompsableinto local speci-
cations, one for ewery processi; i.e., A = (0i :: Aj). Hence,given a distributed
implemenation C = (Ji :: C) it suces to verify that [C; A;] for eat process

i. Verifying these\lo cal implemertations" is easierthan verifying [C A] asthe
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former dependsonly on the local state of eat processand is independer of the en-

vironmert of eat processthereby avoids the necessi of reasoningabout the states

of other processes.

LetA= Qi A),C=@Qix C),W=(@i: W),andW°= Qi W),

Lemma 5.4 . (8i:[C Al ) [C A] i

Lemma 5.5. ((8i: [Ci AD "N BizW2  wWil) ) [(Cowd (A0 W)

O

From Lemma5.5and Theorem 5.3, we have

Theorem 5.6 (Stabilization via local everywhere re nemen ts).

If (8i :: [C A, (8 = [W° W;]), and A [ W s stabilizing to A, then

C [ WZ0is stabilizing to A. O
Theorem5.6is the formal statemert of the amenability of local everywherespeci-

cations for speci cation-baseddesignof stabilization. Again, it is tacit that W?and

W, are designedbasedonly on the knowledgeof A; and not of C;.

5.4.2 Convergence re nemen ts

Lemma 5.7 If [C A] and (A 0 W) is stabilizing to A

then [(C 0 W) (A 0 W)].
Pro of. This proof consistsof two parts. We prove [(C [ W) (A 0 W)]init in the
rst part, and we prove in the secondpart that every computation x of (C [ W) is

a corvergenceisomorphismof a computation x° of (A [ W).

1. [C Al ) [C Alinit - Thus, every computation of C starting from the

initial statesis a computation of A, and hence[(C 0 W) (A 0 W)Iinit -
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2. Any computation x of (C [ W) can be written as CS WS CSu
WS where CS denotesconsecutie states produced by C and WS
denotesconsecutie states producedby W. Since[C A], C canonly drop
statesfrom computationsof A. Thus, there existsa computation x°of (A [ W)
of the form AS;, WS AS,, WS, Ainit Wherefor all i, CS
is a corvergenceisomorphismof AS; Since(A [ W) is stabilizing to A, x° has
asux, Aji, that isasux of somecomputation of A that starts from the
initial states. Since[C Al ) |[C Alinit , X cannot drop any statesfrom
x? after (A [ W) stabilizesto A. That is, x can drop only a nite number of
states from x% and hencewe concludethat x is a corvergenceisomorphismof
xC O

Theorem 5.8 If [C A] and (A 0 W) is stabilizing to A
then (C [ W) is stabilizing to A.
Pro of. The result follows from Lemma5.7and Theorem5.1. O

Theorem5.8statesthat if a wrapper W satis es (A [ W) is stabilizing to A, then,

for any C that satis es[C A], (C 0 W) is stabilizing to A. In fact, after proving

Lemmab5.9, we prove a more generalresult in Theorem5.10.
Lemma 5.9 If W° W]and (A [ W) is stabilizing to A
then (A [ W9 is stabilizing to A.
Pro of. Note that [W° W] and\( A [ W) is stabilizing to A" implies
[A QW% A [ W] (This proof is similar to the proof of Lemma5.7, and hence,

is not included here.) The result follows from the above via Theorem5.1. 0
Theorem 5.10 If [C Al and (A 0 W) is stabilizing to A
then (8WP: [W°  W]:(C 0 W9 is stabilizing to A).
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Pro of. Given[W® W] and (A [ W) is stabilizing to A, we get (A [ W9 is stabi-
lizing to A from Lemmab5.9. Since[C A], from Lemma5.7we get
[(C 0 W9 (A 0 W9]. The result follows via Theorem5.1. O

Theorem 5.10is the formal statemen of the amenability of convergencere ne-
merts for speci cation-baseddesignof stabilization: If W providesstabilization to A,
then any corvergencere nement W°of W provides stabilization to ewvery corvergence
re nement C of A.
5.4.3 Comp ositionalit y of everywhere and convergence re-

nemen ts

Here we prove composition theoremsabout everywhere and corvergencere ne-
merts. In cortrast to previouswork on composition of fault-tolerance, thesetheorems
are applicablefor the generalcaseof composition and are not limited to special cases
sud as layering composition.

Comp osition theorem for everywhere re nemen ts. Composition theorem
for everywherere nements is simple:

Theorem 5.11 (Composition of everywhee re nements).
[C A~ [D B~ [° 1]

) [CoDnpl° AQBO[I]

Everywhere re nements are very easyto compose and thus speci cation-base?:l
approad for composition of fault-tolerancereadily appliesfor everywherere nemerts.

Comp osition theorem for convergence re nemen ts. Cornvergencere ne-
merts are wealer than ewerywhere re nements and thus they do not compose as
cleanly as everywherere nements.
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(Example): [C Al) [CDB A [ B] is not a theorem for corvergence

re nements. Considerthe following courterexample.

3 2 1 0 3 2 1 0
C:o/olo (®
3 2 1 0

Figure 5.2: [C A]

Let A, C, and B be asin Figure 5.2. State O is the initial state for A, C and B,

thus [C Alinit and [C Al.

3 2 1 0
ce.: o/oli (®
3 2 1 0

Figure 5.3: (C [ B) is not a corvergencere nement of (A [ B)

As seenin Figure5.3,a =3 2 1 3 2 1 3 2 1::isacomputation
of AjB,andc = 3 1 3 1 3 1l:isacomputationofC [ B. Howewr, c
dropsin nitely many statesfrom a and thus C [] B is not a cornvergencere nement
of A [ B.

(End of example).
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Therefore, in order to prove a composition theorem we needto prove loop-free
behavior of the abstract composition outside its invariant.

Lemma 5.12.

[C Al ~ (A 0B [1)is stabilizing to A

) [COoBUOl ADBII]

Pro of: The proof consistsof two parts. Weprovein the rst partthat [C [ B [ |
A [0 B [ Il]int andin the secondpart that every computationof C 1 B [ | is

a convergenceisomorphismof somecomputationof A 1 B 1.

1. [C Al ) |[C Alinit - Thus, every computation of C starting from an

initial stateis a computation of A and, hence,[C [ B [ | A 1B 01t -

2. Any computation x of (C [ B [ |) canbe written as CS BS IS
CSi+ BS 1S4 where CS denotesconsecutie states (potertially
empty) producedby C, BS that of B, and | S that of I . Since[C A], C can
only drop statesfrom computations of A. Thus, there exists a computation x°
of (A0 B 1) ofthe form AS;, BS IS AS.+ BSa 1S4

wherefor all i, CS; is a convergenceisomorphismof AS;.

Since(A [ B [ 1) is stabilizing to A (under weak fairness),there are no loops
in the uninitialized computationsof (A [ B [ |). That is, a sequencef states
that are outsidethe invariant of A and occuredin AS; cannotoccur again later
in AS; wherej > i. Thus,in every computationof C [ B [J I, C candrop only
a nite number of statesfrom the correspnding computation of A. Therefore,
x candrop only a nite number of statesfrom x° and hencewe concludethat
X is a corvergenceisomorphismof x°. i
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Lemma 5.13.

[D B] ~ (A 0B [O1)is stabilizing to A

) [AODDGQOI ADBI]

Pro of: Similar to the proof of Lemma5.12. O

Theorem 5.14 (Composition of convelgen@ re nements).

[C A~ [D B~ [° I
AN (A DB [1)is stabilizing to A

) [CoBOlI ADBII]

Pro of: Follows from Lemma5.12, Lemma5.13(applied twice), and transitivit y
of [ I m
Our composition theoremis very generaland is de ned in an asymmetricmanner.
For B to be a stand-alonecomponert rather than a tolerancewrapper, in the abstract
oneshould alsoprove that (A [ B [ ) is stabilizing to invariant of B. This way we

ensurethat starting from the initialized states, both componert do usefulwork.
5.4.4 Renemen t between dieren t state spaces

The de nitions and theoremsintroduced in this chapter assumedfor the sale
of cornveniencethat C and A usethe samestate space. Howewer, as the examples
preserned in the introduction illustrate, the state spaceof the implemertation can
be di erent than that of the speci cation sincethe implemertations often introduce
somecomponerts of statesthat are not usedby the speci cations.

This is handled by relating the states of the concreteimplemertation with the
abstract speci cation via an abstraction function. The abstraction function is a total
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mapping from ¢, the state spaceof the implemertation C, onto 4, the state space
of the specication A. That is, ewery state in C is mapped to a state in A, and
correspndingly, every state in A is an image of somestate in C.

All de nitions and theoremsin this chapter are readily extended with respect
to the abstraction function. The soundnessand completenessof our abstraction

functions are discussedn detail in Section7.1.

5.5 Chapter Summary

In this chapter, we investigatedthe speci cation-baseddesignof systemstabiliza-
tion, which usesonly the systemspeci cation, towards overcomingdrawbads of the
tradional whitebox approad, which usesthe systemimplemernation aswell. The
speci cation-based designapproad o ers the potertial of adding stabilization in a
scalablemanner, sincespeci cations grow more slovly than implemertations. It also
o ers the potential of componen reuse: componert technologiestypically separate
the notion of speci cation (variously calledinterfaceor type) from that of implemerta-
tion. Sincereuseoccursmore often at the speci cation level than the implemertation
level, speci cation-based design of stabilization is more reusablethan stabilization
that is particular to an implemertation.

Although we have limited our discussionof the speci cation-based design ap-
proach to the property of stabilization, the approad is applicable for the design
of other dependability properties, for example, masking fault-tolerance and fail-safe
fault-tolerance. (A systemis maskingfault-tolerant i its computationsin the pres-

enceof the faults implemert the speci cation. A componert is fail-safefault-tolerant
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i its computationsin the presenceof faults implemen the \safety" part [but not nec-
essarilythe \liv eness"part] of its speci cation.) Our obsenation that speci cation-
baseddesign of stabilization is not readily achieved for all speci cations is likewise
true for speci cation-based designof masking and speci cation-based design of fail-
safe. Moreover, our obsenation that local everywherespeci cations are amenableto
speci cation-baseddesignof stabilization is alsotrue for speci cation-baseddesignof

masking and speci cation-baseddesignof fail-safe.
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CHAPTER 6

SPECIFICA TION-BASED DESIGN OF HEALING FOR
TRA CKING IN SENSOR NETW ORKS

6.1 Intro duction

In Chapter 2 we presertted a fault-lo cally self-healingtracking service, STALK, for
sensornetworks. There, we usedl/O automata speci cation languagefor describing
STALK, and gave formal proofs of correctnessand fault-local self-healingfor this
I/O languageprogram. The implemertation languagesfor sensornetwork platforms
are, howewer, more ner-grained than the abstract I/O language.For the mote [102]
platform, the implemertation languageis a dialect of C, called NesC [43], and the
runtime ernvironmert TinyOS [55] consistsof a collection of system componerts for
network protocols and sensordrivers. With a consenative estimate, the 20 lines
of I/0O code we wrote for STALK will correspnd to 2000 lines of code (including
the libraries for networking and sensing)at the implemertation level. Even though
we formally veried STALK at the I/O languagelevel, proving correctnessand self-
healing of the correspnding implementation at the TinyOS level by studying 2000

lines of code is a very challengingtask.
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In this chapter we revisit STALK and considerthe designof speci cation-based
self-healingto the STALK programin order to achieve a self-healingimplemertation
of this tracking serviceat the TinyOS level. By doing so, we also illustrate that
speci cation-based design of self-healingenablesscalability of the designe ort of
self-healingwith respect to the sizeof the implemertation.

In Chapter 5, to enablea speci cation-baseddesignof stabilization, we preserted
two fault-tolerance preservingand compositional re nemernts, namely everywhereand
convergencere nements. We can considerusing thesere nements for implemening
STALK in NesC,howewer, thesere nements do not have tool/compiler support and,
hence,their adoption in practice is limited. In this case,it would be hard to prove
manually that our implemertation at the TinyOS level is in fact an everywhereor
convergencae nement of STALK at the I/O automatalevel. Instead,in this chapter,
we show that we canuseordinary re nements (for which alot of tool/compiler support
exists) and still achieve a speci cation-based design of stabilization under suitable
conditions.

The obstaclesfor adopting ordinary re nements (compilers, code transformers,
etc.) for speci cation-based designof self-healingare that ordinary re nements do
not presene fault-tolerance and that ordinary re nements do not satisfy the com-
positionality property mertioned in Chapter 5: Even though the abstract system
composedof the fault-intolerant tracking program A and the self-healingwrapper W
is self-stabilizing, when A and W are re ned into C and W? at the implementation
level, the concretesystemmight not be stabilizing since starting from faulty states
C may interfere with and invalidate the recovery strategy of W% Even though we

proved that starting from faulty states A doesnot interfere with W, sinceordinary
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re nements are concernedonly with computations starting from good states, compu-
tations of C that start from faulty statesare unconstrainedand may potertially be
interfering with W©

A straightforward way to preven the interferencesbetweenthe wrapper and the
application code outside the good statesis to useatomic wrappers at both the ab-
stract and the concrete systems. When an atomic wrapper is executedit corrects
the application to a good state in a single step, and the application code does not
have the opportunity to interfere with the execution and the recovery strategy of
the wrapper. Similarly, we alsorequire that the wrapper self-stabilizesatomically in
order to prevert the application to interfere with the self-stabilization of the wrapper
when starting from a faulty state for the wrapper.

Atomic wrappersare, howewer, infeasiblefor distributed systemsbecauseijn a dis-
tributed system,global systemstate is not available for instantaneousaccess.There-
fore, for e ectiv e speci cation-baseddesignof stabilization of distributed systems,we
restrict our attention to wrapperslocal to ead processof the distributed system. At
the abstract level, A = (0i :: Aj), we designthe wrappersto be decommsableas
local wrappers, one for ewery processi; i.e., W = (i :: W;). While rening to a
distributed implemertation C = (0i :: C;) we re ne theselocal and atomic wrappers
to be composedwith the application code C; at eat processi; i.e., W°= (i :: W9

By usinglocal and atomic wrapperswe acieve stabilization for ead processboth
at the abstract and concretesystemlevels. Howewer, eventhough all the processesre
individually stabilizing, a systemmay fail to stabilize asawholedueto the cortinuous
introduction of corruptions to the systemby the processeghat are in a faulty state

at the time. Considera scenariowhereprocessg is not yet stabilized but i is. If they
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interact, i may receiwe bad input from j, and its state may becomebad. Next, when
| is correctedto a good state, sincei is not yet stabilized, i canin turn infectj. This
cycle may repeat in nitely , and eventhoughi and | are individually stabilizing, the
systemmay fail to stabilize asa whole.

In orderto ensurethat stabilization of individual processeseadsto stabilization of
the systemasa whole, we borrow ideasfrom literature on compositional approades
to stabilization. One simple idea is stabilization through composition of layers [36].
In the traditional stabilization by layers approad lower-lewel processesre oblivious
to the existenceof higher-lewvel processesand higher-lewel processesan read (but
not write) the state of a lower- level process.Processesan corrupt eat other, but
only in a predeterminedcortrolled way sincelower-lewel processeg€annot be a ected
by the state of higher-lewel ones. Also, the order in which correction must take place
is the samedirection, the correction of higher-lewels depend on that of lower-lewels.
In order to ensurethat stabilization composeat the systemlevel, we adopt a layered
composition technique at the abstract systemlevel and assertthat the concretesystem
presene the layered composition structure of the abstract system.

To recap, we make the following assumptions:

1. Wrappersare local to ead processand are atomic.

2. Identical layered composition structure is used by the abstract and concrete

systems.

Thesetwo assumptionsare satis ed by a rich classof implemertations. For ex-

ample, STALK satis es both assumptions.The correctors(wrappers) in STALK are
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local to eath processand atomic: the processis atomically put into a locally consis-
tent state with respect to the processedt interacts. Also STALK algorithm imposes
a static structure on the information ow. There is no comrmunication from a higher
level processto a lower level process. The direction of comnunication is from lower
level processego higher level processesDue to this structural constrairt, the same
layeredcomposition structure is applicableat both the abstract and concretesystems.

We shaw, using thesetwo assumptions,that an ordinary re nement su ces for
the fault-intolerant tracking algorithm, and a self-stabilization preservingre nement
su ces for the wrappers. The reasonwe use a stabilization-preserving re nement
(e.q., everywhereor corvergencere nemernts) for the wrapper is to ensurethat the
concretewrapper is able to stabilize from the corruption of its variables. Sincethere
arealot of tool support for ordinary re nements, re nement of the tracking algorithm
can be done automatically via a compiler. Sincethe wrappers are small and simple
their proof of self-stabilization can be adchieved easily even at the implemertation
level. Pattern-baseddesignof self-healingand automated syrthesis of speci cation-
basedself-healingapproades, that we discussin Chapter 9, are also of help for the
stabilization preservingre nement of the wrappers.

Outline of the rest of the chapter. In the next section, we showv that the
re nement method we descriked above is amenablefor the speci cation-based de-
sign approadi. We discussthe re nement of STALK to a fault-locally self-healing
implemertation in Section6.3. In Section 6.4 we discusspossibleextensionsto our
re nement method by relaxing the layered composition assumption. Finally we con-

clude the chapter with a summaryin Section6.5.
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In this chapter we restrict our presemation to the re nement of the Tracker au-
tomata of STALK and do not discussthe re nement of the simplerand lessinteresting
Finder automata. We note that our method is also applicable for the re nement of

the Finder automata.

6.2 Adopting Ordinary Renemen ts for Specication-based
Design

We usethe samesystemmodel asin Section5.2.

De nition . A systemS is a nite-state automaton (, T, 1) whereT, the set of
transitions, is a subsetof f(sp;S1) : So;S1 2 g and |, the set of initial states,is a
subsetof the state space .

A computation of S is a maximal sequencef statessud that ewery state is related
to the subsequenonewith a transition in T, i.e., if a computation is nite there are
no transitions in T that start at the nal state. We de ne a wrapper to be a system
over andformulate the \addition" of onesystemto anotherin terms of the operator
0 (pronounced\b ox") which denotesthe union of automata.

De nition . C is are nement of A, denoted[C Alinit , 1 every computation of C
that starts from an initial state is a computation of A.

De nition . C is stabilizingto A i ewery computation of C hasa sux that is a
su x of somecomputation of A that starts at an initial state of A.

Let A and C bedistributed systemscomposedof processe#\; and C; respectively;
e, A= (@i A)andC = (0i :: Cj). We say that a wrapper W; for eat process
A; is local and atomic i W; when executedself-stabilizes(if its state is corrupted)

and correctsA; to a good state (locally consistem state) in a single step.
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Stabilization through composition of layers require that the correction and the
corruption relations are to the samedirection and form a directed acyclic graph.
Corruption relation denotesfor ead processin a bad state which other processest
can corrupt. That is the corruption relation constrainsthe processesn uncorrected
processcanpotertially corrupt. Correction relation denotesfor ead processhe prior
correction of which other processedts correction dependson. That is, the correction
relation constrainsthe order in which correction must occur.

Theorem 6.1states the conditions under which ordinary re nements are usable
for the speci cation-based designof stabilization: Given local and atomic wrappers
(premise 3) that adiieve stabilization of the abstract system (premise 1), ordinary
re nement of the application code at eat process(premise2) when composedwith
everywherere nement of the abstract wrapper (premise4) |pro vided that the lay-
ered composition structure of the abstract is presened (premise5)| resultsinto a

concretesystemthat is self-stabilizingto the abstract systemspeci cations.
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Theorem 6.1. If
1. (0 :: [A; 0 W,]) is stabilizing to A;,
2. 8 [C Ailinit ),

3.(8i 2 [W° W),

4. (8i :: W; is local and atomic), and

5. the correction & corruption relations of the abstract systemare to the samedi-
rection, and the concretesystempresenesthe correction & corruption relations

of the abstract

then (0i :: [C; 0 W;]) is stabilizing to (i :: Aj).

Pro of. From premises3 and 4 it follows that (8i :: W0is local and atomic), and
henceC; cannot interfere with the recovery strategy of W% Thus, from premises2,
3, and 4, it follows that (8i :: [C; 0 W;] is stabilizing to [A;j 0 W,;]). The conclusion

follows from this result and premisesl and 5. 0

6.3 Renemen t of STALK to the Implemen tation Level

In this section, we presem a re nement of the abstract STALK program given
in Chapter 2 to the TinyOS implemertation level by showing that Theorem 6.1is
applicablefor this re nement. We start by recalling someof the properties of STALK
and pointing out which conceptsof Theorem6.1they correspndto. Wethen cortinue
with a discussionof the re nement to the implemertation level.

STALK provides local speci cations for the fault-intolerant tracking program:

The Tracker; automata presertied in Section2.4 correspndsto A; in Theorem6.2.
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STALK also provides local and atomic wrappers for eat Tracker;: The parallel
composition of the correction actions in Section 2.5 correspndsto W; in Theorem
6.2. Since, in Chapter 2, we proved that Tracker; composedwith the correction
actions are fault-locally self-stabilizing, premise 1 is satis ed. Sincethe correction
actionsfor the Tracker; automata are all local and atomic (sincethey are stateless,
they are stabilizing in one step; they also put Tracker; in a locally-consistem state
in onestep), premise4 is satis ed.

STALK imposesa static layered structure on the processesThere is no commu-
nication from a higher level processto a lower level process;the direction of comnu-
nication is from lower level processes$o higher level processesDue to this structural
constrairt, the samelayered composition structure is applicableat both the abstract
and concretesystems;hence,premise5 is satis ed.

Next, we considerthe re nement of STALK to the implemertation level. In order
for Theorem®6.1to be applicable,we needto show that premises2 and 3 are satis ed
by our re nement of STALK.

Premise2 assertsthat the implementation of the Tracker; automata shouldbe a
re nement from the initial states. Sincethere are a lot of tool support for ordinary
re nements, re nement of the tracking algorithm can be done automatically via a
compiler. For example,the IOA toolkit [41]supports the design,analysis,veri cation,
and re nement of programswritten in I/O automata notation. The toolkit includes
analysistools sud asthe IOA simulator [61] and interfacesto theorem-proving tools
[40]aswell ascompilersfor generationof distributed codein commercialprogramming
languages[101]. Even if the implemenation of Tracker; automata is performed

manually, the veri cation processfor ordinary re nemernts are, in general,easierthan
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that of fault-tolerance preservingand compositional re nements. Sincean ordinary
re nement from initial statesof the Tracker; automatais su cien t, onedoesnot have
to considerre nements from ewery state for the purposesof this implemertation.

Premise3 assertsthat the abstract wrappers should be everywherere ned. I0A
toolkit can again be employed to this end. First, using the IOA toolkit we obtain
a wrapper at the implemertation level, and then we modify this concretewrapper
until we can prove that it is an everywherere nement of the abstract wrapper. [108]
suggestsa method for reasoningabout the relationshipsbetweendesignsat di erent
levels of abstraction using the 10A toolkit. The method advocatespaired execution
of the abstract level and concretelevel systemsusing IOA simulator [61] in order to
identify an abstraction function (simulation relation in their model). Then, using
the Larch theorem prover [40] the re nement is formally veri ed, potentially from
ewery state. Alternativ ely, model-cheking basedapproades may be used for the
veri cation: For example,[49] can accepta wrapper written in C languageasinput,
and model-ched properties of the wrapper. Sincethe wrappersare small and simple,
their proof of self-stabilization can be adieved easily even manually, without any
tool support. Since sensornodes [54] have a single thread of cortrol, the concrete
level wrappers can also be made atomic easily Also, since statelesswrappers are
trivially self-stabilizing, self-stabilization of the wrapper can be achieved by avoiding
introduction of new variablesor by using soft-state variables.

Sinceall the premisesare satis ed, we can conclude,by a simple application of
Theorem 6.1, that the resultart implemertation of STALK at the TinyOS level is

self-stabilizingto the abstract speci cations.
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Eventhough presenation of stabilization is guararteed by our re nement method,
presenation of fault-containment demandsa stronger re nement for the wrappers:
aside stabilization property, real-time guarartees of the abstract wrappers should
also be presened. The fault-containment calculationsin STALK made use of the
detection and executiontime by the local wrappers: The time latency of detection
at the \start-shrink" action dependson the timeout period of the heartbeats, and
the execution time of the wrappers are assumednegligible. When we re ne the
wrappers, we should be careful about the detection and execution latenciesat the
concretelevel. If the detectionand executionlatenciesintroducedat the concretelevel
do not in uence fault-containment calculations, we can reusethe fault-containment
argumern of STALK at the concretesystemlevel. By ensuringthat the real-time
requiremens of STALK are respected by the implemertation, we can concludethat

the fault-containment property of STALK is respectedby the concretesystem.

6.4 Extensions

In this section,we discusspossibleextensiongo our re nement method by relaxing
the layeredcomposition assumption,that we adoptedfor achieving speci cation-based
designof self-healingusing ordinary re nemerts.

In [73], a compositional framework for constructing self-stabilizingsystemsis pro-
posed. The framework explicitly identies for eadh componert which other com-
ponerts it can corrupt (corruption relation). Additionally, the correction of one
componert often dependson the prior correction of one or more other componens,
constraining the order in which correction can take place (correction relation). De-

pendingon what is actually known about the corruption and correctionrelations, the
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framework o ers seeral ways to coordinate system correction. In caseswhere the
correctionand corruption relations arein reversedirections, persistert corruption cy-
clesmay be formed: even though all the componerts are individually stabilizing, the
systemmay fail to stabilize due to the cortinuousintroduction of corruptions to the
systemvia thesecorruption cycles. By employing blocking coordinators, the frame-
work breaksthese malicious cycles. In caseswhere both correction and corruption
relations are in the samedirection, no cycle forms and there is no needfor blocking.
By including both correction and corruption relations, this framework subsumes
and extendsother compositional approades, sud aslayered composition, wherecor-
rection and corruption relations are to the samedirection. By adopting this frame-
work in our re nement method, we can relax our layered composition assumption
and allow arbitrary compositions of processes.Using the knowledge of correction-
corruption relations betweenthe processesywe can instantiate a correspnding coor-
dinator to ensurethat stabilization of processesomposeat the systemlevel. We can
ewven relax the presenation of correction corruption relations when going to the con-
creteif we know the correct coordinator to usefor the correction-corruptionrelations

at the concrete.

6.5 Chapter Summary

In this chapter we revisited the tracking problemin sensometworks and preserted
designof speci cation-basedself-healingto STALK in order to achieve scalability of
designe ort of self-healingwith respectto the implemertation of this tracking service.

More speci cally, we shaved that we can use ordinary re nements (for which a

lot of tool/compiler support exists) and still achieve a speci cation-based design of
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stabilization under suitable conditions. To this end, we assumedthat (1) wrappers
are local to eat processand are atomic, and (2) the concretesystem presenesthe
layered composition structure of the abstract system.

Using thesetwo conditions, we shoved that ordinary re nement su ces for the
fault-intolerant tracking algorithm, and a self-stabilization preservingre nement suf-
ces for the wrappers. Sincethere are a lot of tool support for ordinary re nements,

re nement of the tracking algorithm can be done automatically via a compiler.
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CHAPTER 7

DISCUSSION ON ABSTRA CTION FUNCTIONS AND
AUTOMA TED SYNTHESIS OF SPECIFICA TION-BASED
DESIGN OF FAULT-TOLERANCE

In this chapter, we rst investigatein Section7.1, the soundnessand complete-
nessof the abstraction functions we usein our speci cation-based designapproad,
and then, in Section7.2, we discussa preliminary method for achieving automated

syrthesis of speci cation-baseddesignof fault-tolerance.

7.1 Soundness and Completeness of Abstraction Functions

In this section, we investigate soundnessand completenessof our abstraction
functions. To this end, we rst summarizeour useof abstraction functions briey in
Section7.1.1. Thenin 7.1.2,we presemn two constructive methodsthat givena system
C deducesan abstract system A sud that [C A] and [C A], respectively,
and prove the soundnessaand completenes®of theseabstraction methods. Finally, in
Section 7.1.3 we presen a surwvey of abstraction functions deweloped in the model

cheding literature that are applicablefor speci cation-baseddesign.
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7.1.1 Abstraction functions

In this section, after some preliminary de nitions, we justify how abstraction
functions allow the implemertation to have a di erent state spacethan that of spec-
i cation.

Let be a state space.

De nition . A systemS is a nite-state automaton (, T, 1) whereT, the set of
transitions, is a subsetof f (s0;s1) : s0;s1 2 g and |, the set of initial states,is a
subsetof .

A computation of S is a maximal sequencef statessud that ewery state is related
to the subsequenonewith a transition in T, i.e., if a computation is nite there are
no transitions in T that start at the nal state.

Abstraction between dieren t state spaces. The state spaceof the imple-
mertation C can be di erent than that of the speci cation A sincethe implemen-
tations often introduce somecomponerts of statesthat are not usedby the speci -
cations. We handle this by relating the states of the concreteimplemertation with
the abstract speci cation via an abstraction function. The abstraction function is a
total mapping from ¢, the state spaceof the implemertation C, onto A, the state
spaceof the speci cation A. That is, every state in C is mappedto a statein A, and
correspndingly, every state in A is an image of somestate in C.

Additional state variables in the concrete . Note that our abstraction func-
tion allows C to introduce irrelevant variables for implemenring a feature that is
orthogonalto the functionality of A (e.g.,a graphicaluserinterfaceat C). If only the
irrelevant variablesdi er for two statesc; and ¢, of C, then our abstraction functions

will map c¢; and ¢, to correspnd the samestate in A.
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7.1.2 Soundness and completeness of abstraction functions

Everywhere renemen ts. We presen a constructive method that given a
systemC deducesan abstract systemA sud that [C A]. This method is equiv-
alert to the existertial abstraction method presetned in model-cheding literature in
Section7.1.3.

Theorem 7.1 (Soundness) Let h be an abstraction function from C to A. If
1. 1a(sa) () (8sc :h(sc) = sa:lc(sc))
2. Ta(SOa;81a) () (950c;slc :h(sOc) = sOn ™ h(slc) = sla : Tc(SOc;sle))

then [C A]. (That is, every computation of C is a computation of A with respect
to the abstraction function h.) i
Theorem 7.2 (Completeness) If [C Al

then there exists an abstraction function h from C to A sud that
1. 1a(sa) () (8sc:h(sc)=sa:lc(sc))
2. Ta(SOa;S1a) () (950c;slc :h(sOc) = sOn ™ h(slc) = sla : Tc(SOc;sle))

Pro of. [C A] impliesthat every computation of C is a computation of A with
respect to someabstraction function h. This sameabstraction function h satis es
the two conditions in the antecedem of the theorem, therefore sud an existertial
abstraction exists. i

Convergence re nemen ts. We presen a constructive method, \ expansion
abstraction”, that givena systemC deducesan abstract systemA sud that [C Al.
Recall that convergencere nement implies that ewven in the unreadable states the
computationsof the concretesystemC track the computationsof the abstract system
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A, although somestatesthat appearin the computationsof A may disappearin the
computationsof C, and hence,C presenescorvergenceproperties(e.g., stabilization)
of A.

The idea of expansionabstraction is similar to the existertial abstraction method
we presened above. We rst construct A as usual using the existertial abstraction
method we descriked above. Then, we investigate the transitions of A outside the
invariant states of A and expand someof thesetransitions: If there is a transition
from state so to sy and there exists another sequencef transitions starting from sy
and ending at sy, then we remove the transition from sy to sy and add a transition
from sy to sy.

Theorem 7.3 (Soundness) Let h be an abstraction function from C to A. If
there existsan expansionabstraction from C to A that usesh, then [C A]. (That
is, [C Alinit and every computation of C is a compressionof a computation of A
with respect to the abstraction function h.) O

Theorem 7.4 (Completeness) If [C Al,
then there exists an expansionabstraction from C to A.

Pro of. [C A] implies that there exists an abstraction function h sud that
[C Alinit with respect to h and ewery computation of C is a compressionof a
computation of A with respect to h. This implies that there exists an expansion

abstraction from C to A that usesh. O
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7.1.3 Abstraction functions in model checking literature

Model cheding is an automatic veri cation technique for nite state concurren
systems. Typically, the user provides a high level model of the systemand the tem-
poral logic formula to be cheded. The formula is then automatically chedked by an
exhaustive seart of the state spaceof the model. The model chedking algorithm
will either terminate with the answer true, indicating that the model, and hencethe
system, satis es the formula, or give a courterexample execution shoving why the
formula is not satis ed.

The main challengein model cheding is the state explosionproblem. Abstraction
is an e ectiv e technique for tackling this problem. Abstraction hasbeentraditionally
a manual processrequiring creativity, however, recerlly someabstraction techniques
[26,27,29,31] are proposedto automate this processertirely.

In this section we briey summarize an automated abstraction technique pro-
posedby Clarke et al. [26,27] and hint on its application to automated syrthesis of
speci cation-based fault-tolerance. We leave the details and demonstration of these
techniquesto Section7.2, where we demonstrateour automated syrnthesis designof
speci cation-basedfault-tolerance.

In [26,27] model cheking of ACTL formulas are considered. ACTL is the frag-
mert of CTL whereonly the operatorsinvolving A (\for ewery path”) are used,and
negation is restricted to atomic formulas. ACTL is expressie enoughto capture
stabilizing, masking, and fail-safe fault-tolerance properties. There Clarke et al. in-
troducethe conceptof existential abstraction. An abstraction function h is descriked

by a surjection (i.e., hisonto) h: S | S%whereS is the setof concretestatesand

109



S%the setof abstract states. In cortrast, in our work [32] we have de ned an abstrac-
tion function to be total and onto from Sc to Sy. We have required the abstraction
function to be total sincewe also considerfaulty computations of the concreteand
do not restrict oursehesto merely the initialized computations.

Given a concretesystem C = (S;l;R) (where | denotesthe initial statesof C
and R denotesa total transition relation on S) the abstract systemA = (S%1%R9
correspnding to the abstraction function h is de ned asfollows:

1.19d9) i 9d(h(d)= d® ~ 1(d))

2. RYA%: D) i 9di9dx(h(d) = & ~ h(d) = & » R(dh;dy))

Existertial abstraction guararteesthat when an ACTL formula is true in A, it
will alsobe true in C. Howewer, sinceA conains lessinformation, model cheking A
potertially leadsto wrong results: If a formula is falsein A, this may be the result
of somebehavior in the appraximation that is not presen in C.

Considerthe following spuriouscourterexample.

Example: Assumethat for a trac light cortroller we want to prove =
A GAF (state = red) (i.e., red state is encourtered in nitely often on every com-
putation path) usingthe abstraction function h(red) = red and h(green) = h(yellow)
= go. Fromthe gure it is easyto seethat while the concretesystemC satis es , the
abstract systemA doesnot: there existsan in nite trace\red, go, go, go, ...". Since
this abstract courterexampledoesnot correspnd to someconcretecourterexample,
it is a spuriouscourterexample[26].

(End of example)

Existertial abstraction producesa looseappraximation of the concretesystemand

henceleadsto spurious courterexamples. On the other hand, it is weak enoughto
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Figure 7.1: Spuriouscourterexample

be adchieved by automated methods (see Section 4.2 of [28]). Next we presen the
automatic abstraction-re nemert methodology in [26] in which the initial abstract
model is generatedby an automatic analysisof the cortrol structuresin the program
to be veri ed.

(Remark): In our work on ewerywhere re nements [6] we use a stronger no-
tion of abstraction. Instead of the 9d,9d, in condition 2 of existertial abstraction
method, this more strict method uses8d,9d, quarti cation. Thus, this method
avoids the spurious courterexample problem. In [28], another abstraction \exact-
approximation”, that uses8d;8d, quarti cation for condition 2, is introduced. Using
exact-apprximation, a property will be true at the concretelevel if and only if it is
true at the abstract level. Exact-appraximations are too strict to be useful: the au-
thors [28] report that exactapproximation allows very little simpli cation, and hence
not useful for reducing complexity of veri cation. Our abstraction function in [6]
is not as strict as exact-apprximations, but still prevernts the existenceof spurious
courterexamples. (End of remark)

Counterexample-guided abstraction :

1. Geneate the initial abstraction h automatically: First, by examiningthe tran-

sition blocks correspnding to the variablesof the program C, formula clusters
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are formed: A variable cannot appear in formulas that belongto two di erent
formula clusters. Then, an existential abstraction [28] on the value domains
of the variablesin a formula cluster are de ned sud that two valuesare in
the sameequivalenceclassif they cannot be distinguished by atomic formulas

appearingin that formula cluster.

. Model-chek the abstiact structure: Let A be the abstract system(Kripk e struc-
ture) correspnding to the abstraction h. Standard model cheding techniques
are usedto seewhether A satis es the given ACTL formula. If the ched is
con rmativ e, then we concludethat C also satis es that formula. Else, if the
ched revealsa courterexample,we chedk whetherthis is alsoa courterexample
in C. If it is an actual courterexampleit is revealedto the user, elseif it is a

spurious courterexample,we proceedto step 3.

. Re ne the abstiaction: The equivalenceclassin A that hascausedthe spurious
courterexampleis determinedand is partitioned sothat the re ned abstraction

function h no longer admits that spuriouscourterexample.

We give an exampleof the above procedurein Section7.2, where we discussap-

plication of automatic generationof abstraction functions in automated syrthesis of

speci cation-based fault-tolerance. The idea, brie y, is that given a fault-intolerant

concretesystemC, we will deducea correspnding abstract systemA usingthe auto-

matic abstraction methodology discussedn this section. We will then automatically

syrthesizeatolerancewrapper for achieving fault-tolerance of A and re ne this wrap-

per (using the abstraction in the reversedirection) to provide fault-tolerance to the

concretesystemC. Note that the wrapper synthesizedfor the abstract model A is

readily available for mapping badk to C becausethe abstraction function is de ned
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asonto. In fact in [26] a method for mapping the courterexamplesin the abstract
model to courterexamplesin the concretemodel is presemed. We simply adopt that
method to map the abstract tolerancewrapper to the concretesystemlevel.

Our motivation for automated syrthesis for speci cation-based fault-tolerance is
the sameasthat of usingabstractionsin model cheding: to avoid the state explosion
problem. Since A will be an abstraction of C, our speci cation-based automated
fault-tolerance synthesis algorithm will be scalableand low-cost.

Existen tial abstractions are insucien t for convergence re nemen ts:
The above abstraction technique, given a concrete system C will produce (after
someiterative re nement of the abstraction function) a correspnding abstract sys-
tem A sud that [C A] (i.e., C is an ewerywherere nement of A). Even though
[C Al) |[C A], the existertial abstraction functions cannot truly capture
the expressie power of corvergencere nements. We presen one sud abstraction in
Section7.1.

Mo del-checking with well-founded bisim ulation . In [80], Manolios et al.
proposean approad to veri cation that combinesthe strengths of the model ched-
ing and the automated theorem proving approades: They usea theorem prover to
reducean in nite-state systemto a nite-state system,which they then handle using
automatic methods.

The reduction amourts to proving a stuttering bisimulation that presenes the
properties of interest. To this end, they introducethe conceptof well-foundedequiv-
alencebisimulation. As a demonstrationof their approad they verify the alternating

bit protocaol.
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This approad might be usefulfor automatedsynthesisof speci cation-basedfault-
toleranceto in nite-state systems.Howeer, they essetially usean abstraction func-
tion similar to existertial abstractionto deducean abstract systemgivena nite-state
concretesystemthat is a well-founded equivalencebisimulation of an in nite-state

concretesystem.

7.2 Automated Synthesis of Specication-Based Tolerance

In this section we demonstrate our automated syrthesis of speci cation-based
fault-tolerance by designing fault-tolerance to two 3-state token-ring systems. To
this end, we modify Clarke et al.'s [26] automated algorithm for nding an existertial
abstraction function sothat whenwe deducean abstract systemfor the givenconcrete
system, instead of model-cheking for a tolerance property in the abstract, we run
an automated syrthesis algorithm on the abstract to nd a tolerancewrapper that
would ensurethat toleranceproperty.

Recall from Section 7.1.3 that since every computation of the concrete system
is a computation of the abstract system,the syrnthesizedabstract tolerancewrapper
su ces for achieving the desiredlevel of fault-tolerance at the concretealso. Howeer,
if the abstraction is appraximate (e.g. existertial abstraction) then parts of the
abstract wrapper may turn out to be vacuouswhen the wrapper is mapped to the
concretelevel. This phenomenors analogoudo the spuriouscourterexampleconcept
in [26]. We have preseited suc an examplein 4-state token-ring systemsin [32].

In our work on ewerywhere re nements [6] we have used a stronger notion of
abstraction. Instead of the 9d;9d, in condition 2 of existertial abstraction method,

we have used8d;9d, quarti cation. Using sud an abstraction, we are guararteed
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that (1) every computation of C is a computation of A, and (2) ewvery computation
of A is a computation of C. Therefore,if there is a way to wrap the concretesystem
C to achieve a desiredlevel of fault-tolerance, we are guararteedto nd a suitable
abstract tolerancewrapper for A to acieve that desiredlevel of fault-tolerance.
(Remark): The existing work on syrthesis of fault-tolerance [5,63] cannot syn-
thesizea separatetolerance componen but instead output a fault-tolerant transfor-
mation of the input system. Thus, here we will derive the tolerance wrappers by
ourselesand not by using an automatic syrthesis procedure. (End of remark)
(Remark): The abstract systemswe producein this sectionare sud that every
computation of the concretesystemis a computation of the abstract system. In an-
otherwords[C  A]. Had we given another abstract systemA®suc that [C A9
(i.e., C isa corvergenceae nement of A), our method would still apply. That is, once
a tolerancewrapper is syrthesizedfor A, mappingit to the concretelevel would still

achiewve stabilization of C. (End of remark)
7.2.1 BTR1:. A fault-in tolerant tok en-ring system

BTR1 consistsof 3 processes.

cl=cO 1 ! cO:=cl 1
cO=cl1 1 ! <cl:=cO
c2=c¢l 1 ! «cl:=c2
cl=c2 1 ! c¢c2:=cl 1

Finding the abstraction function . Every proces§ maintains a courter c:j with
the domain f0; 1; 2g. The set of atomic formulasin BTR1 isf(c:1= c0 1);(c0=

cl 1)(c2=cl 1);(cl=c2 1)g. Two atomic formulasfl and f2 interfere
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i \var(f 1)\ var(f 2) 6 0". The formulas interfering with ead other should be put
into the sameformula cluster, thus, all the atomic formulasin BTR1 arein the same
formula cluster. Therefore,variablesc0, c:1, and c:2 arein the samevariable cluster.
We construct the initial abstraction function h as follows. We put two states
in the sameequivalenceclassif the valuesof variablesin the two states cannot be
distinguished by atomic formulas appearingin that cluster. The domain of f 0; 1; 2g
f0;1,2g fO0;1;2gis partitioned into a total of 9 equivalenceclassedy this criterion.

We denotetheseclassediy the natural numbers0:::8.

= (0;0;0); (1;1;1); (2,2,2)g
= 1(0;0;2); (1,1,0); (2,2,1)9
= 1(0;0;1); (1,1;2); (2;2,0)g
= 1(0;2,2); (1,0;0); (2;1;1)g
f(0;2;1); (1,0,2); (2,1;0)g
= 1(0;2,0); (1,0;1); (2;1;2)g
= f(0;1;,1); (1,22); (2,0;0)g
= (0;1,0); (1,21); (2,0;2)9
= 1(0;1,2); (1,2,0); (2;0;1)g

o NOoO ol W NP O
1

That is, h maps states (0;0; 0), (1;1;1), and (2;2;2) of BTR1 to state O of the
abstract systemABTRL1.

Pro ducing the abstract system, ABTR1 . From the de nition of existertial
abstraction and h, BTR1 follows:

Abstract tolerance wrapp er, AWL1. It is easyto seefrom the gure that
ABTR1 becomesstabilizing if a transition is addedfrom 0O into the invariant states.
The abstract wrapper adds a transition from 0 to 1. This is the sameasinserting a

token at processN whenthere are no tokensin the system.
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AW1--

Re ning the tolerance wrapp er into W1 . Whenwe map AWL1 to the concrete

level, we get the following wrapper W1.:

cl=c2 » ¢c2=c0 ! c2=cl 2

From the speci cation-baseddesigntheoremit followsthat W1 providesstabilizing
fault-toleranceto BTR1. Indeed,BTR1 [ W1 resultsin Dijkstra's 3-statetoken-ring

algorithm.
7.2.2 BTR2: Yet another fault-in toleran t tok en-ring system

BTR2 consistsof 3 processes.

cl=cO 1 ! cO:=cl 1
cO=c¢cl1 1 ! cli=c2 1
c2=c¢l1 1 ! c¢cli=cO0 1
cl=c2 1 ! c¢c2:=cl1l 1

Sincethe guardsof BTR2 is the sameasthat of BTR1, the abstraction function
remainsthe samefor BTR2 asin BTR1.

Pro ducing the abstract system, ABTR2 . From the de nition of existertial
abstraction and h, BTR1 follows:
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Abstract tolerance wrapp er, AW2. It is easyto seefrom the gure that
ABTR2 becomestabilizing if (1) atransition is addedfrom 5to 0, and (2) a transition
is addedfrom 0 into the invariant states.

We should give priority to the wrapper so that it executesrst at state 5 and
eliminatesthe possiblein nite, non-corverging computations by breaking the loop.

Note that the loops at 4 and 8 are self-loops and they are taken care of by the
weak-fairnessassumption: Since a self-loop does not alter the current state, there
is always another transition that is in nitely enabledat states 4 and 8, which will
ewventually be taken.

As before, the transition from O to 1 is the samething as inserting a token at
processN when there are no tokensin the system.

Re ning the tolerance wrapp er into W2 . Whenwe map AW?2 to the concrete

level, we get the following wrapper W2:

cl=c2 » c2=c¢c0 ! c2=cl 2

¢l 1=cO ™ cl 1=c2 ! cl=—cO
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From the speci cation-baseddesigntheoremit followsthat W2 providesstabilizing
fault-toleranceto BTR2. BTR2 [ W2 resultsin aslightly di erent token-ringsystem

than Dijkstra's 3-state token-ring.
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CHAPTER 8

RELA TED WORK ON SPECIFICA TION-BASED DESIGN
OF FAULT-TOLERANCE

In this chapter we start with a survey of fault-tolerance designmethods in Sec-
tion 8.1. We then considerrelated work on fault-tolerance preservingre nements in
Section8.2. Finally, in Section8.3 we discusswork on scalabledesignof self-healing

through compositional approades.

8.1 Fault-tolerance Design Metho ds

In this sectionwe presem somepreviouswork on fault-tolerance designmethods
and comparethem with our speci cation-baseddesignmethod. To this end, we rst
give a brief summary our method for speci cation-based designof fault-tolerance in
Section8.1.1.

We categorizethe previouswork on fault-tolerance methods with respect to the
type of tolerancethey provide: We start with methods applicable for designof any
type of tolerancein Section8.1.2,in Section8.1.3we survey the methods for designing
masking fault-tolerance, in Section 8.1.4 methods for designing nonmasking fault-
tolerance,and in Section8.1.5methods for fail-safefault-tolerance. As we study eah

method, we compareand cortrast it with our method.
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8.1.1 Brief overview of specication-based design metho d

Given a high-level system speci cation A, the speci cation-based approad is to
designatolerancewrapper W sud that addingW to A yields a fault-tolerant system.
The goalisto ensurethat for any low-level re nement (implemertation) C of A adding
a low-level re nement W° of W would alsoyield a fault-tolerant system.

Since the re nements from A to C and W to W?° can be done independerily,
speci cation-baseddesignenablesa posteriori or dynamic addition of fault-tolerance.
That is, given a concreteimplementation C, it is possibleto add fault-toleranceto C

as follows:

First, designan abstract (high-level) tolerancewrapper W using solely an ab-

stract speci cation A of C, and then

add a concrete(low-lewvel) re nement W°of W to C.

Note that the goal of speci cation-based fault-tolerance is not readily achieved
for all re nements. The re nements we needfor achieving speci cation-based fault-
tolerance should not only presene fault-tolerance but also have nice composability
featuressothat the re nements from A to C and W to W°canbe doneindependerily.
In currert researt, we have presened two sud re nemerts: everywherere nements
[6] and convergencere nements [32]. Thesere nements ensurethat if A composed
with W is fault-tolerant, then for any everywhereor convergencere nement C of A
adding an everywhereor corvergencere nement W° of W would also yield a fault-

tolerant system.
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8.1.2 Generic metho ds for fault-tolerance

Metho d by A. Arora and S. Kulk arni. Arora and Kulkarni [11] have de-
scribed a comprehensie and widely adopted methodology for the designof tolerance
componerts to a given intolerant systemto adieve a desiredlevel of tolerance. In
their methodology, they have identi ed two typesof tolerancecomponerts, detectors
and correctors, and have demonstrated how these detectors and correctors can be
constructed in a hierarchical and e cient manner to render a fault-intolerant sys-
tem to be fault-tolerant. As illustrations of their methodology, they have designed
masking, nonmaskingand fail-safetoleranceto se\eral distributed algorithms in the
literature [64{67].

Their methodology, howewer, assumesccesgo implemertation details of the sys-
temsthey rendertolerant. In cortrast, in our methodology we achieve designof fault-
toleranceusing only the systemspeci cation and not the systemimplemenation. In
fact, in our work we also adopt their methodology while designingfault-tolerance at
the abstract systemlevel. The abstract tolerancewrapperswe designcorrespndsto

the detector and corrector componerts in their work.

Metho d by D. Peled and M. Joseph. In [88], Peled and Josephview
the incorporation of a recovery programinto a fault-intolerant program asa program
transformation. They intro ducea proof method which builds on program transforma-
tions and correspnding formula transformations. Let T be a program transformation
and T the correspnding formula transformation. The proof rule statesthat if a prop-
erty holds for a program C, then T ( ) holds for T(C). This proof rule makesit

possibleto prove just oncethat a formula transformation correspndsto a program
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transformation, removing the needto prove separatelythe correctnessof eat trans-
formed program. The method useslinear temporal logic (LTL) [79] for expressing
formulas. One can think of theseformulas as speci cations of the programs. Then,
this proof rule makesit possibleto reasonabout T(C) without looking at its code.
For example,if T has somecomplicated recovery transformation, given that C has
a property(i.e., speci cation) , apply the transformation T to and then conclude
using the proof rule that C alsosatises T ( ).

This method is limited by the inherent assumptionthat a fault-tolerant program
is obtained by superposing (i.e., layering composition) a genericrecovery program
(e.g. chekpointing and recovery) to a fault-intolerant program. Hence,fault-tolerant
programs that cannot be designedin this manner cannot be speci ed using their
method. In cortrast our speci cation-baseddesignmethod is not limited with these

assumptions.

8.1.3 Design of masking fault-tolerance

De nition . A systemis masking tolerant if in the presenceof faults, it always
satis es its safety properties and, when faults stop occuring, it evertually resumes
satisfying its livenessproperties.

Replication . One commonly usedmethod for designingmasking fault-tolerant
systemsdsreplication: the intolerant systemis replicatedand the output of the replicas
is combined to determine the output of the fault-tolerant system. The number of
replicasand the way in which the output is conmbined dependsupon the number of
faults that needto be tolerated and the types of thesefaults. For example,if the
intolerant programfails in a fail-stop manner,i.e., upon failure, it stopsexecutingand

newer outputs incorrect values(although it may not output a value), then to tolerate
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t faults, the number of replicasrequiredis t+ 1. As a specialcase,if t is 1, two replicas
are required; this caseis an instance of primary-badckup. If the intolerant program
fails in a Byzarntine manner,i.e., upon failure it may output incorrect values,then to
tolerate t faults, the number of replicasrequiredis 2t+ 1. As a special case,if t is 1,
three replicasare required; this caseis an instance of triple modulo redundancy

Replication is a blackbox approad to fault-tolerance, in that it doesnot exploit
any information about the systemit rendersfault-tolerant, and henceresultsin sys-
tems that have high overhead. Also, if the intolerant system is nondeterministic,
replication will not be applicable.

Next we presem four other methods for maskingtolerancethat usethe replication
idea: state-madine approad, chekpointing & recovery (replication in time rather
than space), recovery blocks, and N-version programming. The commens in the
paragraph above also appliesfor thesemethods.

State-mac hine approac h. Sdneider [95] generalizegeplication to the client-
sener model. In his so-calledstate-machineapproach ead client and ead sener is
replicated and a comnunication from a client c to a sener s is replacedwith a com-
munication from ewery replica of c to ewery replica of s. Likewise,a commnunication
from s to cis replacedwith a commnunication from ewery replica of s to ewvery replica
of c. Sinceead replica of the sener (client) getsthesemessagesgad replica of the
sener (client) canignore the messagefrom the erroneousclierts.

Checkpointing and recovery. Yet another method is checkpinting-and-
recovery. after the occurrenceof a fault, the program is restoredto someprevious

state in its computation. Towards this end, the intolerant program is augmerned
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with a chedpointing program and a recovery program; the former recordsthe pro-
gram state periodically and the latter recoversthe programto a recordedgood state
and resumesthe program.

Recovery blocks. Randell [92] combines exceptionsand chedpointing-and-
recovery. He assumedhat a fault is due to an error in the implemertation and uses
multiple implementations to satisfy a given speci cation. In particular, a program
is composedof recovery blacks that consist of an acceptancetest and a sequenceof
subprograms.To executethe recovery block, the rst subprogramin this sequenceas
executedand the acceptancecondition is testedthereafter. If the acceptancecondition
is satis ed, the execution of the recovery block completescorrectly. Otherwise, an
exceptionis raisedand the program state is recoveredto the initial state from where
the next subprogramis executed,and so on. Thus, as long as the execution of at
leastonesubprogramsatis es the acceptancecondition, the recovery block completes
correctly.

N-v ersion programming . N-version programming [13] is similar to recovery
blocks ideain that multiple versionsof a componert are designedto satisfy the same
basicrequiremens. The fundamertal di erence of this approad from recovery blocks
is that N-versionrequiresthe useof a genericdecisionalgorithm (a voter) to decide
the correctoutput basedon the comparisonof all the outputs, whereasrecovery blocks
approad usesan application dependent acceptancetest.

An example of an N-version fault-tolerance designwas presened in [93], which

usesabstraction to reducethe cost of Byzartine fault tolerance and to improve its
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ability to mask software errors. Using abstractions, this work managesto hide im-
plemertation details of replicasto enablethe reuseof o -the-shelf and, to a certain
extert, nondeterministicimplemertations.

To this end, the authors de ne a commonabstract behavioral speci cation for the
systemand implemert appropriate conversionfunctions (i.e., conformancewrappers)
for the state, requests,and repliesof ead implemertation in orderto make it behave
accordingto a commonspeci cation. They alsoprovide a resetmedanismto repair
faulty replicas: When a replicais recovered, it is rebooted and restarted from a clean
state. Then it is brought up to date usinga correct copy of the abstract state that is
obtained from the group of replicas.

Sinceabstractionsand abstract states are usedfor achieving fault-tolerance, this
work is closeto our work in spirit. Howewer, our method is more generalin that we
are not limited to only replication-basedapproadhesand masking fault-tolerance.

Oneof the principal objectionsto N-versionprogrammingis that it is still proneto
commonmode failure. The objection is basedon the obsenation that programmers
tend to think in the sameway and therefore even independerily written programs
are likely to fail in the sameway. Also, sincemultiple versionsof a componert is used

this approad requiresconsiderabledevelopmen e ort.

8.1.4 Design of nonmasking fault-tolerance

De nition . A systemis nonmaskingtolerant if in the presenceof faults, it need
not satisfy its safely properties but, whenfaults stop occuring, it evertually resumes
satisfyingits safely and livenesgroperties. A special caseof nonmaskingtoleranceis
stabilizing tolerance: in the presenceof faults, evenif the systemreadesan arbitrary

state, it evertually recoversto a state from whereits safety and livenessproperties
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are satis ed. In this section, we focus on self-stabilizing fault-tolerance (also known
asself-healing),though the sameargumernts hold for designof nonmaskingtolerance.

Researb in stabilization [36,39,46,52] hastraditionally relied onthe availability of
a completesystemimplemertation. The standard approad to reasoningusesknowl-
edgeof all implemertation variablesand actionsto exhibit an \in variant” condition
sud that if the systemis properly initialized then the invariant is always satis ed and
if the systemis placedin an arbitrary state then cortinued execution of the system
ewertually reahesa state from wherethe invariant is always satis ed. Likewise,the
genericmethods for designingstabilization [1,8,60,105]alsoassumemplemertation-
speci ¢ details asinput: [8,60] assumethe availability of the implemertation invari-
ant, [1] relies on the knowledge of the implemertation actions, and [105] takes as
input a\lo cally chedkable" consistencypredicate derived from implemertation.

Tothe bestof our knowledge,our work [6]isthe rst time that systemstabilization
is shavn to be provable without whitebox knowledge. As one piece of evidence,we
o er the following quote due to Varghesg[105] (parernthetical commerts are ours):

In fact, the only method we know to provea behavior stabilization result
(i.e., stabilization with respect to system speci cation) is to rst prove
a correspnding execution stabilization result (i.e., stabilization with re-
spect to systemimplemertation) ...

8.1.5 Design of fail-safe fault-tolerance

De nition . A systemis fail-safetolerant if in the presenceof faults, it always sat-
is es its safety propertiesbut, whenfaults stop occuring, it neednot resumesatisfying
its livenessproperties.

In the literature, there hasbeensomeinstances[9,107]of speci cation-basedfail-

safesystemsprior to our work. This is due to the fact that fail-safetolerancecan be
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achieved by using only a \detector" componert. It is easyto de ne an abstraction
mapping over a concretesystemand use an abstract detector componert to detect
whether the abstract predicateis truthi ed. Note that it is not necessaryto nd a
meansto re ne the detector componert to the concretesystemlevel, whereas,that
would have beennecessaryfor a corrector componert.

Exception handling . One commonly used method for fail-safe fault-tolerant
systemsis exeption handing: wheneer the program readies an unintended state,
sud astrying to divide by zero,an exceptionis raisedand the cortrol is transferred
to a special exceptionhandler, that recoversthe programto an acceptablestate.

Xept: A software instrumen tation metho d for exception handling . This
paper [107]posesthe questionof how to handle faults when sourcecode is not avail-
able. As a solution to this problem, the authors suggestthe Xept framework, which
consistsof (1) a small languageto write exceptionhandling code for functions, and
(2) toolsto instrumert the object code using the exceptionhandling code written in
part 1.

Overall, Xept method may be consideredmore of a blackbox approad than a
speci cation-basedapproad sinceonly the input argumerns and the return value of a
function is of interestin Xept. Xept may be considereda speci cation-basedapproah
only if a speci cation that relatesthe input and output argumerts is provided. Only
then onewould be able to employ more sophisticatedrecorery medanismsthan the
existing blackbox medanisms(sud asretry and chedpointing & recovery) presened

in the paper.
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8.2 Fault-T olerance Preserving Re nemen ts

First, in Section8.2.1,we briey summarizeour work on stabilization preserving
re nements. Then, in Section 8.2.2, we presen existing methods on re nement of
fault-tolerance and comparethem with our stabilization preservingre nement meth-
ods.

Finally, in Section 8.2.3 we preseth some simulation relations deweloped in the
literature on re nement and investigate them to seewhether they are su cient for

capturing our stabilization preservingre nemernts.

8.2.1 Our work on stabilization preserving re nemen ts

We have shown in [6] that re nements in generalare not fault-tolerance preserving,
that is, even though A is fault-tolerant, a re nement C of A may not be fault-
tolerant. We are thereforeled to consideringspecial classe®f re nements. In currert
researb, we have identi ed two fault-tolerance preservingre nements: ewerywhere
re nements [6] and corvergencere nemernts [32].

Intuitiv ely speaking, everywhere re nements demand that the implementations
always satisfy the speci cations from ewery state. Further, for e ective design of
fault-tolerance in distributed systems,we identify the subclass of local everywhee
re nements. thesere nements are decompsableinto parts eat of which must al-
ways be satis ed by somesystemprocessfrom all of its stateswithout relying on its

environmert (including other processes).
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Intuitiv ely speaking, corvergencere nement implies that evenin the unreadable
states the computations of the concrete system C track the computations of the
abstract systemA, although somestatesthat appearin the computations of A may
disappear in the computations of C, and hence,C presenes corvergenceproperties
(e.g., stabilization) of A.

In cortrast to previouswork on fault-tolerance preservingre nements, we have
shown that the re nements we have identi ed have nice compositionality properties
making them suitable for speci cation-based designof fault-tolerance. For example,
convergencere nement enablesa non-stabilizingimplemertation C to be madestabi-
lizing without knowing the implemertation details of C but knowing only an abstract
speci cation A that C satis es. More speci cally, given C that is a convergencere-
nement of A, rst stabilization of A is designedby devisingan abstract wrapper W
for A. Stabilization of C is then achieved by addingto C any cornvergencere nement

of W; the re ned wrapper is oblivious to the implementation details of C.

8.2.2 Previous work on fault-tolerance preserving re nemen ts

Metho d by Z. Liu and M. Joseph. Liu and Joseph[76] have considered
designing fault-tolerance via transformations. In their work, an abstract program
A is re ned to a more concreteimplemertation C and then basedon the re ned
program C and the fault actions F that are introducedin the re nement process,
further precautions(sud asusing a chedkpointing & recovery protocol) are taken to
render C fault-tolerant. They designthe tolerance basedon the concreteprogram,

while we designour wrappers basedon the abstract program.
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Metho d by L. Lamport and S. Merz. In [70], Lamport and Merz claim
that there is no needfor a special technique for formal speci cation and veri cation
of fault-tolerance systems,and that re nement of fault-tolerance programscould be
achieved using temporal logic of actions (TLA) and a hierarchical proof method.

Towardsthis end, they shav how a message-passingyzarntine agreemenh program
(of [71]) canbe derivedfrom its high-level speci cation. (The authors, howewer, do not
discusshow their example can be generalizedinto a method for designingarbitrary
fault-tolerant programs.) They rst presen three speci cations for the Byzartine
agreemenh program: a high-level problem speci cation, a mid-level speci cation of
the algorithm, and a low-level speci cation for message-passingnodel. Then they
prove that ead speci cation implemerts the next-higher one.

The authors claim that little ingeruity is requiredfor proofs of re nements sincea
hierardhical proof strategy is adopted. Howe\er, it shouldbe notedthat a considerable
amourt of ingeruity is still required for coming up with the re nement programsin
the rst place. The authors also admit in the discussionsection of the paper that
their method is \not yet feasiblefor reasoningat the level of executablecode, except
in special applications or for small parts of a system."

Metho d by McGuire and Gouda. McGuire and Gouda[81] have also dealt
with fault-tolerance preservingre nements of abstract speci cations. They have de-
veloped an executionmodel that canbe usedin translating abstract network protocol
speci cations written in a guarded-commandanguageinto C programs using Unix
sackets. Their framework solves the fault-tolerance preserving re nement problem
for a guarded-commandto a C program by producing a weakly-stabilizing [47] C

program.
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Fault-tolerance preserving atomicit y re nemen ts. Fault-tolerance pre-
servingre nements have beenstudied in the cortext of atomicity re nement [22,85],
whereasn our work we have studied them in the moregeneralcontext of computation-
model re nement. The fault-tolerance preservingre nements presetted in [22,85] are
instancesof everywherere nemerts; here we presem a more generaltype of fault-
tolerancepreservingre nement, corvergencere nemernt.

Semantics of fault-tolerance preserving re nemen ts. Leal [72] has also
obsened that re nement tools are inadequate for preservingfault-tolerance. The
focus of his work is on de ning the semarnics of tolerance preserving re nements
of componerts. Whereas,in our work, we have focusedon su cient conditions for
fault-tolerance preservingre nemernts.

8.2.3 Simulation relations and fault-tolerance preserving re-
nemen ts

In [77], Lynch and Vaandragergive a uni ed and comprehensie presetation of
simulation techniquesusing a simple untimed automaton model. In particular, they
de ne re nemernts, forward simulations, badkward simulations, and hybrid forward-
backward and badkward-forward simulations. Relationships between the di erent
types of simulations, as well as soundnessand completenesgesults, are stated and
proved.

In this section we rst briey descrite these simulations and then investigate
whether they may be applicable for speci cation-baseddesign. More speci cally, we
comparethesesimulation relations with our everywhereand corvergencere nemerts.

We shaw that re nement de nition of Lynch and Vaandragercan be easily extended
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to capture our everywherere nements. We also shav that none of the above men-
tioned simulations (including bisimulation) are rich enoughto capture corvergence
re nemerts.

A re nement from an automaton C to another automaton A is a function from
statesof C to statesof A sud that

the image of ewery start state of C is a start state of A,

ewery step of C hasa correspnding sequencef stepsof A that beginsand ends
with the imagesof the respective beginningand ending statesof the given step,

and that hasthe sameexternal action.

This de nition implies that tracesof C are alsotracesof A and is generalenough
to capture the notions of re nement discussedn [69,74]. Note that if the re nement
function is total and onto, then this de nition is equivalert to our notion of [C Al
(read C ewerywherere nes A), which assertsthat starting from any state in C ewery
computation of C is a computation of A. Note that we do not always require the
re nement function to be onto: if we useeverywherere nements only for presenation
of fault-tolerance, then a total re nement function will suce. Howewer, if we want
speci cation-based fault-tolerance (i.e., if we needto designand abstract tolerance
wrapper for the speci cation and mapit to the concretelevel to achieve fault-tolerance
of the concretesystem), the re nement function should be total and onto.

Forward and badkward simulations generalizere nements to allow a set of states
of A to correspnd to a singlestate of C.

A forward simulation from C to A is a relation over states of C to states of A
sud that

ewvery start state of C hassomeimagethat is a start state of A,
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ewery step of C and ewery state of A correspnding to the beginningstate of the
step yield a correspnding sequenceof stepsof A (that hasthe sameexternal
action asthe given step of C) endingwith an image of the ending state of the

given step.

A backwad simulation from C to A is a total relation over statesof C to states
of A sud that

all imagesof ewery start state of C are start statesof A,

ewery step of C and ewery state of A correspnding to the ending state of the
step yield a correspnding sequenceof stepsof A (that hasthe sameexternal
action as the given step of C) beginning with an image of the beginning state

of the given step.

Soundnesgheoremsfor trace inclusion preordersare proved for re nemerts, for-
ward simulations, and badkwards simulations. That is, if there is a re nement or a
forward or backward simulation from C to A, then all tracesof C are also traces of
A. However, only partial completenessesults can be provenfor re nemernts, forward
simulations, and badkward simulations.

Forward-badkward and badkward-forward simulations are essetially compositions
of one forward and one backward simulation in the two possibleorders. Forward-
badkward simulations give a complete proof method for trace inclusion preorders.
That is, if every trace of C is atrace of A then there existsan intermediate automaton
B with a forward simulation from C to B and a badkward simulation from B to A.

Bisimulations conbine forward simulations in two directions (i.e., from the con-
crete to the abstract and from the abstract to the concrete) and are employed for

proving equivalenceof two systems.
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Example . Below, P and Q are not bisimilar sincethe state Q1 can make both
a b-transition and a c-transition and thereforeis not bisimilar to neither P1 nor P2.

Whereas,R and S are bisimilar and the bisimulation relation is shavn by the dashed

lines.
PO 0
O
a
O O
P1 p2 Q1

(End of example).

Summary . None of the above mentioned simulation mappingsis enough for
expressinga corvergencere nement. These mappings always assertthat for every
step of the concrete, the correspnding step in the abstract should have the same
external action as the concretestep. The abstract may have invisible (internal) ac-
tions that are dropped in the concrete, but visible external actions of the abstract
cannot be dropped by the concrete. Whereasin convergencere nement we allow
the non-initialized computations of the concreteto drop visible external actions of
the correspnding abstract computations. Note that it is not possibleto renamethe
actions that the concrete drops as invisible actions at the abstract level since the

concretedoes presene those actions of the abstract in the initialized computations.
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Furthermore, while an uninitialized computation cl of the concretedrops the visible
actions of the correspnding abstract computation a there might be another unini-
tialized computation c2 of the concretethat alsocorrespndsto a and that doesnot

drop any visible actions of a. We give sud an examplein Section4.2 of [32].

8.3 Scalabilit y Through Comp osition

Building a large-scaleself-healingsystemvia composition of self-healingcompo-
nerts is one way of dealing with the scalability problem of the designe ort of self-
healing since a compositional approad reducesthe global designand reasoningof
self-healingto local activities at the componert level.

In [73], a compositional framework for constructing self-healing(self-stabilizing)
systemsis proposed. The framework explicitly identi es for ead componert which
other componerts it cancorrupt (corruption relation). Additionally, the correction of
onecomponert often dependson the prior correctionof oneor moreother componerts,
constraining the order in which correction can take place (correction relation). By
including both correction and corruption relations, the framework subsumesand ex-
tends other compositional approadiesallowing designof fault-containing self-healing
solutions. A globalresetis potertially avoidedand fault-containmernt is enabledwhen
possibleby using the correction and corruption relations to chedk and block certain
componerts to prevent formation of fault-contamination cycles.

Depending on what is actually known about the corruption and correction rela-
tions, the framework o ers seeral ways to coordinate system correction. In cases
where the correction and corruption relations are in reverse directions, persistert

corruption cyclesmay be formed: ewven though all the componerts are individiually
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stabilizing, the system may fail to stabilize due to the cortinuous introduction of
corruptions to the systemvia thesecorruption cycles. By employing blocking coordi-
nators, the framework breaksthesemalicious cycles. In caseswvhereboth correction
and corruption relations are in the samedirection, no cycle forms and there is no
needfor blocking.

In this chapter, while dewloping lightweight and local re nements for designing
speci cation-based self-healingto tracking, we restricted our work to the systems
whereboth the correction and corruption relations are to the samedirection in both
the abstract and the concretelevels. This way we did not have to deal with addi-
tion of extra coordinators and blocking at the concretesystemlevel. Developmert of
lightweight and local re nements to a more generalclassof re nements wherecorrec-
tion and corruption relations might vary at the abstract- and concrete-leel systems
is worth investigating.

Scalabledesignof stabilization through composition idea has beenaround in re-
stricted forms before[73]. One exampleis the stabilization by composition of layers
approad [36]. In the traditional stabilization by layers approad lower-level com-
ponerts are oblivious to the existenceof higher-level componerts, and higher-lewel
componerts can read (but not write) the state of a lower- level componert. Com-
ponerts can corrupt ead other, but only in a predetermined cortrolled way since
lower-level componerts cannot be a ected by the state of higher-level ones. Also,
the order in which correction must take place is the samedirection, the correction
of higher-lewels depend on that of lower-lewels. Sinceboth relations are to the same

direction, there is no needfor blocking.
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CHAPTER 9

CONCLUDING REMARKS

We rst summarizethe cortributions in this dissertationin Section9.1. In Section

9.2, we outline possibleextensionsto this work.

9.1 Contributions

This dissertation addressedwo orthogonal scalability problemsin building fault-
tolerant sensometwork services:(1) the scalability of cost-overheadof fault-tolerance
with respect to network size, and (2) the scalability of the designe ort for fault-
tolerance with respect to software size. Thesetwo researt directions are comple-
mertary, and together enable a salable design of local self-haling for large-sale
sensornetwork servies

For addressinghe rst problem, we proposedlight-weight fault-containment tech-
niquesfor self-healing.By con ning the cortamination of faults within a small area,
thesetechniquesadieve fault-lo cal self-healingwithin work and time proportional to
the sizeof the perturbation, as opposedto the size of the network.

We illustrated our hierarchy-based fault-containment technique in the cortext
of hierardical tracking of mobile objects in sensornetworks and acieved seamless
tracking of cortinuously moving objects and fault-local self-healing. We illustrated
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our stretch-factor basedfault-containment technique in the cortext of clustering and
achieved containment of changesand failures hitting a cluster locally within the im-
mediate neighborhood of that cluster.

For addressingthe secondproblem, we proposeda speci cation-based design of
self-healing,which exploits only the speci cation of the system. Speci cation-based
fault-tolerance avoids the drawbadks of implemertation-specic and blackbox ap-
proades,and allows the designof scalable,reusable,and low-cost fault-tolerance.

We establishedthe foundations for speci cation-based design of self-healingby
identifying two specialclasse®f re nements (everywherere nements and convergence
re nements) that enablespeci cation-baseddesignof fault-tolerance. We alsoshoved
that, under suitable conditions, ordinary re nements (for which alot of tool/compiler
support exists) can be employed for speci cation-based design of self-healing. We
illustrated the designof speci cation-based self-healingto our hierardical tracking
servicein order to achieve scalability of designe ort of self-healingwith respect to
the real world implementations of this tracking service.

Currently, we are focusingon applying our scalableself-healingtechniquesin the
context of our DARPA-NEST funded \A Line in the Sand" (LITS) project. Our
researb group hasalready deployed LITS over a 100-nale sensometwork in a large
terrain and achieved detection, classi cation, and tracking of varioustypesof intrud-
ers (such as personsand cars) as they moved through the network. We are now
working on scalingLITS to run over 10,000nodesand to watch over a larger terrain.
To this end we are utilizing our speci cation-based designmethod and light-weight

fault-containment techniquesfor addressingthe scalability issuesin LITS.
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9.2 Future Directions

Our work onfault-lo cal self-healingand speci cation-baseddesignof fault-tolerance
have openedup seeral new directions for future researb. We briey mertion some

of thesebelow.
9.2.1 On-the-y addition of specication-based fault-tolerance

The speci cation-based approad enablesa posteriori and dynamic addition of
scalablefault-tolerance to unarnticipated faults, and henceis essetial for sensornet-
work servicesthat are subject to adverseenvironmenal conditions, where unartici-
pated faults are the norm rather than the exception. Our researf group has built
a framework, DRSS, for dynamic composition of fault-tolerance wrappers; we are
working on adapting this framework for enabling on-the- y addition of speci cation-
basedfault-tolerance wrappersin LITS. For example,upon observingthat message
lossis becomingfrequert and causing problemsin our LITS service, using sud a
framework, we will be able to add ACK/NA CK-basedreliable delivery wrappers to

heal our servicewithout interrupting its availability.
9.2.2 Tool-set for specication-based fault-tolerance

Researb on model-cheking has provided se\eral techniquesfor deducingan ab-
stract systemfrom a given concretesystem. In addition, our work on speci cation-
baseddesignof fault-tolerance has provided re nement techniquesthat ensurethat
after syrnthesizinga fault-tolerance componert for the abstract system,are nement of
this fault-tolerance componert (using the abstraction technique in the reversedirec-

tion) will add fault-toleranceto the concretesystem. Leveragingtheseresults, we are
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working on deweloping a tool-setthat will enablesyrthesis of scalablefault-tolerance
for a rich classof programs. The toolkit will accepta concretefault-intolerant pro-
gram asinput, and will producea correspnding abstract program and help the user
to designfault-tolerance to this abstract program. Later, the toolkit will re ne this

abstract fault-tolerance wrapper to adieve fault-tolerance to the concreteprogram.
9.2.3 Syntax-driv en fault-tolerance preserving compilers

Our notion of fault-tolerance preservingre nement dependson the semaitics of
the input. Howewer, we conjecturethat it is possibleto identify certain syntactic con-
structs that imply fault-tolerance of a program. Someexamplesof these constructs
are self-cleaningdata structures (e.g., sets) and soft-state variablesthat are assigned
fresh valuesperiodically. We plan to dewelop tools that exploit sud syntactic con-
structs in orderto ched whether a given programis fault-tolerant or not, and to add

fault-tolerance to a rich classof programs.
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